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Soldiers wear masks and stand socially-distanced
during the WOBC graduation ceremony last August
inside Decker Auditorium at TJAGLCS. (Credit: Jason

CourtlIs Assembled =

as yet unknown and a place where relative
success has stagnated growth and dulled
mental sharpness? Educational institutions
eg e ° ° and research centers must understand the
The OppOl’tllllltleS Of MOdernlzatlon constant need to modernize. This issue of
the Army Lawyer is dedicated to the wide-
spread efforts to modernize our Army—an
By Brigadier General Joseph B. Berger Army looking to “leapfrog ahead” of our
near-peer adversaries with “spirals of capa-

bility,” phrases anyone paying attention to

Learning and innovation go hand in hand. The arrogance of success is to the Army’s renaissance has certainly heard
think that what you did yesterday will be sufficient for tomorrow. once, if not countless times.
—William Pollard Our Regimental Family constantly

adapts to changes to the law. It is what

makes the Legal Center and School (LCS)
Upon entering an institute of higher difference between a place where minds ex-  unique and the premier educational
education, pay attention—can you feel the pand freely toward solutions and inventions  institution in the Department of Defense
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(DoD). Legal professionals must be agile,
adaptable, and flexible, all while remaining
laser-focused on an unwavering commit-
ment to ensuring we provide principled
counsel. That is what we do every day and
in every environment in which we advise
clients. While we regularly adapt to changes
in the law to best advise our clients, that is
only one area in which our agility may be
challenged. As the leaders whom we advise
plan, and as we advise to inform those
plans, we all remain acutely aware that the
enemy gets a vote. Recently, the enemy—in
the form of COVID-19—certainly has exer-
cised that right in a way that has impacted
all of our lives.

At the LCS, the enemy'’s vote pro-
foundly challenged our institution to
demonstrate its ability to rapidly evolve—to
modernize—how we educate and train our
Army. From in-resident instruction to
distance learning, I am proud to report that
every member of this incredible team has
demonstrated the agility and innovation
necessary to ensure a near-seamless tran-
sition. The list of those classes is long: two
sections of the Advanced Leader Course,
the Warrant Officer Advanced Course, the
210th Judge Advocate Officer Basic Course,
and the 68th Graduate Course. Over 300
students—all of whom were in the building
when DoD shifted its posture in response
to the pandemic. Not only did we quickly
and effectively pivot to overcome the con-
straints of the new operating environment,
we also routinely conducted after action
reviews, facilitating continuous improve-
ment and adjustment as the pandemic has
endured.

One of the main reasons the LCS was
successful in its pivot from traditional to
distance learning—while maintaining the
highest standards of educational qual-
ity—was the Army’s ever-present can-do
mindset. We are used to rolling up our
sleeves and accomplishing the mission,
even in unpredictable and uncontrollable
conditions.

Another, potentially more important
factor contributing to the successful and
rapid transition in the midst of chaos and
hesitation is the innovative mindset of our
valued staff and faculty. Some organiza-
tions’ culture may unintentionally suppress
leaders’ and subordinates’ creativity and

initiative. Perhaps this is due to an organi-
zational intolerance of failure, disapproval
of disruption, or simple comfort with “the
way things are.” Modernization, however,
not only allows for failure and disruption—
it requires them.

In this case, the global pandemic
threw the usual rulebook out the win-
dow. With it went mental limitations
on how we must or may accomplish the
mission, judgment about ideas suggested

thinking long before the pandemic
shrugged off any remaining mental barriers.
Modernization is not simply technol-
ogy and lethality. It is also raising your hand
to suggest a new solution to an old prob-
lem, managing diverse talent to maximize
effectiveness, fulfillment, and retention,
and developing deep expertise and broad
versatility to meet our Army’s future
needs. Modernization is an investment in
the future of our Corps, looking ahead to

We are used to rolling up our sleeves and

accomplishing the mission, even in unpredictable

and uncontrollable conditions

to solve new challenges, and potential
embarrassment if an idea doesn’t pan out.
Any remaining cultural artifacts that stifle
innovation disappeared. All ideas were on
the table. This approach fueled the rapid
roll-out of distance learning and the robust
communications infrastructure support-
ing work-from-home capabilities. What
resulted, particularly after a highly-success-
ful, first-ever virtual Senior Officer Legal
Orientation—conducted while the rest of
professional military education across the
Army had shut down—was the LCS earning
the reputation as the Army-wide standard-
bearer for distance learning transition.
This rapid fielding would not have
blossomed so fully overnight had the seeds
not already been planted. Organizations
cannot be failure-intolerant one day and
innovative after the enemy casts its vote
the next day. An educational institution
is naturally ripe for cultivating an experi-
mental culture, and the LCS is no different.
Graduate Course students were already
encouraged to “think big thoughts,” and
professors and staff encouraged to try new
teaching methods, technology, and ways
to communicate. Whether it was a stu-
dent’s thesis on blockchain technology and
military legal practice, the Battlefield Next
podcast, or the use of Turning Point and
other technology platforms in the class-
room, the LCS and the Corps advocated
mental agility and valued outside-the-box
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what we will need in the years to come and
seeking to resolve future challenges now.
Stewarding the profession into the future
requires valuing modernization—and a
culture that facilitates it.

The challenge for each of us is to
identify the aspects of our practices and our
organizations that mandate that our stew-
ardship obligations drive modernization. It
is both a mindset, as well as a practice. And
it requires everyone in the formation to
have a voice. TAL

Be ready, stay nimble, and
keep moving forward!



News

Photo 1

The newest noncomissioned officer in the
JAG Corps, SGT Steven Bernard, is pinned
(safely) by his friend, Emilio. SGT Bernard
was promoted on 21 August at the U.S.
Army Reserve Legal Command headquar-
ters in Gaithersburg, Maryland.

Photo 2

Members of team 350th CACOM OCJA
briefly remove their masks, while main-
taining social distance, to wish LTC Mark
Milhiser a safe departure from Pensacola,
Florida, and arrival at the Pentagon. Out-
going CJA, LTC Milhiser poses with the
much coveted, and well-earned, 350th

& Notes

CACOM paddle. He is accompanied in the
photo by SSG Jacqueline Reyes (left) and
MAJ Chris Kinslow (right).

Photo 3

The 2d Armored Brigade Combat Team
“Black Jack” celebrated its 103d birthday on
29 August 2020. This birthday bash was
more special due to the fact that two of its
Soldiers had just won the 1st Calvary Di-
vision Paralegal Soldier and NCO Boards.
Both SPC Barragan and SGT Moton
received a coin from the Brigade CSM
and were able to cut the cake. Pictured
from left to right: SGT Mojet (Paralegal
NCO), SPC Barragan (Paralegal SPC),

SGT Moton (Paralegal NCO), 1LT Smith
(Admin Law/NSL), SFC Graves (Senior
Paralegal NCO); front: MAJ Herriford
(Brigade Judge Advocate).

Photo 4

On 28 August 2020, the USAACE &

Fort Rucker OSJA enjoyed a morning of
off-post PT at Johnny Henderson Family
Park in Enterprise, Alabama. Soldiers had
the choice to either run or ruck the outer
loop of the park. Pictured post workout
from left to right: SSG Kevin Wise, SGT
Nicholas Babel, PFC Nykeria Hill, CW2
Melanie Sellars, SPC Patrick Wilson, MA]J
Michael Lovelace, SPC Louis “Please Re-
move Me From This Distro” Dupree, LTC
Colin Cusack, SPC Ian Tiedje, CPT Joseph
Ragukonis, CPT Andrew Cain, CPT Rich-
ard Brantley, and 1LT Weili Weng
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Photo 5

MSG Shakaylor S. McDaniel, Chief Para-
legal NCO, and LTC Sean M. Connolly,
SJA, 412th Theater Engineer Command,
are consulting the new FM 1-04, Legal
Support to Operations, and the 2020 Op Law
Handbook while conducting MDMP during
Operation Castle Rock at Camp Shelby,
Mississippi.
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Photo 6

MA] Justin R. Wegner, Brigade Judge Ad-
vocate, 2BCT, 1st Infantry Division, USFK
Korea, and CPT Michael W. Leach, Deputy
Brigade Judge Advocate, 658th Regional
Support Group, 9th Mission Support Com-
mand, emerge from 15 days of isolation in
quarantine barracks, an experience they
shared with two other barracks-mates on

Army Lawyer

Camp Humphreys, South Korea. MAJ
Wegner will serve in Korea on a rotation
with the 1st Infantry Division while CPT
Leach will perform operational support and
military justice duties on Camp Humphreys
for the 658th Regional Support Group.



Photo 7

1LT Heather McFarlain represented USAREC
HQ OSJA in the historic USAREC Re-Patch-
ing Ceremony after 48 years of wearing the
original patch design, which was approved
on 6 December 1972. Pictured from left

to right: Major General Kevin Vereen,

1LT Heather McFarlain, CSM John Foley.

Photo 8

COL Judy Boyd, Commander of the 13th
Legal Operations Detachment-Expert,
focuses on the trail ahead as she goes

on to successfully (and safely) compete
in the 2020 Maxxis Eastern States Cup
Intense Downbhill Race at Powder Ridge,
Connecticut.

Photo 9

Congratulations to CPT Jules Szanton! Jules
was recently sworn in as a Special Assistant
U.S. Attorney by the Western District of
Kentucky U.S. Attorney Russell Coleman.

With this special trust and responsibility,
CPT Szanton will now exercise Article

III jurisdiction over Soldiers, Civilians, and
visitors on Fort Knox, assisting USACC
and Fort Knox in furthering respect for and
adherence to the rule of law.
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DISCIPLINED ENTREPRENEURSHIP

BILL AULET
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Book
Review

Disciplined
Entrepreneurship

Reviewed by Major John T. Castlen

As the primary attorney to Army
Applications Lab (AAL), Army Futures
Command’s tech-focused outreach orga-
nization, [ began a curated professional
development program to understand how
a company might build a business model
around the Army as its target market.
After reading my first book, [ was not very
optimistic.

Like many of you, I don’t have a back-
ground in business. In school, I turned to
an English degree because the idea of read-
ing novels in coffee shops for “homework”
appealed to my artistic side. But, when I
was assigned as the legal advisor to AAL,’
[ found myself in the midst of the Austin
startup scene: a new environment with its
own etiquette, lingo, body of law, and key
leaders. It was not unlike what some of us
have experienced as rule of law attorneys
in [raq or Afghanistan—only with gourmet
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food trucks, live music, tacos, and some
pretty nice swimming holes.” That, and
no one has tried to kill me yet—that I'm
aware of.

The AAL was formed in late 2018
with the express purpose of expanding the
Army'’s access to non-traditional companies:
startups, entrepreneurs, and other technol-
ogy-focused companies.® It went through
several iterations trying to implement

Disciplined Entrepreneurship

The book I chose was Disciplined Entre-
preneurship by Bill Aulet.” The book was
recommended by one of AAL’s core leads,
Porter Orr, a former Navy pilot who
received an MBA from Massachusetts Insti-
tute of Technology.® Coming from previous
innovation-focused jobs,’ he was an incred-
ible source of knowledge on the culture,
incentives, decision-making process, and

for the Army to truly allow America’s small businesses

to participate in its modernization efforts, it

had to be able to demonstrate the potential for

long-term value to the company’s investors

lessons-learned from other Department
of Defense (DoD) acceleration-focused
organizations, including Defense Innova-
tion Unit (DIU) and AFWERX.* When I
arrived in July 2019, AAL had settled in on
identifying its core value proposition to the
Army and its non-traditional audience: to
accelerate the discovery, evaluation, and
transition of technology in support of the
Army’s modernization priorities.®

I see AAL’s mission as a push and a
pull. The AAL tries to push Army prob-
lems to the solver community in plain
language to allow true innovation, and to
use contracting and funding structures that
make sense from a commercial industry
perspective. The goal is to pull in techni-
cal solutions to the Army and transition
the capability into the hands of a Soldier.
While not limited to startups, ultimately,
AAL’s mission is to allow America’s most
innovative, agile, and creative companies
to participate in the Army’s modernization
efforts—regardless of their size or history
of working with the Government.®

When I finally learned what AAL’s
mission was and that I was going to be
working with them on a day-to-day basis,
I thought back to my wasted days drinking
espresso and reading poetry in Chi-
cagoland coffee shops. “It’s time to learn
something useful,” I mused; so, I checked
out a book on startups.

lingo of startups. As added street cred, he
lived in an Airstream!® with his wife, three
kids, and two dogs.

During our many conversations
wearing flannel shirts and drinking coffee,
Porter impressed upon me the idea that,
for the Army to truly allow America’s small
businesses to participate in its moderniza-
tion efforts, it had to be able to demonstrate
the potential for long-term value to the
company’s investors. If we expect them to
turn to the Army as their target market,
even bootstrapped companies with next-
level technology have to be able to build
a sensible business model that will lead to
recurring revenue.

I began reading Disciplined Entrepre-
neurship to understand how a startup might
build a business model around the Army.
The book lays out a twenty-four-step
guide for entrepreneurs who are seeking
to commercialize their idea, invention, or
intellectual property,'' and walks through
the market research, product development,
and basic financial projections required
to ensure that the business has the proper
product-market fit and will be profitable
after launch."” The concepts and calcu-
lations in the book provide a common
language to discuss a venture'® and would
help answer the primary questions a ven-
ture capitalist would ask before deciding to
invest.'



However, beginning with step one—
market segmentation'*—I struggled to
reverse engineer how a company might
build its target market around the Army
as a customer. Specifically, I questioned
whether a company has access to enough
information to conduct the necessary calcu-
lations to forecast its expected profits and to
understand the end user. Also, I questioned
whether the Army’s contracting and capa-
bility development process were so complex
that a company could not adequately map a
path to recurring revenue.

This article attempts to compare the
business development concepts highlighted
in Disciplined Entrepreneurship with Army
processes to show some of the challenges

For companies to develop products
that make sense and add value to Sol-
diers—the end user under Mr. Aulet’s
framework—they have to know what
Soldiers actually do and how the Army
operates. However, there may be mis-
conceptions about what a Soldier’s typical
tasks are or how a headquarters element
receives information and makes decisions.
If a company doesn’t know how the Army
shoots, moves, and communicates—as well
as resupplies, maintains, gathers intelli-
gence, treats its wounded, and feeds its
Soldiers—they either don’t know if they
have a solution to an Army problem or they
can’t develop a new solution. For the Army
to attract innovation, it must provide an

For companies to develop products that make sense

and add value to Soldiers—the end user under

Mr. Aulet’s framework—they have to know what

Soldiers actually do and how the Army operates

that a startup might encounter trying to de-
velop technology for or pivot its business to
the Army. While attracting entrepreneurs
to the Army’s modernization efforts is only
one part of AAL’s efforts, the intent of this
article is to convey some of my thought
process watching Army culture collide with
the Austin technology ecosystem.

1. Does the Startup Have Sufficient Access to
the End User to Develop a Relevant Solution?
The first steps in Disciplined Entrepreneur-
ship are focused around interacting with
and understanding the needs, desires, and
values of the end user.'® From market seg-
mentation, to building an end-user profile,
to quantifying their value proposition,'®

an entrepreneur must first understand the
needs of the customer.”” But even more
than their needs, before they achieve prod-
uct-market fit and start generating traction,
a company should know the priorities of
their customer. Do they value usability
over cost, for example, or is it some other
performance metric such as size, durability,
or power consumption?”

17

abundance of access to observe Army oper-
ations and interact with Soldiers.

2. Can a Startup Calculate the Total
Addressable Market for Their

Solution in the Army Market?

Step four in Mr. Aulet’s process is the
requirement to calculate the Total Address-
able Market (TAM) for an entrepreneur’s
beachhead market.?’ The TAM is a calcu-
lation that describes the amount of annual
revenue a business would make if they
achieved one hundred percent market share
for a particular market.” To calculate a
TAM, a company needs to know the num-
ber of potential end users in their target
market and estimate how much revenue
each end user is potentially worth:*

TAM = (Revenue per customer per
year) x (Number of potential custom-
ers in target market)*

The calculation is a baseline estimate
that is used to demonstrate to investors,
partners, and other team members the
potential value in a particular market.”

While the TAM is only an estimate—and a
running estimate at that—it’s the gateway
data point for major business decisions. *
If the estimated value of the TAM is low,
a company would likely decide against de-
veloping a product line or pivoting to that
market.” More than flashing dollar signs
on a pitch-deck, savvy business partners
require a company to show their work and
explain how they arrived at their TAM.*
For the Army to attract discerning
business partners, it needs to provide
enough data for companies to conduct
their own market analysis and business
calculations. Underestimating the TAM
could cause a company with disruptive
technology to pass on an opportunity to
work with the Army because they couldn’t
see enough value.” Overestimating could
be disastrous for a company who expends
time and resources on a market that can’t
support their investment.* If there aren’t
enough end users in the Army for a niche
technology, accurately calculating the TAM
may be a lifeline for a small business who
decides early to change course and focus on
a different market.

3. Can a Startup Understand the
Army’s Decision-Making Unit?
Assuming that a company has enough in-
formation to sketch out a detailed end-user
profile and can identify the potential for
value in the market, the next challenge for
a startup is to understand the internal busi-
ness processes of the Army as a customer.
The Army has what Mr. Aulet would
describe as a “complex” decision-making
unit—meaning there is a difference between
the person who will use the product and
the person who will buy it.*! In the Army,
there are major organizational differences
between the two: the end users are Soldiers
and Civilians under the Chief of Staff of the
Army,* and the purchasing agents are the
Program Executive Offices under the Assis-
tant Secretary of the Army for Acquisition,
Logistics, and Technology (ASA(ALT)).*
There are a lot of other organizations and
personalities within and outside the Army
that would be considered, within Mr. Au-
let’s framework, influencers, veto-holders,
and champions—not the least of which is
Congress.

Army Lawyer * Book Review = Issue5 = 2020



If companies better understand who
the true purchasing agents are for the
Army, instead of scheduling office calls
with general officers of operational units
(i.e., end users), they could better focus
their efforts on connecting with the right
decision makers. Understanding which
Army organization will be the buying agent
and what it values in purchasing decisions,
often expressed in evaluation criteria, is
arguably more important for a company
than knowing what the end user wants.

It’s also important for startups to
understand the role of other influencers
in the Army’s process of deciding what
and when to purchase: Who is involved
in the requirements generation process
or the approval process to field a new
capability? Who controls the funding that
will be used? What contracting office will
be used for the solicitation? Determining
the decision-making unit of the customer
to understand these key players and their
priorities is a critical step before moving to
that all-important step of charting a path to
acquire a paying customer.

4. Can a Startup Map a Pathway

to Recurring Revenue?

Mr. Aulet begins his book with the state-
ment, “The single necessary and sufficient
condition for a business is a paying cus-
tomer. The day someone pays you money
for your product or service, you have a
business, and not a day before.”* While the
first steps of his book are focused on ensur-
ing a startup has a thorough understanding
of the customer, Mr. Aulet then fleshes out
how a company will sell its product, build
its business model, and make basic projec-
tions on profitability.*

In applying these steps, it seems that
there are major challenges for a company to
map out how it can get from product devel-
opment to making its first sale to the Army.
Specifically, the Force Development process
requires significant internal-government
coordination and multiple approvals before
the Army can purchase and field new capa-
bilities to Soldiers.*

As a brief aside, it should be noted that,
under Mr. Aulet’s framework, research and
development (R&D) awards and expenses
aren’t considered part of a company’s
long-term financial projections.” Unless
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a company’s business model is conducting
R&D for the Army, the revenue streams in-
cluded in the Lifetime Value of an acquired
customer should come from a sale, such as
a production award, purchase agreement,
or some other licensing or maintenance

process and field nonstandard capabilities to
units for ongoing or imminent missions,*
and it may allow for quick, sole-source
awards.* Joining with a prime-contractor
to license or integrate technology may be

a lucrative partnership for a startup that

The bottom line is that finding a path to sell technology to

the Army is not as easy as getting buy-in from an influential

two-star general or winning a competitive R§D award

arrangement.*® This distinction is import-
ant because there are a lot of flashy R&D
opportunities in the DoD right now—such
as prize, pitch, or challenge competitions, as
well as Small Business Innovation Research
awards and prototyping projects using
Other Transaction Agreements (OTA).
However, the difference between an R&D
award on a promising technology and that
company generating recurring revenue is
not so subtly referred to as the Valley of
Death.* While an R&D funding opportu-
nity may provide a longer runway through
non-dilutive capital, transitioning tech-
nology into the Army requires more than
production language in an OTA.

Purchasing and issuing new technology
to an Army unit may require going through
the Force Development Process—a process
that the company has no control over and
requires inter-agency coordination and,
potentially, Congressional involvement.*

A disruptive technology would need to be
approved through the capability develop-
ment process and its effect would have to be
assessed with respect to the way the Army
operates, as well as the way it is structured
and manned.*' Once those hurdles are
cleared, a company may still have to com-
pete for and win the production award;*
and, depending on the company’s intellec-
tual property strategy, it might find more
competition than expected if it conveyed
Government purpose rights during the
R&D effort.

There may be other avenues for a
company to get their product into the hands
of a Soldier, however. For instance, a vali-
dated operational needs statement is a way
to short-circuit the capability development

doesn’t have the cash-flow to weather

the technology maturation process or
production capabilities.*” There may be
agency-wide or interagency multiple-award
contracts they could be awarded, either
directly or as a subcontractor, that would
provide a company with an avenue into the
Army or greater-DoD market.* The special
operations community, which has its own
procurement authority,”” may also be a
good sandbox for companies to receive user
feedback and iterate on its solution before
scaling into the big Army.

The bottom line is that finding a path
to sell technology to the Army is not as
easy as getting buy-in from an influential
two-star general or winning a competitive
R&D award. Because of the complexities of
the Army decision-making unit, the Army
might be preventing a company from being
able to map out that process in a way that
allows them to identify and mitigate risk.

Conclusion
My purpose in reading Disciplined Entre-
preneurship was an attempt to understand
the thought process of working with the
Army from the perspective of a startup.
In reading the book, I saw that there were
challenges that extended beyond Govern-
ment contracting and Army requirements
documents. How the Army makes decisions
on what to field and how its funds are par-
titioned and controlled impose significant
obstacles for a company trying to under-
stand and break into the Army market.
With the creation of the Cross-Func-
tional Teams and AAL, Army Futures
Command is addressing many of these
difficulties—such as consolidating the



requirements development process and
increasing the frequency and quality of
interactions between industry and Army
end users, also called Soldier touch-points.
But the Army is a big organization inside of
another big organization. Also, Army Fu-
tures Command only has control over the
Army’s funding designated for lower-level
technology maturation,* and has to rely
on an external Army organization for its
contracting support.*

I'm certainly not the first person to
recognize that there are challenges doing
business with the Army; but—to me—the
book underscored that, just as the Army
uses a deliberate planning process,® busi-
nesses make decisions based on detailed
analysis to maximize long-term value
capture. If the Army wants high-quality
solvers to focus their business and product
development on the Army, it must ensure
that companies have the ability to make
informed decisions. Just as Porter told
me from the beginning, for Army mod-
ernization to attract innovative solvers,
companies must be able to demonstrate to
their investors and business partners that
there is the potential for long-term value
and growth in the Army market. TAL

MA]J Castlen is a business and general law
attorney at U.S. Army Futures Command in
Austin, Texas.
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Reporting Misconduct

(Credit: istockphoto.com/bernie_photo)

Azimuth Check

By Colonel William R. Martin

The Judge Advocate General (TJAG)
expects the daily actions of every
member of the Judge Advocate Legal
Services (JALS) to reflect an unwav-
ering commitment to the highest
standards of ethical conduct, founded on
the premise that service to our nation is not
only an honor, but a responsibility. This
commitment requires steadfast integrity
and absolute compliance with established
professional conduct standards. The Judge
Advocate General has established certain
reporting requirements for misconduct so
that he can evaluate, manage, and inquire
into the delivery of legal services by the
Judge Advocate General’s (JAG) Corps.
These requirements, discussed below, are
separate and apart from those found in
Army Regulation (AR) 27-26, Rule 8.3, and

the corresponding rules in the various states
and territories.!

When and How to
Report Misconduct

Scenario 1

You are Captain (CPT) John Smith cur-
rently serving as a trial counsel. When you
were home on leave last week, 500 miles
from your duty station, you were arrested
and charged with driving while intoxicated
(DW1). You intend to fight the charge. You
did not tell the arresting officer that you are
in the Army, so you believe the likelihood
is low that the Army will learn about your
arrest unless you are convicted. At physical
training this morning you told your buddy,
another judge advocate (JA) named CPT
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Jane Jones, about your arrest and charge.
You also said you were not going to tell
your JA supervisor about it unless you were
convicted. You are aware that AR 600-20,
Army Command Policy, paragraph 4-23,
requires you to report to your commander,
in writing, any conviction for violating a
criminal law.? Captain Jones tells you that
she is not sure your position is right. She
remembers hearing that JAs have to report
to their legal technical chain supervisors

if they have been charged with a criminal
offense (other than misdemeanor traffic
offenses), not just if they have been con-
victed. You have never heard that, so you
challenge her to show you the authority for
that requirement. Rather than tell you to do
your own research since your career is at
stake, not hers, she starts with the AR that
covers just about everything related to the
administration, requirements, and responsi-
bilities of the JALS: AR 27-1, Judge Advocate
Legal Services.?

Resolution to Scenario 1
Captain Jones’s research lands on paragraph
11-10, which states:

Any lawyer in JALS who has been
charged with a criminal offense (other
than misdemeanor traffic offenses) in
any state, territory, commonwealth,
or possession of the United States

or in any federal court of the United
States or the District of Columbia
shall immediately inform, through
appropriate technical channels, the
Chief, Professional Responsibility
Branch (PRB), of the charge. The
lawyer shall thereafter promptly
inform the Chief, PRB, of the disposi-
tion of the matter.*

Captain Jones is an excellent lawyer
and researcher who takes her responsibility
to be competent and diligent seriously, so
she stays informed not just about laws and
regulations but also TJAG’s policies. She
remembers seeing more about this issue,
so she turns to JAGCNet, a fountain of
information. She quickly finds the same
reporting requirement in TJAG Policy
Memorandum 17-01, Professional Respon-
sibility.® As your friend and not as your
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lawyer, CPT Jones shows you your report-
ing requirements.

You are now embarrassed about
both your failure to know your reporting
requirements and your attitude about it.
You and CPT Jones have a professional,
candid talk about why these reporting
requirements reflect the Army Values and
protect you, your clients, and the integrity
of the JALS. Armed with this information,
you report your arrest to your supervisors.
Informed about your situation, your super-
visory lawyers can now assess any personal
conflict that may exist and, if necessary,
make reassignment decisions to protect
your clients, discuss substance abuse treat-
ment options with you, and afford you the
opportunity to demonstrate your character
as you deal with your DWI charge.

Scenario 2

You are Colonel (COL) Williams, an
installation staff judge advocate. At the
office summer picnic this afternoon, you
overheard a conversation between three
E-4 paralegals. They seemed to be arguing
about whether their section noncommis-
sioned officer (NCO) in charge paralegal,
Sergeant First Class (SFC) Gray, is bul-
lying Private First Class (PFC) Brown, a
new paralegal who arrived three days ago.
Sergeant First Class Gray is yelling and
screaming at PFC Brown in front of others,
including in public office spaces, and order-
ing him to perform dozens of pushups for
no apparent reason. But it was hard to hear
everything they said, so you are not sure
what you heard. What do you do? Should
you ask the three paralegals? It is possi-

ble that your command paralegal NCO,
Sergeant Major (SGM) Johnson, is aware
of the matter and hasn’t brought it to your
attention just yet? You decide to ask SGM
Johnson. It turns out what you think you
overheard is news to him. You know it is
your responsibility to look into this matter,
and you decide that it would be best to try
to confirm your suspicions, so you tell SGM
Johnson to speak with the three paralegals.
He comes back with not-so-good news:
some people think SFC Gray is yelling and
screaming at PFC Brown, while others view
it as a loudly raised voice. Sergeant First
Class Gray’s interactions with PFC Brown
concern both his duty performance as a
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paralegal and his duty performance as a Sol-
dier. Most agree that PFC Brown is locked
in the push-up position several times a day.
Everyone in the section and others in other
sections are aware of it, but SGM Johnson
is not ready to label it as toxic leadership or
bullying until he can get more facts.

Resolution to Scenario 2

You and SGM Johnson discuss it. Because
toxic leadership and bullying behavior is
not unique to a law office, and some of SFC
Gray’s interactions with PFC Brown con-
cern his performance as a Soldier, should
you ask the commander to conduct an AR
15-6 investigation into SFC Gray’s behav-
ior? Perhaps, but SFC Gray is a supervisor
in the JALS, as defined in AR 27-1, para-
graph 12-2b; and, according to AR 27-1,
Chapter 12 (Mismanagement Inquiries),
TJAG has jurisdiction to inquire into mis-
management in a law office.® Regardless,
now that you have some facts, you know
that you have an immediate requirement to
inform the Regimental Command Sergeant
Major (RCSM) because pursuant to TJAG
Policy Memorandum 17-01, all allegations
of misconduct or impropriety against any
member of the JALS—whether criminal,
professional responsibility, mismanage-
ment, or any other type—will be reported
through appropriate technical channels

to the Chief, PRB, for JAs and Civilian

lawyers; to the Chief Warrant Officer of the

Corps for legal administrators; and to the
RCSM for paralegal Soldiers.” You inform
the RCSM, and you both discuss the inves-
tigation options. You bring the PRB into
the discussion, and there is a unanimous
decision that it would be best to start with
a command investigation into the allega-
tions of toxic leadership and bullying. But,
SFC Gray's technical supervision of PFC
Brown'’s performance as a paralegal will be
carved out for your review under AR 27-1,
Chapter 12.8 Once the command investi-
gation is complete, you will receive a copy,
determine whether a separate Chapter 12
inquiry is still warranted and, if so, fold
those findings into that inquiry.

Conclusion

As the reader can see, each scenario must be

handled on a case-by-case basis. The take-
away is that each member of the JALS has

reporting requirements when allegations
of misconduct or impropriety are involved,
whether as a self-report or a supervisor’s

report. TAL

COL (Retired) Martin was the former Chief of
the Professional Responsibility Branch at the
Office of The Judge Advocate General, in the
Pentagon, Washington, D.C.
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2.U.S Der'T oF ARMY, REG. 600-20, ARMY COMMAND
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3.U.S DEP'T OF ARMY, REG. 27-1, JUDGE ADVOCATE
LEGAL SERVICES (24 Jan. 2017) [hereinafter AR 27-1].

4. Id. para. 11-10.

5. Policy Memorandum 17-01, The Judge Advocate
Gen., U.S. Army, subject: Professional Responsibility
(1 Dec. 2017) [hereinafter TJAG Policy 17-01].

6. AR 27-1, supra note 3, para. 12-2b.
7. TJAG Policy 17-01, supra note 5.
8. AR 27-1, supra note 3.
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Lore of the Corps

War Crimes in Sicily

Sergeant West, Captain Compton, and the Murder of
Prisoners of War in 1943

By Fred L. Borch III
Q: Do you know anything about some prisoners shot on July 14, near the Biscari Airfield?
A:(Captain Compton): Yes, sir.

Q: What order did you give concerning the shooting of these prisoners?
A (Captain Compton): I told my [lieutenant (Lt.)] to take care of it.

Q: What did you tell him?
A (Captain Compton): I told the Lt. to tell the [sergeant (Sgt)] to execute the prisoners.!
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General George S. Patton (Courtesy U.S. Army
Signal Corps)

On 14 July 1943, about 1300, near the
Biscari airport in Sicily, Captain (CPT)
John T. Compton, a company commander
serving in the 180th Infantry Regiment,
45th Infantry Division, ordered his men to
execute thirty-six prisoners of war (POWs).
Only three hours earlier, Sergeant (SGT)
Horace T. West, also serving in the 180th,
committed a similar war crime when he
murdered thirty-seven Italian and German
POWSs by shooting them with a Thompson
submachine gun. This is the story of those
two events, the courts-martial of West and
Compton for murder, and the very different
outcomes of those trials.

Operation Husky, the Allied invasion
of Sicily, kicked off on 10 July 1943, when
British and Canadian forces landed on the
southeastern corner of the island. The fol-
lowing day, Soldiers belonging to Lieutenant
General (LTG) George S. Patton’s Seventh
Army and LTG Omar N. Bradley’s I Corps
waded ashore, some miles to the west, at
Licata and Gela, respectively. Driving north-
ward, the Americans, British, and Canadians
ran into ten Italian and two German panzer
divisions but, after fierce fighting, had seized
the southern quarter of Sicily on 15 July.?

While this was good news for the
invaders, the murder of German and Italian
POW:s the previous day cast a dark cloud
over the sunny skies of Sicily. No one
doubted that the killings had occurred or
that they had happened during “a sharp
struggle for control of the airfield north
of Biscari.” Rather, the question was why
it had occurred, who was responsible, and
what should be done.

The facts were that, on 14 July 1943,
troopers serving in the 180th Infantry
Regiment overcame enemy resistance and,
by about 1000, had gathered together a
group forty-eight prisoners. Forty-five
were Italian and three were German. Major
Roger Denman, the Executive Officer in
the 1st Battalion, 180th Infantry, ordered a
noncommissioned officer (NCO), thir-
ty-three year old SGT Horace T. West, to
take the POWs “to the rear, off the road,
where they would not be conspicuous, and
hold them for questioning.™
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After SGT West, several other U.S.
Soldiers assisting him, and the forty-eight
POWSs had marched a mile, West halted
the group. He then directed that “eight or
nine” POWs be separated from the larger
group and that these men be taken to the
regimental intelligence officer (S-2) for
interrogation.

As the official investigation conducted
by Lieutenant Colonel (LTC) William O.
Perry, the division inspector general (IG),
revealed, West then took the remaining
POWs “off the road, lined them up, and
borrowed a Thompson Sub-Machine Gun”
from the company first sergeant (1SG).
When that NCO asked West what he
intended to do, “SGT West replied that he
was going to kill the ‘sons of bitches.” After
telling the Soldiers guarding the POWs to
“turn around if you don’t want to see it,”
SGT West then singlehandedly murdered
the disarmed men by shooting them. The
bodies of the dead were discovered about
thirty minutes later by the division chap-
lain, LTC William E. King. King later told
the division IG that every dead POW had
been “without shoes or shirts.” This was
expected, because it was common practice
to remove a captured soldier’s shoes and
shirt to discourage escape. But King also
told the IG that each POW “had been shot
through the heart,” which was unexpected
but indicated that they had been killed at
close range. Investigators subsequently
learned that, after emptying his submachine
gun into the POWs, West had “stopped to
reload, then walked among the men in their
pooling blood and fired a single round into
the hearts of those still moving.”

Three hours later, twenty-five year old
CPT John T. Compton, then in command
of Company A, 180th Infantry, was with
his unit in the vicinity of the same Biscari
airfield. After the Americans encountered
“sniping...from fox holes and dugouts
occupied by the enemy,” a Soldier managed
to capture thirty-six enemy soldiers. When
CPT Compton learned of the surrender, he
“immediately had a detail selected” from his
company to execute the POWs. According
to LTC Perry, who investigated both shoot-
ings, Compton gave the following answers
to Perry’s questions:
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Q. How did you select the men to do
the firing?

A. T wished to get it done fast and
very thoroughly, so I told them to
get automatic weapons, the BAR
[Browning Automatic Rifle] and
Tommy Gun.

Q. How did you get the men? Did you
ask for volunteers?

A. No, sir. I told the [SGT] to get the
men.

Q. Do you remember exactly what
you told him?
A.Idon’t remember exactly.

Q. What formation did you get them
in before they were shot?
A. Single file on the edge of a ridge.

Q. Were they facing the weapons or
the other side?

A. They were in single file, in a col-
umn, rifle fire from the right.

Q. Were the prisoners facing the
weapons or the other side?

A. They were facing right angle of
fire.

Q. What formation did you have the
firing squad (sic)?

A. Lined 6 foot away, about 2 yards
apart, on a line.

Q. Did you give any kind of a firing
order?
A. 1 gave a firing order.

Q. What was your firing order?

A. Men, I am going to give ready fire
and you will commence firing on the
order of fire.

Since Compton had lined his firing
squad up so that the POW's presented a
target in enfilade, there was little doubt that
he intended to kill the POWs.

The following day, after knowledge
of Compton’s execution of the enemy
travelled up the chain of command, LTG
Bradley personally questioned the junior
officer about his actions. As CPT Compton
told Bradley, he “had been raised fair and
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square as anybody else and I don’t believe
in shooting down a man who has put up a
fair fight.” But, said Compton, these enemy
soldiers “had used pretty low sniping tactics
against my men and I didn’t consider them
as prisoners.” Perhaps most importantly,
CPT Compton added the following to his
official statement:

During the Camberwell operation

in North Africa, [LTG] George S.
Patton, in a speech to assembled offi-
cers, stated that in the case where the
enemy was shooting to kill our troops
and then that we came close enough
on him to get him, decided to quit
fighting, he must die. Those men had
been shooting at us to kill and had
not marched up to us to surrender.
They had been surprised and routed,
putting them, in my belief, in the
category of the General’s statement.®

‘What was to be done about these two
massacres at Biscari? According to Carlo
D’Este’s Bitter Victory: The Battle for Sicily
1943, General Bradley “was horrified” when
he learned what West and Compton had
done, and “promptly reported them to
Patton,” his superior commander. Patton
not only “cavalierly dismissed the matter
as ‘probably an exaggeration,” but told
Bradley “to tell the officer responsible for
the shootings to certify that the dead men
were snipers or had attempted to escape or
something, as it would make a stink in the
press, so nothing can be done about it.”

But Bradley was a man of principle, and
refused to follow Patton’s suggestion.'” On
the contrary, Bradley directed that West and
Compton be tried for murder. As a result,
Major General (MG) Troy H. Middleton,
the 45th Infantry Division commander,
convened a general court-martial to try SGT
West for “willfully, deliberately, feloniously,
unlawfully” killing “thirty-seven prisoners of
war, none of whose names are known, each
of them a human being, by shooting them
and each of them with a Thompson Sub-
Machine gun.”"! As for CPT Compton, he
also faced a general court-martial convened
by Middleton. The charge was the same,
except that Compton was alleged to have
killed “with premeditation...thirty-six pris-
oners of war...by ordering them and each of
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them shot with Browning Automatic Rifles
and Thompson Sub-Machine Guns.”"?

Sergeant West was the first to be tried.
His court-martial began on 2 September
1943 and concluded the next day. West
pleaded not guilty, and his counsel (none
of whom were lawyers) portrayed him as
“fatigued and under extreme emotional
distress” at the time of the killings. This
“temporary insanity defense,” in fact, had
been suggested by the division IG, who
found that “in light of the combat expe-
rience of the sergeant and the unsettled
mental condition that he was probably
suffering from, a very good question arises
as to his sanity at the time of the commis-
sion of the acts.”® West also testified that he
had seen the enemy murder two American
Soldiers who had been taken prisoners, an
experience which filled him with rage and
made him want “to kill and watch them
[the enemy] die, see their blood run.”"*

The problem with this defense was that

the killings had not occurred in the heat of
battle, or near in time to the alleged murder
of the two Americans, but rather long after
the fighting had ceased and SGT West

was escorting the POW:s to the rear for
interrogation.

Sergeant West also advanced a second
rationale for what he had done at Biscari:
he had been following the orders of General
Patton who, insisted West, had announced
prior to the invasion of Sicily that prisoners
should be taken only under limited circum-
stances. Colonel Forest E. Cookson, the
180th Infantry’s regimental commander,
testified for the defense and confirmed
that Patton had proclaimed he wanted the
45th Infantry Division to be a “division of
killers,” and that if the enemy continued to
resist after U.S. troops had come within two
hundred yards of their defensive positions,
then the surrender of these enemy soldiers
need not be accepted.”® While Cookson tes-
tified further that he had repeated Patton’s
words “verbatem” (sic) to the Soldiers of
his regiment, West’s problem with claim-
ing a defense based on following Patton’s
order was that the POWs he had killed had
already surrendered and were in custody.
Consequently, while West raised Patton’s
order in his trial, he did not really offer it as
a defense.

The panel members clearly gave more
weight to the testimony of 1SG Haskell
Y. Brown, who testified that West had
“borrowed” his Thompson “plus one clip
of thirty rounds” and then had killed the
Italians and Germans in cold blood.!* The
panel did not believe West was temporarily
insane, and found him guilty of premed-
itated murder under Article 92 of the
Articles of War.

In an unusual twist, however, the panel
of seven officers sentenced West to “life
imprisonment” only. They did not adjudge
forfeitures or a dishonorable discharge.
Perhaps this was because SGT West's
good military character. West had served
almost continuously with Company A,
180th Infantry Regiment since his induc-
tion in September 1940, was “exceptionally
dependable,” and had “fought bravely and
courageously since the invasion of Sicily.””
But a life sentence nevertheless sent the
message that such a war crime would not
be condoned, and the convening author-
ity directed that West be confined in the
“Eastern Branch, United States Disciplinary
Barracks, Beekman, New York.”

The general court-martial of CPT
Compton was a very different affair. While
it was true that a number of Soldiers had
carried out the executions, only Compton
was being tried for murder. This was
almost certainly because Field Manual (FM)
27-10, Rules of Land Warfare, which had
been published in October 1940—more
than a year before the United States entered
World War [I—provided that a Soldier
charged with committing a war crime had
a valid defense if he was acting pursuant
to a superior’s orders. In discussing the
“Penalties for Violations of the Laws of
War,” paragraph 347 stated, in part:

Offenses by armed forces. The princi-
pal offenses of this class are: Making
use of poisoned and otherwise
forbidden arms and ammunition;
killing of the wounded; ...ill-treatment
of prisoners of war. Individuals of the
armed forces will not be punished for
these offenses in case they are committed
under orders or sanction of their govern-
ment or commanders. The commanders
ordering the commission of such
acts, or under whose authority they
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are committed by their troops, may
be punished by the belligerent into
whose hands they may fall.”

This language meant that the Soldiers
who had been ordered by Compton to
shoot the POW's had a complete defense
to murder. But Compton’s defense was
that he, too, had been acting pursuant
to orders—orders from General Patton.
Compton claimed that he remembered,
almost word for word, a speech given by
Patton in North Africa to the officers of
the 45th Infantry Division. According to
Compton, Patton had said:

When we land against the enemy,
don’t forget to hit him and hit him
hard. We will bring the fight home
to him. We will show him no mercy.
He has killed thousands of your
comrades, and he must die. If you
company officers in leading your men
against the enemy find him shooting
at you and, when you get within two
hundred yards of him and he wishes
to surrender, oh no! That bastard
will die! You will kill him. Stick him
between the third and fourth ribs.
You will tell your men that. They
must have the killer instinct. Tell
them to stick him. He can do no good
then. Stick them in the liver. We will
get the name of killers and killers

are immortal. When word reaches
him that he is being faced by a killer
battalion, a killer outfit, he will fight
less. Particularly, we must build up
that name as killers and you will get
that down to your troops in time for
the invasion.?

A Soldier in Compton’s company tes-
tified that he was “told that General Patton
said that if they don’t surrender until you
get up close to them, then look for their
third and fourth ribs and stick it in there.
Fuck them, no prisoners!”*" An officer
testified that Patton had said that the “more
prisoners we took, the more we'd have to
feed, and not to fool with prisoners.”

Compton did not waver in insisting
that he had been following orders. The
POWSs he had ordered shot had resisted
at close quarters and had forfeited their
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right to surrender. Additionally, Compton
claimed that the executed men had been
snipers (and that some were dressed in
civilian clothes) and that this was yet
another reason that they deserved to be
shot—because sniping is dishonorable and
treacherous. As Compton put it: “I ordered
them shot because I thought it came directly
under the General’s instructions. Right or
wrong a three star general’s advice, who has
had combat experience, is good enough for
me and I took him at his word.”

On 23 October 1943, after the prosecu-
tion declined to make a closing argument in
Compton’s trial, the court closed to delib-
erate. When the members returned, the
president of the panel announced that the
court had found CPT Compton not guilty of
the charge of murder and its specification.

When LTC William R. Cook, the 45th
Infantry’s Staff Judge Advocate, reviewed
the West and Compton records of trial in
November 1943, he immediately recognized
that he had two problems. The first was
that, when charged with very similar war

illegal.”* But, focusing on this last phrase,
Cook wrote that he believed that an order
to execute POW's was illegal. As he wrote
in the “Staff Judge Advocate’s Review” of

Compton’s trial:

My own opinion on the matter is...
the execution of unarmed individuals
without the sanction of some tribunal
is so foreign to the American sense

of justice, that an order of that nature
would be illegal on its face, and being
illegal on its face could not be com-
plied with under a claim of good faith.
However, that opinion is my personal
interpretation of the law, and being
without adequate means of research,

I am not prepared to state that it is an
opinion founded on good authority.”

Lieutenant Colonel Cook did not ad-
dress the language contained in paragraph
347 of FM 27-10, discussed above, which
provided yet another legal basis for the
panel to have acquitted CPT Compton.

and continued to serve as a Soldier until the end of the war,

when he was honorably discharged

crimes, an NCO had been convicted while
an officer had been acquitted and, since that
NCO had been sentenced to life imprison-
ment, this might be perceived as unfair.
But perhaps more troubling was that
Compton had been acquitted because he
claimed that his execution of POWs had
been sanctioned by General Patton’s orders.
Cook did not want to criticize the court
members directly, and he acknowledged
that Patton’s speech to the 45th’s officers
provided both a moral and a legal basis
for the panel’s conclusion that Compton
had acted pursuant to superior orders.
Lieutenant Colonel Cook also conceded
that the 1928 Manual for Courts-Martial
provided that the “general rule is that the
acts of a subordinate officer or soldier,
done in good faith...in compliance with...
superior orders, are justifiable, unless such
acts are...such that a man of ordinary sense
and understanding would know to be
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As James ]. Weingartner shows in his
study of the West and Compton trials, the
“Biscari cases made the U.S. Army and the
‘War Department acutely uncomfortable.
Both feared the impact on U.S. public opin-
ion and the possibility of enemy reprisals
should details of the incidents become
common knowledge.”® To keep what had
happened from public view, both records of
trial were classified “Secret” and the media
was kept in the dark about the two episodes.

Captain Compton, who had been re-
assigned to another unit after his acquittal,
was killed in combat on 8 November 1943.
Like it or not, his death solved the problem
of keeping his case confidential.

Not so with West. He was alive and,
instead of being returned to the United
States, where his presence in a federal
penitentiary would likely bring unwanted
publicity to him and his crime, West was
shipped to a confinement facility in North

Africa. Keeping West under Army con-
trol no doubt made it less likely that the
Germans and Italians would learn of the
Biscari killings.

In any event, after reviewing West’s
record of trial, Eisenhower decided to
“give the man a chance” after he had served
enough of his life sentence to demonstrate
that he could be returned to duty.”” After
West’s brother wrote to both the Army
and to his local member of Congress asking
about the case—raising the possibility again
that the public would learn about what had
happened at Biscari—the Army moved to
resolve the worrisome matter.

In February 1944, the War
Department’s Bureau of Public Relations
recommended that West be given some
clemency, but “that no publicity be given
to this case because to do so would give
aid and comfort to the enemy and would
arouse a segment of our own citizens who
are so distant from combat that they do not
understand the savagery that is war.”® Six
months later, on 23 November 1944, LTG
Joseph McNarney, the deputy commander
of Allied Forces Headquarters, then located
in Caserta, Italy, signed an order remitting
the unexecuted portion of West’s sentence.
Private West was restored to active duty
and continued to serve as a Soldier until
the end of the war, when he was honorably
discharged.

But secrecy remained paramount in the
West and Compton cases. A 1950 memoran-
dum for MG Ernest M. “Mike” Brannon,
The Judge Advocate General of the Army,
advised that all copies of the records of trial
were under lock and key in the Pentagon;
the records apparently were not declassified
until the late 1950s.%

Three final points about the
courts-martial of SGT West and CPT
Compton. First, the War Department
Inspector General’s Office launched an
investigation into the Biscari killings,
and General Patton was questioned about
the speech that Compton and others had
insisted was an order to kill POWs. Patton
told the investigator that his comments
had been misinterpreted and that nothing
he had said “by the wildest stretch of the
imagination” could have been considered to
have been an order to murder POWs. The
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investigation ultimately cleared Patton of
any wrong-doing.

Second, on 15 November 1944, slightly
more than five months after Allied land-
ings in Normandy, and more than a year
after the West and Compton trials, the War
Department published Change 1 to FM 27-
10. That change added this new paragraph:

Liability of offending individual—
Individuals and organization who
violate the accepted laws and customs
of war may be punished therefor.
However, the fact that the acts com-
plained of were done pursuant to order of
a superior or government sanction may
be taken into consideration in determin-
ing culpability, either by way of defense
or in mitigation of punishment. The
person giving such orders may also be
punished.®

Would the result in the Compton trial
have been different if Change 1 had been in
effect in October 1943?*

Finally, in Hitler’s Last General, two
British historians argued that if the legal
principles used to convict SS-troops for the
massacre of American POWs at Malmedy
had been applied to the Biscari killings, then
Patton** would have been sentenced to life
imprisonment and Bradley to ten years. As
for Colonel Cookson, who had commanded
the 180th Infantry Regiment, he would
have been sentenced to death.’® Whether
one agrees with this assessment or not, it
is arguable that, in light of the principle of
command responsibility for war crimes,
some culpability may well have attached to
senior American commanders in Sicily.

Remembering that military criminal
law and the law of armed conflict today are
much different than they were in World
War II, what are the lessons to be learned
from the events at Biscari? One might con-
clude that an officer serving in 1943 could
expect different treatment at a court-martial
from an enlisted Soldier being prosecuted
for a similar offense. Another lesson might
be that culpability for war crimes very
much depends on who wins the war (so-
called “victor’s justice”). But perhaps the
most important lesson is that command-
ers must be careful when giving a speech
designed to instill aggressiveness and a

“warrior” spirit in their subordinates. Word
choice does matter, and Soldiers do listen to
what commanders say to them. TAL

Mr. Borch is the Regimental Historian,
Archivist, and Professor of Legal History at
The Judge Advocate General’s Legal Center and
School in Charlottesville, Virginia.

This article is a reprint of Mr. Borch’s article
featured in the March 2013 issue of the Army
Lawyer.
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Special
Contribution

War Criminal Paroled

Horace T. West and the Final Chapter of the Biscari Massacre

By Thomas Harper Kelly

In February 1945, United Press
International (UPI) war correspondent
Robert Vermillion visited the positions of
the 100th Infantry Division in Alsace—near
Bitché, France. His intent was to interview
a sniper—from Wagoner, Oklahoma, in L
Company, 399th Infantry Regiment—who
was credited with killing more than 130
German troops. That Soldier, Sergeant
Horace Theodore West, was a thirty-five-
year-old Oklahoma native with thinning
gray hair and skin “tanned the color of

smoked ham.” During the interview, West
told Vermillion (the UPI reporter) that his
beloved Springfield rifle, equipped with a
telescopic sight, was named after his wife
Mabel.! In his story, West described the
prayer he shared with Mabel and his two
children before he shipped out: he asked
God to “take care of all the boys on the
battlefields.”” On the subject of killing, West
meekly posited, “[a] man shouldn’t be too
proud of killing another man.” But, he
added, “the Germans started it.™
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SGT Horace West (Courtesy Thomas Kelly)

What Vermillion did not know, and
could not have known, was that the seem-
ingly pious West had only recently returned
to combat after being imprisoned for over a
year. His crime? He murdered thirty-seven
Italian and German prisoners of war
(POWs) in an incident now known as The
Biscari Massacre.

New scholarship® shows that a
convicted war criminal sentenced to life,
paroled, and returned to combat, contin-
ued to kill; and, in the process, he became
a minor celebrity in his new unit.® This
new chapter of the Biscari Massacre reveals
innominate dimensions of the case and
unknown applications of military justice
during World War IL

The Biscari Massacre
Sergeant West was a cook in A Company,
180th Infantry Regiment, 45th Infantry
Division when it landed near Gela, Sicily, as
part of Operation Husky.” On 14 July 1943,
several days after the initial landings, West’s
company was engaged near the airport at
Biscari. The battalion’s executive officer,
Major Roger Denman, ordered West and
several other American Soldiers to escort
forty-eight German and Italian POW's to
the rear for questioning. After marching
the POW's a mile, West halted the group
and selected eight or nine to report to the
regimental intelligence officer. He then bor-
rowed a Thompson sub-machine gun from
his company’s first sergeant, and told him
he was going to kill the “sons of bitches.”™
He instructed his comrades to “turn around
if you don’t want to see it.”” West murdered
the disarmed POWs at close range, then
reloaded and began firing single shots into
the hearts of the POWs still moving.'°

The bodies of the executed POW's
were quickly discovered and brought to
the attention of II Corps Commander,
Lieutenant General Omar Bradley.!' The
same day, West’s company commander,
Captain John T. Compton, had also
been involved in the killing of thirty-six
POW's near Biscari. Both incidents deeply
troubled Bradley, who reported them to
Seventh Army Commander Lieutenant
General George S. Patton." Patton initially
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dismissed the accounts and told Bradley
that the incidents would “make a stink in
the press.”" Patton told Bradley to advise
the officer responsible for the shooting to
say either that the dead men were snip-
ers, or they were shot during an escape
attempt; regardless, nothing could be done
about it. However, Bradley ignored Patton

was paroled and restored to active duty at
the rank of Private.?> West’s court-martial
records were kept under lock and key at the
Pentagon until the 1950s.2

Previous scholarship traced West’s
service to his parole and subsequent hon-
orable discharge, but it skipped an entire
chapter of his story. Following his release,

When West arrived at the front and learned
The Kid had been picked off by a sniper, he

lamented it “went plumb against my liver”

and pressed for charges to be brought
against both Compton and West. Patton
belatedly agreed.'

West was tried first.”” He was found
guilty of the murder of thirty-seven POW's
and sentenced to life.'® Captain Compton,
whose trial took place after West, was acquit-
ted of the charges against him.”” Compton
was then reassigned and, on 8 November
1943—roughly four months after the inci-
dents around Biscari, was killed in action.!®

James J. Weingartner, the historian who
first examined the incidents, argued that
the Biscari Massacre “made the U.S. Army
and the War Department acutely uncom-
fortable. Both feared the impact on U.S.
public opinion and the possibility of reprisals
should the details of the incidents become
common knowledge.”"® With Compton
dead, the chance that his involvement would
be revealed was removed. West, however,
sat in an Army prison in North Africa.

His brother sought information from the
War Department on details of his brother’s
confinement. Eventually the matter was
brought to the attention of General Dwight
D. Eisenhower, and he recommended that
West be given another chance.”

In February 1944, the War
Department recommended that West be
granted clemency, but that no publicity be
given to his case because “to do so would
give aid and comfort to the enemy, and
would arouse a segment of our own citizens
who are so distant from combat that they
would not understand the savagery that is
war.”?! On 23 November 1944, after serving
fourteen months of his life sentence, West
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West was far from inconspicuous. After his
parole, the Army did not assign West to a
rear echelon unit.” Instead, he progressed
through the Army Ground Forces replace-
ment system, joined an infantry division
fighting in France, and unexpectedly found
himself appearing in his unit’s newspaper,
the Army’s newspaper—titled The Stars and
Stripes—and newspapers across America.”

Squaring Things for “The Kid”

On 24 January 1945, Private West—along
with twenty-nine other replacement
Soldiers—was assigned to the depleted L
Company, 399th Infantry Regiment, 100th
Infantry Division.? Official records, post-
war memoirs, and histories of the company
give no indication that anyone there knew
about his involvement with the Biscari
Massacre, or his imprisonment; this is
hardly surprising given the secrecy sur-
rounding both events. Nonetheless, West
quickly made a name for himself in his new
unit as a sniper.

According to West, his sniping ex-
ploits were motivated by a desire to avenge
the death of “The Kid"—a young Soldier
he had met in a replacement depot on the
way to the front and who was assigned to
L Company the day before West arrived.?”
As the story goes, West took The Kid
under his wing, shared what he learned
from his earlier combat experiences, and
“warned him not to move aroun’ too
much” on the frontlines, “particularly
when you figure there might be a sniper
around”® Unfortunately, The Kid became
the victim of a German sniper almost

immediately.”” When West arrived at the
front and learned The Kid had been picked
off by a sniper, he lamented it “went
plumb against my liver.”* West said that
“the guys in the outfit were burned up...I
went to the [commanding officer] and told
him I could get that sniper if he’d give me
a chance. [He] said ‘Fine, go git him!™!
West said he went “lookin’ for the bugger,”
and his vengeance was swift:

First thing I did was to find the hole
where the kid was. I asked a lot of
questions, naturally, like: “where

he was sitting when he got it?”...
There was no wind that day, so after
figurin’ the trajectory of the bullet, I
picked a spot where the lousy sniper
had to be when he fired at the kid.
There was a fork in the tree about
five feet above the ground which
made a swell spot for his gun. I
thought I saw movement there and
put my telescopic sight on it. Sure
enough, there was his head and part
of his shoulder. I drew a bead with
old “Mabel” and let go. The Kraut’s
head snapped up and I saw him tum-
ble over backward.*

In the following days, West claimed to
have killed two more German soldiers as
they attempted to sneak up a trail opposite
his company’s positions.*

On 15 February 1945, West’s com-
pany moved to new positions near an
observation post overlooking Reyersviller,
France—dubbed “The Panama Canal.”*
Assigned to screen the work of Soldiers
expanding the Canal, West allegedly
spotted six Germans and directed 60mm
mortar fire that killed them all.*® He then
claimed to have eliminated an additional
five Germans with his sniper rifle.** On
another day, West was credited with the
dispatch of fourteen German soldiers and
a possible wounding or killing of six more
while sniping and acting as a forward ob-
server for his company’s mortars.”’

West’s reputation grew apace with
his body count. He received a promotion
directly from private to sergeant within
three weeks of joining L Company, and
was featured on the front page of the
100th Infantry Division newspaper, the
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Century Sentinel.*® In an article titled
“Sniper Picks Off 17 Krauts to Square
Things for ‘Kid,” his battalion com-
mander—Lieutenant Colonel Bernard

V. Lentz—praised West as “a better shot
than any Nazi sniper we've ever encoun-
tered....I'd say he personally has pushed
their line back at least 150 yards.”™ It was
shortly after that article’s publication that
Vermillion, the UPI reporter, interviewed
West. The resulting story, “They Started
it, Says Oklahoma Sniper with 130 Nazis
to Credit,” began appearing in newspapers
across the country.* A report of West’s ex-
ploits also appeared in the London edition
of The Stars and Stripes.*!

“150 Germans and a Legend”

A fascinating element of West’s story is
how many of the sources refer to his earlier
service with the 45th Infantry Division and
his combat experiences in Sicily, but fail to
adequately explain why West left the 45th
Infantry Division and why he was assigned
to the 100th Infantry Division almost eigh-
teen months later.

The first mention of West’s earlier ser-
vice appears in the Century Sentinel, which
merely states that West had “been through
the mill” with A Company, 180th Infantry
Regiment, 45th Infantry Division.*> The
399th Infantry’s regimental history offers
what is, at best, an oversimplification:
“West had fought in Sicily with the 45th.
He wanted to fight in Germany, so African
authorities gave him a Springfield sniper
rifle and shipped him off to the [European
Theater of Operations].”*

The UPI story describes how West
had “been shooting Germans, running,
sitting, and standing since his old division,
the 45th, landed in Sicily [on] July 10,
1943,” but missed combat in Italy because
“he was assigned to the 100th division as a
rifle company headquarters handyman.”*
But, the 100th Infantry Division had not
even arrived in the European Theater of
Operations until 20 October 1944; and,
West’s assignment to the division did not
occur until late January 1945.4

The UPI story is also the origin of
West’s unsubstantiated claims that he killed
over one hundred German soldiers.* West
was quoted as saying “I reckon I must have
killed around 120 [Germans] in Sicily....

But that was close fighting. The killing
in Sicily didn’t take skill as much as fire
power and, most of the time, [ was using
a tommy gun.” This was a particularly
shocking statement from a Soldier previ-
ously convicted by general court-martial of
murdering thirty-seven unarmed POW's
with a submachine gun.*®

West’s claims are disturbing and
dubious. His boast of killing 120 Germans
in Sicily is particularly suspicious given
his assignment as a cook in the company
headquarters, and not as a member of a
rifle squad.* The 399th Infantry Regiment

“All the Good Men I Served With™*
On 1 April 1945, West was evacuated to

a rear hospital due to an illness—possibly
hepatitis—which prevented his return to
his company before the end of the war in
Europe.” Despite the 448 days he spent in
confinement, he had enough “points” under
the Army’s discharge system to be returned
to the United States in October 1945, and
was honorably discharged in January of

the following year.*® There is no indication
that he received any official reprimand, or
otherwise ran afoul of the military justice
system, after his parole in November 1944.5

West's story after his parole is not one of redemption

history contains a photograph of West with

the caption, “Legend says West killed 150
Germans. The legend is fact,” repeating
West’s likely embellishment and giving

it additional authority.® Furthermore,
according to Roy Sees—who served with
West in L Company, 399th Infantry—there
were no witnesses to many of his “kills”:

He was kind of a loner, as far as the
company concerned....He would get
up in the morning early and start out
with that rifle he had and we would
probably see him then later again in
the evening. He would stay overnight
and then get up in the morning and
go sniper [sic] some more....He'd
come out in the morning and he’d
get ready to go with his rifle on his
shoulder ...and say, “Well, I'm going
to go out and kill some more Krauts”
and that’s the last you'd see of him
during the day.”!

With regard to the claim that West
was responsible for the deaths of 150
German soldiers, Sees was not convinced.
“It don’t sound right to me, but he was a
braggart,” Sees said.*> “He was always brag-
ging about killing Germans, whether he
killed any or not was kind of a joke around
the company because there was no way of
proving whether he shot anybody, because
there was nobody there but him....He was
by himself, alone.”?
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While it is unclear whether West—a
pre-war member of the 45th Infantry
Division—maintained any connection to that
unit, he was a paying member of the 100th
Infantry Division veterans’ association as
late as 1985; he wrote in its newsletter that
he would not be able to make the division’s
annual reunion, but that he “would like to be
there and meet all the good men [he] served
with.”8 Horace Theodore West died in
Mayer, Arizona on 24 September 1994.%°

The Legacy of the Biscari Massacre
This new research® adds a new dimension
to the narrative of the Biscari Massacre
and how its legacy must be interpreted. It
may be argued that one of its perpetrators,
Captain Compton, received his due when
he was killed in action shortly after his trial.
Despite its verdict, West’s case is not sim-
ple. He survived the war, escaped serious
punishment, and wrought havoc upon the
enemy after his early release. It appears
that West’s desire to kill never waned, but
was reformed and made acceptable in the
mores of conventional warfare. And, in the
process, West was elevated from murderer
to cause célébre.

West’s story after his parole is not one
of redemption. It is a continuation of the
same narrative of violence that began in
Biscari. It may only serve as an example of
the imperfect application of military justice
in the American Army during World War
II; however, it also illustrates, in the words
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of War Department officials, the “savagery
that is war.”' TAL

Mr. Kelly is an intellectual property attorney in
Philadelphia, Pennsylvania.
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Practice Notes

Notable Revisions of Army

Regulation 600-20

By Major Michael J. Wood & Major Joshua S. Mikkelsen

To improve is to change; to be perfect is to change often.'

After almost three years of staffing, on
24 July 2020, the U.S. Army updated the
previous version of Army Regulation
(AR) 600-20,2 dated 6 November 2014.

While incorporating fourteen Department
of Defense (DoD) Instructions and
Directives and sixteen Army Directives,
the new AR 600-20 addresses cyber and
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The 82d Airborne Division changes command at Fort
Bragg, NC. (U.S. Army photo by SGT Juan F. Jimenez)

social media misconduct, clarifies harass-
ment issues, discusses political activities,
and merges multiple policies connected to
commanders’ responsibilities (e.g., family
care plans, medical readiness, lactation
support, religious accommodation, trans-
gender Soldiers, sexual orientation, etc.).
According to the four-page Summary of
Changes, there are sixty-six substantive
changes to the 224-page regulation. This
article distills the most notable amendments
that commanders at various grades and
judge advocates might find insightful.

Brief Physical Exercise Can

Be Corrective Training

The Army understands extra or correc-

tive training is one of the most effective
non-punitive measures. To this end, “brief
physical exercises are an acceptable form of
corrective training for minor acts of indisci-
pline (for example, requiring the Soldier to
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do push-ups for arriving late to formation),
so long as it does not violate the Army’s
policies prohibiting hazing, bullying, and
unlawful punishment.” As the regulation
notes, this corrective training “may be taken
after normal duty hours.™

Notice of Military Protective Orders
Commanders now have an obligation to
notify the Director of Emergency Services/
Provost Marshal Office (DES/PMO) of
military protective orders (MPO) involv-
ing their Soldiers.® This notice alerts DES/
PMO to notify other military and civilian
law enforcement officials of the MPO.
Commanders must record each MPO using
DD Form 2873.

Online Activity Associated

with Extremist Organizations

and Criminal Gangs

The Army now has a clearer policy re-
garding “extremist organizations, criminal
gangs, and associated cyber activity and
social media.”® As a matter of accountability,
“Army personnel are responsible for con-
tent they publish on all personal and public
internet domains to include social media
sites, blogs, and other websites.” Prohibited
engagements not only include actual phys-
ical participation, but also include cyber
participation such as promoting, recruiting,
training, and fundraising through social
media. Additionally, the regulation pro-
hibits simple “browsing or visiting internet
Web sites or engaging in cyber activities
when on duty...that promote or advocate
violence directed against the [United States
or the] DoD, or that promote international
terrorism or terrorist themes.” This section
empowers commanders to prohibit Soldiers
from ostensibly engaging in cyber-related
activities with or on behalf of extremist
organizations and criminal gangs. However,
at least textually, commanders have much
broader power.

Commanders have the authority to
prohibit military personnel from engaging
in or participating in any cyber or social
media activities that the commander deter-
mines will adversely affect good order and
discipline or morale within the command.
This includes, but is not limited to: the
authority to order the removal of images,
symbols, flags, language, or other displays
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from social media and internet domains; or
to order Soldiers not to participate in cyber
and social media activities that are contrary
to good order and discipline or morale of
the unit or pose a threat to health, safety,
and operational security of military person-
nel or a military installation.’

Online Misconduct

Listed under the umbrella of harassment,
online misconduct is now on the list

of punishable offenses under the Army
Harassment Prevention and Response
Program. Specifically, hazing, bullying, and
online misconduct may be punished because
they “undermine trust, violate our ethic,
and negatively impact command climate
and readiness.”"® Online misconduct has its
own separate sub-paragraph and is defined
as “the use of electronic communication to
inflict harm.”" The regulation’s examples of
“electronic communication” and “harm” are
quite broad. “Examples of online miscon-
duct include, but are not limited to: hazing,
bullying, harassment, discriminatory
harassment, stalking, retaliation, or any
other types of misconduct that undermines
dignity and respect.”?

Lautenberg Amendment

Although Soldiers have an affirmative,
continuing obligation to inform com-
manders of a conviction of a misdemeanor
crime of domestic violence, “company

and battery-level commanders will [now]
ensure that Soldiers in-processing their
unit are notified” of the requirements in
the Domestic Violence Amendment to the
Gun Control Act of 1968, also known as the
Lautenberg Amendment." The regula-
tion sets out four distinct provisions of
the Lautenberg Amendment that Soldiers
must be notified of when in-processing.
Additionally, “a copy [of this section of the
regulation] will be displayed outside the
unit arms rooms and all facilities in which
government firearms or ammunition are
stored, issued, disposed, or transported.”*

Law of War

The regulation has a new section entitled
“command responsibility under the law of
war.”® Under this section,

Commanders are legally responsi-

ble for war crimes they personally
commit, order committed, or know
or should have known about and take
no action to prevent, stop, or punish.
In order to prevent law of war vio-
lations, commanders are required to
take all feasible measures within their
power to prevent or repress breaches
of the law of war from being commit-
ted by subordinates or other persons
subject to their control.'®

Accommodation of

Religious Practices

This regulation incorporated Army
Directive 2016-34, Processing Religious
Accommodation Requests Requiring a Waiver
to Army Uniform or Grooming Policy,

and Army Directive 2018-19, Approval,
Disapproval, and Elevation of Requests for
Religious Accommodation.” Now command-
ers and their staff can easily reference this
regulation rather than multiple, old, super-
seding directives.

Political Activities

The regulation clarifies the Army policy on
political activities in accordance with DoD
Directive 1344.10." “Soldiers are expected
to carry out their obligations as citizens.
However, while on active duty, Soldiers are
prohibited in certain cases from engaging
in certain political activities.””” The plain
text of the regulation and its appendix®
provide helpful guidelines and examples of
both permissible and prohibited political
activities.

MEO and SHARP Program

The Military Equal Opportunity (MEO)
policy and program saw revisions as well.?!
For instance, sexual harassment no longer
falls under the MEO program. In addi-
tion, the complaint processing system for
MEO and Harassment (hazing, bullying, or
discriminatory harassment) now seeks to
be clearer and faster. As an example, there
are now three types of complaints: anony-
mous, informal, and formal. The regulation
further provides that “when practical, an
informal complaint should be resolved
within [sixty] calendar days”;** whereas the
old regulation exempted informal com-
plaints from a timed suspense. Finally, the
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Sexual Harassment/Assault Response and
Prevention (SHARP) program now incor-
porates DoD policy on the Sexual Assault
Response Program—including DoD Sexual
Assault Advocate Certification Program
requirements, Sexual Assault Incident
Response Oversight Report requirements,
and Commander’s Critical Information
Requirements.?

Retaliation

The new AR 600-20 incorporates Army
Directive 2014-20, Prohibition of Retaliation
Against Soldiers for Reporting a Criminal
Offense. The regulation continues to make
violations consisting of reprisal and mal-
treatment punitive;** however, retaliation
consisting of ostracism is not punitive.
Army Directive 2014-20 defined ostracism
as the exclusion from social acceptance,
privilege, or friendship of a victim or other
member of the Armed Forces because they
reported—or individuals believed they
reported—a criminal offense with the intent
to discourage reporting or the administra-
tion of justice.”® Although ostracism is no
longer punitive under AR 600-20, com-
manders are still charged with preventing
ostracism,” and they must still report ostra-
cism to the SARB as a form of retaliation.

Notification/Updates to

Victims of Sexual Assault

The requirement for battalion command-
ers to update a victim within fourteen

days of reporting and to ensure updates
every month and within forty-five days

of disposition has changed. The language
now specifies that the Senior Commander
(SC) will ensure that the victim’s immedi-
ate commander provides monthly updates
within seventy-two hours of the SARB.
This is a non-delegable duty.” Additionally,
the SC—or someone under the SC’s com-
mand—will inform the victim of all case
dispositions, including those disposed of by
non-judicial punishment, within two busi-
ness days of the final disposition decision.

Sexual Contact Offense
Withholding Authority

Under the previous AR 600-20, paragraph
8-5(m)(5),% all sexual contact offenses were
withheld to the battalion command level.
This requirement no longer exists under

the new AR 600-20. However, the reader
should note that the withholding of pene-
trative sexual assaults to the O-6 /Special
Court-Martial Convening Authority level is
still in effect.

Conclusion

Informed by Churchill’s quote, because of
the plethora of changes, one may auto-
matically deem this regulation improved.
However, most of the sixty-six substantive
changes are not creations of new policy;
they are merely incorporations of various
standing policies into a more convenient
one-stop shop for commanders to refer-
ence. Although there is not much new
policy with the update of AR 600-20, it

is imperative that commanders and judge
advocates understand the subtle and
nuanced changes that did occur and, more
importantly, know where to reference these
requirements in the field. TAL

MAJ Wood is a student in the 69th Graduate
Course at The Judge Advocate General’s Legal
Center and School in Charlottesville, Virginia.

MAJ Mikkelsen is a professor in the Criminal
Law Department at The Judge Advocate
General’s Legal Center and School in
Charlottesville, Virginia.
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COVID-19

Response in the Indo-Pacific Theater

By Lieutenant Colonel Laura A. Grace & Major Sean P. Mahoney

Judge advocates (JAs) are frequently asked
to compile a comprehensive list of all of a
commander’s authorities—this is not an easy
task. Judge advocates know that authorities
are derived from a vast library of re-
sources—f{rom the Constitution, to laws and
statutes, all the way down to regulations,
directives, policies, and orders. For an Army
Service Component Command, authori-
ties can flow from either the Combatant
Commander (CCDR) or the Secretary of
the Army (SecArmy). Some affectionately
refer to the Combatant Command (CCMD)
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and Headquarters, Department of the Army
(HQDA) as mom and dad. In the same way
that parents can have different approaches
to enforcing rules for their child, the CCMD
and HQDA can have differing approaches
to implementing Department of Defense
(DoD) policies. As a legal advisor for a sub-
ordinate command, whose guidance should
the command follow?

This question became more than
academic over the past several months as
attorneys at United States Army Pacific
(USARPAC) responded to guidance relating

Staff Sgt. Virginia Inouye and Master Sgt. Brandon
Sarceda, 204th Airlift Squadron loadmasters,
deliver Hawaii Air National Guard Airmen and
Soldiers April 17, 2020, to Kahului Airport, Maui,
Hawaii. Guardsmen were airlifted from Oahu

on a C-17 Globemaster Ill to minimize the risk

of exposure of disease at airports. Hundreds of
guardsmen have been activated to assist the State
of Hawaii's response to COVID-19. (U.S. Air Force
photo by Senior Airman John Linzmeier)

to COVID-19 force health protection

and requests for Defense Support to Civil
Authorities (DSCA). The COVID-19 pan-
demic response operations highlighted the
difficulty in determining the applicability
of guidance from two higher headquarters
on an issue that impacts CCMD and Service
responsibilities. Both United States Indo-
Pacific Command (USINDOPACOM) and
HQDA published orders and guidance im-
plementing DoD policies—some of which
conflicted or were unclear as to applica-
tion outside the continental United States
(OCONUS), to include Hawaii, Alaska, and
the U.S. territories. Even when the orders
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from higher were unambiguous, to ensure
proper authorities were applied, JAs needed
to be knowledgeable about a broad array of
authorities for the multiple, simultaneous
missions related to COVID-19.

Many of the legal issues addressed
during COVID-19 were not new or par-
ticularly difficult. The challenge has been
identifying the correct authority for the
distinct mission when the various mis-
sions stem from the same threat—a global
pandemic. Judge advocates embedded in the
planning process recognized the poten-
tial conflicts and ensured that authority
and funding lines were not crossed. This
article discusses CCMD and HQDA lines
of authority while using the COVID-19
response as a case study in the way the au-
thorities can easily be blurred. This article
also focuses on authorities applied to DSCA
response while also addressing force health
protection and stop movement guidance.
The section Lines of Authority discusses
some of the conflicts between the lines of
authority and ambiguity contained in the
policies from HQDA. Next, the section
Multiple Simultaneous Missions highlights
some of the confusion that resulted from
executing several simultaneous missions
all stemming from the same threat. The
Conclusion reiterates the importance of
using precise language in policies and
understanding the authorities applicable to
a complex operation with various simulta-
neous missions.

Lines of Authority

Legislation known as the Goldwater-
Nichols Department of Defense
Reorganization Act of 1986 was a signif-
icant organizational change for the DoD;
it was intended, among other things, to
streamline the chain of command for
CCDRs.! The legislation gave opera-
tional authority to CCMD:s for assigned
forces, while individual Services remained
responsible for the administrative support
of those forces.? This created two distinct
lines of authority. The first flows from the
President, through the Secretary of Defense
(SecDef), to the CCDRs; the second flows
from the President, through SecDef, to the
Service Secretaries. Commanders of units
assigned to a CCMD derive authorities
from both lines—mom and dad.

United States Army Pacific Command
is the operational-level Army Service
component command assigned to
USINDOPACOM.? As such, USARPAC is
under the authority, direction, and control of
the CDR, USINDOPACOM on all matters
assigned to USINDOPACOM.* The CCDR
exercises Combatant Command (COCOM)
authority over assigned forces—authority
involving organizing and employing; assign-
ing tasks; designating objectives; and giving
authoritative direction over all aspects of
military operations, joint training, and
logistics necessary to accomplish assigned
missions.” When delegated, Combatant
command authorities—including operational
control authorities—are exercised through
Service component commanders.® While
the CCMD is responsible for operational
missions, for example DSCA, the Services
are responsible for the administration and
support of Service forces, including forces
assigned to a CCMD.” Service Secretaries
execute these authorities through adminis-
trative control (ADCON)—authority over
organizations with respect to administration
and support, including training, maintain-
ing, equipping, and deploying the forces.?
Because these are the SecArmy’s statutory
responsibilities, ADCON does not trans-
fer outside of the Army.’ United States
Army Pacific Command exercises ADCON
authority and responsibility on behalf of
SecArmy for USARPAC forces that have
been further assigned to USINDOPACOM. !
Accordingly, USARPAC derives its author-
ities from USINDOPACOM for operational
missions and from SecArmy for adminis-
trative support of Army forces. Mom and
dad each set the rules for issues under their
respective domains.

The threat caused by COVID-19
impacted all military activities and can-
not be classified as solely operational or
administrative. For example, the DoD stop
movement policies impacted travel for
DSCA missions and other operations as
well as travel for training at Army schools.
Consequently, USARPAC received direc-
tion from both lines of authority.

Combatant Command vs. Service Authorities
Almost seven months into the pandemic
response, USARPAC staff and subor-
dinate forces continue to struggle with
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understanding authorities and delegations.
This is problematic when the CCMD

and HQDA interpret or implement DoD
policies differently. This section focuses
on the authority to grant exceptions to the
DoD stop movement policies to illustrate
the issue.

In March 2020, DoD issued three
separate stop movement policies, which
were ultimately replaced by a 20 April 2020
memorandum applicable to all domestic and
international travel."" In each of the poli-
cies, there was explicit language identifying
exception authorities for the stop move-
ment policies: the CCDR could approve
exceptions for individuals assigned to the
CCMD and the Service Secretary could
approve exceptions for individuals under
his jurisdiction.'? In other words, follow the
parent with custody.

Under a delegation from the
USINDOPACOM Commander, the
Commanding General of USARPAC
initially withheld exception authority at
his level.” The SecArmy’s delegations, on
the other hand, varied based on the type
of travel—emergency leave, for exam-
ple.” Despite USARPAC’s withholding of
the exception to policy (ETP) authority,
USARPAC staff and subordinate units rou-
tinely followed the SecArmy delegations,
instead of adhering to the less permissive
USARPAC authorities. There are at least
two reasons for the confusion. First, some
of the staff who normally took direction
from HQDA on ADCON issues (e.g.,
permanent change of station (PCS) moves)
continued to do so without understanding
that for the stop movement policies, SecDef
delegated authority through the CCMD
line of authority for units assigned to the
CCMD. This confusion was eventually mit-
igated through better staff communication
and collaboration. The second source of
confusion was that, at least initially, HQDA
delegations appeared to apply Army-wide,
including forces assigned to a CCMD.

Between 14 and 22 March 2020,
HQDA published seven documents regard-
ing COVID-19 stop movement policies that
appeared to evolve in their level of recog-
nition of the different lines of authority.
The first policy stated that SecArmy was
the ETP authority to the stop movement
policy, with no disclaimer for personnel
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assigned to a CCMD." The Secretary of the
Army’s subsequent delegation to the Under
Secretary of the Army (USA) and the Vice
Chief of Staff of the Army (VCSA) only
delegated authorities granted “to him”¢

but applied the memorandum “to all Army
military and civilian personnel and their
families assigned to DoD installations, facil-
ities, and surrounding areas in the United

site and held monthly virtual theater sync
meetings to create a shared understanding
of the policies.”

Continental United States (CONUS)

vs. Domestic—W hat's in a Name?

In addition to confusion regarding lines of
authority, initial HQDA policies appeared
to conflate domestic with CONUS, causing

Judge advoeates began sitting side by side with the

personnel drafting the orders to ensure the correct

delegations were incorporated into the USARPAC orders

States and its territories.”"” The authority
to approve emergency leave, as well as the
return of Service members and Department
of the Army Civilians from temporary duty
or leave, was later delegated to the first
General Officer/Senior Executive Service
in the chain of command.'® This delegation
was emailed to commanders, regardless of
whether they were assigned to a CCMD.
The USARPAC staff drafting orders ini-
tially incorporated language from both lines
of authority, causing considerable confu-
sion. Judge advocates began sitting side by
side with the personnel drafting the orders
to ensure the correct delegations were in-
corporated into the USARPAC orders.

The HQDA publications eventu-
ally included explicit language regarding
applicability of the delegations. However,
there continues to be confusion regarding
COCOM and ADCON authorities and
why CCMD-assigned forces follow the
CCMD lines of authority for some ADCON
issues.'” The best way to mitigate confusion
in the future is through clearer language in
policies and better communication.

The Office of The Judge Advocate
General’s National Security Law Read
Book, which contained updates on the
most recent authorities and information
on potential forthcoming HQDA guidance,
helped JAs identify potential conflicts early.
The USARPAC Office of the Staff Judge
Advocate created its own daily summary,
which was shared with subordinate JAs.
The USARPAC National Security Law
Division also created a theater milBook

28

additional uncertainty. Operational control
authorities and other units assigned to
USARPAC are located in Hawaii, Alaska,
Washington State, Guam, Republic of
Korea, and Japan. Joint doctrine defines
CONUS as the “United States territory,
including the adjacent territorial waters,
located within North America between
Canada and Mexico.” This excludes
Alaska and Hawaii. A pay and allowances
statute defines CONUS as the forty-eight
contiguous states of the United States and
the District of Columbia, excluding Alaska
and Hawaii.”* The Financial Management
Regulations make a distinction between
OCONUS and Non-Foreign OCONUS,
defining Non-Foreign OCONUS as Alaska,
Hawaii, and U.S. territories and posses-
sions—which in the Indo-Pacific includes
Guam, the Commonwealth of the Northern
Mariana Islands (CNMI), and American
Samoa.” Therefore, units in Washington
State are CONUS, while the remaining
USARPAC units are OCONUS or Non-
Foreign OCONUS.

The Secretary of Defense’s first stop
movement order for domestic DoD travel
applied to all “DoD military and civilian
personnel and their families assigned
to DoD installations, facilities, and sur-
rounding areas in the United States and its
territories.””* However, some of the Army’s
guidance implementing the DoD policy
referred to CONUS instead of the United
States and its territories, thereby excluding
Alaska, Hawaii, and the U.S. territories. For
example, an All Army Activities message
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addressing PCS guidance included CONUS
to CONUS PCS moves and CONUS to
Foreign OCONUS locations.” Non-Foreign
OCONUS locations were not addressed.
Similarly, an HQDA execute order ad-
dressed several travel scenarios between the
Center for Disease Control, Travel Health
Notice Level 2 or 3 countries, and CONUS;
once again, this left a gap for Hawaii,
Alaska, and U.S. territories.?

In the global pandemic environment,
it is logical that different standards apply
to international and domestic locations, as
well as between CONUS and OCONUS.
However, many of the HQDA policies and
guidance omit the Non-Foreign OCONUS
locations. These policies were likely
intended to make a distinction between
domestic and foreign; however, the failure
to recognize that the Indo-Pacific area of
responsibility (AOR) includes Non-Foreign
OCONUS locations caused confusion and
guesswork on HQDA's intent. Much of the
confusion occurred in the beginning of pan-
demic operations when leaders were trying
to get information to the field quickly. This
confusion could be mitigated by using more
precise and consistent language. In addition
to interpreting orders from two higher
headquarters, JAs needed to understand
COVID-19 response missions—and appli-
cable laws—to ensure the proper authorities
and funding were being followed.

Multiple Simultaneous Missions
Since January 2020, all military commands
shifted efforts to responding to the COVID-
19 threat. In addition to force health
protection efforts, USINDOPACOM acti-
vated USARPAC as the Theater Joint Force
Land Component Command (TJFLCC)
and supported component command for
DSCA for the COVID-19 response. It was
also designated lead for foreign humanitar-
ian assistance (FHA) in specified countries.
With the exception of force health protec-
tion, personnel in this area of operations
understand the applicable authorities

and have significant experience with the
various missions—especially DSCA. The
United States Army Pacific Command

has served as the supported command for
several events—such as volcanic eruptions,
hurricanes, and super typhoons—in the
past two years. However, the DSCA events
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have been isolated to one geographic area
at a time. This is the first time forces are
executing DSCA missions throughout the
United States and its territories, planning
for FHA, and implementing force health
protection measures all at the same time.
The challenge is not in understanding the
authorities, it is in applying the correct
authorities to the specific mission.

USINDOPACOM, the Other DSCA Authority
Not many people are aware that
USINDOPACOM has a distinct DSCA
mission and territory from U.S. Northern
Command (USNORTHCOM).?” In fact, ini-
tially the Federal Emergency Management
Agency (FEMA)—the lead federal agency
for DSCA—appeared to forget. Due to

the nationwide effort to respond to the
COVID-19 threat, some requests for assis-
tance from states were scoped at a national
level. When this happened, FEMA issued
the request to USNORTHCOM for vali-
dation and approval—but failed to include
USINDOPACOM. Since USNORTHCOM
does not have the approval authority for the
USINDOPACOM AOR, USINDOPACOM
and USNORTHCOM had to develop an
internal DoD process for reviewing FEMA
requests that could impact both AORs
before being approved.

The DSCA mission in the
USINDOPACOM AOR is challenging
because of vast distances and diverse
locations. The AOR includes the State of
Hawaii and the U.S. territories of Guam,
American Samoa, and CNMI. United States
Army Pacific Command is located 2,405
miles from the applicable FEMA regional
headquarters, and is located between 2,566
and 3,864 miles from the DSCA locations
it supports. The Commonwealth of the
Northern Mariana Islands is comprised
of fourteen separate islands which have
varying levels of infrastructure and only
one hospital. American Samoa and CNMI
do not have National Guard units and can-
not easily receive assistance from another
State’s National Guard. The vast distances
make assistance from other states, territo-
ries, or commercial contractors infeasible.
In many cases, the DoD is not just the most
appropriate resourcing solution, it is the
only solution. Consequently, DSCA mis-
sions in the Indo-Pacific tend to be more

substantial than they might be in other
parts of the United States. This section
highlights a few of the issues JAs addressed
when conducting DSCA, FHA, and force
health protection missions simultaneously.

DSCA—Not Just the Stafford Act

The complex nature of the COVID-19
DSCA response revealed that most prac-
titioners focus on the Stafford Act®® as the
single source for DSCA authority and that
the Economy Act” is often overlooked.
The authority for DoD to provide DSCA
support to other federal agencies is de-
rived from the Economy Act, whereas the
Stafford Act gives authority to support state
and local authorities. While both authori-
ties provide a valid basis for DSCA support
under DoD Directive 3025.18, DSCA prac-
titioners are most familiar with the Stafford
Act’s authorities to aid local governments.
It was easy to forget that when another fed-
eral entity requests assistance, the authority
is found in the Economy Act.

During the initial stages of the pan-
demic, both local and federal authorities
engaged in planning and response efforts.
The Department of Health and Human
Services (DHHS) issued the earliest requests
for assistance to the DoD asking for assis-
tance in quarantining individuals returning
to the United States from China. Joint Base
Pearl Harbor-Hickam (JBPHH) was desig-
nated as a quarantine site for these travelers
while, at the same time, the state and local
authorities began to plan for state-directed
quarantine sites.

The TJFLCC planners initially rec-
ommended that the State of Hawaii make a
Stafford Act request to use the same facility
that DHHS was establishing at JBPHH for
travelers returning from China. The State
was informed that it would be required to
pay a share of the cost for establishing and
running the facility. Hawaii officials were
understandably confused as to why DoD
would suggest the State request use of a
federally-established quarantine site and
then require it to pay a portion for oper-
ation of the site. Judge advocates advised
that the DHHS requests were Economy
Act requests—which basically amount to
transfer of funds through the Treasury,
and that the State’s requests were Stafford
Act requests—which could come with cost
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sharing. If travelers were being quarantined
by the order of the Federal Government,
the State would not be responsible for any
of the costs; but, if the State wanted to use
the facility, it would be responsible for a
share of the costs. While this was the first
confusion, it was not the last when it came
to these two authorities.

DSCA vs. Force Health Protection—

USS Theodore Roosevelt

The Stafford and Economy Acts were again
confused when both civil authorities and
DoD officials prepared to respond to the
COVID-19 outbreak on a Navy aircraft
carrier. The USS Theodore Roosevelt docked
in Guam with a ship full of infected Sailors,
requiring a DoD response for both DSCA
and internal DoD support. At the same
time, FEMA requested DoD assistance in
standing up the reserve center in Guam to
provide shower, bath, laundry, and other
logistical support to forces providing DSCA
assistance in Guam; the DoD marshalled
resources to aid the Sailors of the USS
Theodore Roosevelt. The overlapping efforts
by some of the same personnel initially
caused confusion.

Judge advocates advised that direct
support to the USS Theodore Roosevelt Sailors
was a DoD internal effort and should be
requested through the Economy Act. Since
it was not a request from civil authorities,
the support could not be tasked as part of
a FEMA mission assignment or be funded
by FEMA disaster relief funds. However,
support to Guam for issues stemming from
the infected Sailors could be a valid mission
assignment. For example, requests from a
local government for medical support at
the local hospital overwhelmed by treating
infected Sailors could be funded by FEMA.

DSCA vs. Traditional Military

Air Transportation Authorities—

Strategic Air to American Samoa

When the Governor of American Samoa
closed the territory’s borders to incoming
passengers, commercial airlines cancelled
routes to American Samoa. This left resi-
dents stranded without regular commercial
transportation to get supplies and personnel
to the distant island. Civilian authorities in
American Samoa requested FEMA'’s assis-
tance in transporting medical personnel and
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lab testing supplies.*® The military aircraft
conducting the mission were not full, so
there were requests to fill the seats with
non-DSCA related passengers, including
DoD retirees in need of non-COVID-19-
related medical treatment, a non-DoD
affiliated bone marrow transplant donor,
and—in one case—a family that had been
stranded in Alaska and Hawaii several
months after the borders in American
Samoa were closed.

Reviewing requests for civilians to fly

on military aircraft is not a novel legal issue.

Department of Defense Instruction (DoDI)
4515.13 sets out eligibility requirements for
transporting civilians on military aircraft.*!
However, the DoDI does not address
applicability to DSCA missions where
another federal agency is funding the flight.
Additionally, SecDef restricted the ability
of certain categories of passengers to fly
Space Available during COVID-19, but he
exempted certain categories of individuals,
such as military retirees traveling for med-
ical treatment.*? This carve-out provided
the authority to transport retirees travelling
from American Samoa to Hawaii for med-
ical treatment. The authority to transport
the other passengers was more challenging.
There are two types of assistance
FEMA provides to State and local author-
ities: Direct Federal Assistance (DFA)
and Federal Operational Support. Federal
Operational Support is when one fed-
eral agency assists another to execute its
response and recovery missions.** Because
the support is internal to the federal gov-
ernment, there is no cost-share with the
State or local authorities. Direct Federal
Assistance, on the other hand, is when a
State or local authority makes a specific
request for a certain type of assistance.** If
FEMA supports the assistance, the State or
local authority typically shares the costs.
Judge advocates advised that, while
transporting a stranded family may not
appear to be a traditional DSCA emer-
gency mission, DFA provides FEMA with
the authority to request the transporta-
tion of people who might not otherwise
be authorized to travel on the military
aircraft as part of the DSCA mission—so
long as FEMA has non-DSCA authority to
transport the individuals.®® Judge advocates
looked beyond military transportation
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policies to find the applicable authorities

to transport the passengers. The Federal
Emergency Management Agency began
categorizing these non-traditional DSCA
passengers as DFA on the mission assign-
ment tasking orders to ensure the proper
cost sharing was applied. Equally as import-
ant, the stranded family was returned home.

DSCA vs. FHA
United States Army Pacific Command was
also designated the TJFLCC for FHA in
the Compact of Free Association (COFA)
States, which include Palau, Republic
of the Marshall Islands (RMI), and the
Federated States of Micronesia (FSM).
Designating one command to coordinate
DSCA and FHA provides for efficiencies
in training and experience; but, it can also
confuse authorities for operations that
look similar if it wasn’t for the sovereign
of the territory where the assistance is
being provided. The United States has a
unique relationship with the COFA states,
but they are still sovereign nations.

After World War II, the three
COFA states mentioned above and CNMI
were placed under the United Nation’s
Trusteeship System and declared the United
States to be the Administering Authority.*
Originally controlled by the U.S. Navy, in
1951 administration was transferred to the
U.S. Department of the Interior. The CNMI
became a U.S. territory while Palau, RMI,
and FSM became independent nations
known as the Freely Associated States.””

The lead federal agency for FHA to
the COFA states is the U.S. Agency for
International Development.*® However,
FEMA drafted a mission assignment to
move supplies from the Strategic National
Stockpile for the COVID-19 response
to Guam, CNMI, and the COFA states.
Judge advocates advised that FEMA lacked
authority for the proposed mission as-
signment and, therefore, would not have
the authority to reimburse DoD under the
Stafford Act for the assistance. Ultimately,
DHHS contracted directly with a carrier to
move the supplies to the COFA states.

This section highlighted a few of the
legal issues encountered while advising on
DSCA operations. Judge advocates identi-
fied potential issues early and helped ensure
proper authorities and funding were applied

to the distinct missions. Much of their
success can be attributed to recent DSCA
experience and training. The servicing JAs
had already built relationships and gained the
trust of the relevant leaders. Consequently,
they were included in planning with FEMA
and the state and territories from the begin-
ning of the current operations.”

Conclusion

Judge advocates are trained to spot legal
issues and, while the challenges brought on
by the COVID-19 pandemic might appear
novel, the fundamentals of mainly adminis-
trative and fiscal law and command authority
are not new. The challenge is two-fold: (1)
how do we correctly implement policies
from two higher headquarters, and (2) how
do we identify the correct authority for the
distinct missions when there are multiple
efforts to address the same threat? The
COVID-19 pandemic and associated DoD
response tested internal understanding of au-
thorities, as well as the ability to coordinate
planning and execution of multiple missions
under a web of authorities. Learning the
fundamentals of traditional man, train, and
equip authorities versus COCOM authori-
ties is essential for JAs to help commanders
navigate these missions. The COVID-19
response highlighted some challenges that
had not been fully realized before; but, these
lessons are already being codified in after
action reports for the next major disaster
response. The more that experiences are
shared, and the more lessons are learned
across the Corps, the better JAs will under-
stand authorities in the future. TAL

LTC Grace is the Chief, National Security Law
for US. Army Pacific at Fort Shafter, Hawaii.

MA] Mahoney is the Deputy, National Security
Law for US. Army Pacific at Fort Shafter,
Hawaii.
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diplomatic, economic, and military relations with the
United States.

38. In the absence of a Presidential Disaster
Declaration, the U.S. Agency for International
Development (USAID) supports the Republic of the
Marshall Islands (RMI) and the Federates States of
Micronesia (FSM) as they would any other country. If
there is a Presidential Disaster Declaration, USAID is
still the Lead Federal Agency, but FEMA is authorized
to pay for the support (USAID does the work, FEMA
pays the bill). This operational blueprint is contained
in the Federal Programs and Services Agreements for
the Compacts of Free Association. Palau does not have
a Federal Programs and Services Agreement like FSM
and RMI, so FEMA does not provide any Foreign
Humanitarian Assistance support to Palau. The United
States Agency for International Development could re-
quest that FEMA provide support to Palau, but USAID
would fund the support.
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31



@Eﬁljﬂl
sl

il

R

(Credit: Fominayaphoto — stock.adobe.com)

Serving on the NSC Staff

By Lieutenant Colonel Yevgeny S. Vindman

The National Security Council (NSC) is a
statutory body formed shortly after World
War II (WW1II) pursuant to the National
Security Act of 1947, as amended (the Act).!
The NSC staff supports the mission of the
NSC, the National Security Advisor (NSA),
and the President of the United States as
an “advise and assist” component of the
Executive Office of the President.? Situated
in the grand Eisenhower Executive Office
Building (EEOB) on the eighteen-acre
White House complex, the NSC staff takes
up the entire third floor of the building—
once considered the heart of the national
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security and foreign relations establish-
ment of the United States.” The NSC staff
is composed of senior political appointees
and elite career national security and for-
eign relations professionals. For nineteen
months, I had the distinct privilege to
observe and participate in the interagency
coordination and policy-making process
as a deputy legal advisor on the NSC staff.
In scores of meetings in the EEOB and the
West Wing, I observed leaders execute the
NSC'’s coordination function with inter-
agency counterparts on a broad range of
topics of geo-strategic importance. The

best leaders had several traits in common.
Whether on the NSC Staff, or at the unit
level, these traits are hallmarks of effective
staff coordination.

The NSC Staff Structure
The purpose of the NSC staff is two-fold—
(1) to provide confidential advice to the
President on matters of foreign relations
and national security and (2) to coordinate
policy development and implementation
across the executive branch.* The Act, as
amended, does not grant the NSC staff
any power to direct or task department
and agencies to execute these functions.®
The NSC staff achieves its objectives by
acting primarily through other powers.
These other powers or “soft powers” of the
NSC emanate from its proximity to the
President and the powers he vests in the
NSC staff through implementing guidance.
Pursuant to National Security Presidential
Memorandum-4 (NSPM-4), the NSC staff
is authorized to convene interagency coor-
dination meetings, set the meeting agenda,
and generate a summary of conclusions
about what was agreed to at the meeting.
Convening an interagency coordination
meeting with relevant senior executive
branch decision-makers on a specific topic
can be a difficult undertaking, which makes
NSC soft powers substantial. There are
three formal meetings convened pursuant
to NSPM-4.7

A Policy Coordination Committee
(PCC) is convened at the Assistant
Secretary level by an NSC Staff Senior
Director—typically political appointees;
the Deputies Committee (DC) is convened
by the Deputy National Security Advisor
(DNSA) with deputy department and
agency counterparts; and the Principals
Committee (PC) meeting is convened by
the NSA with counterpart cabinet-level
department and agency heads. In the
current administration, a formal NSC
meeting—chaired by the President with the
heads of departments and agencies—is an
infrequent occurrence. The Chairman of
the Joint Chiefs of Staff attends the PC and
the Vice Chairman of the Joint Chiefs of
Staff attends the DC. A recurring meeting,
not specified in NSPM-4, is the sub-PCC.
To advance the implementation of pol-
icy objectives, the sub-PCC and the PCC
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contribute the majority of the grunt work
and coordination. National Security Council
staff directors convene the sub-PCC at the
Deputy Assistant Secretary, or one-star,
level. Meetings of the sub-PCC or PCC on a
national security initiative often culminate
in a DC or PC. During these meetings, se-
nior participants are empowered to compel
their agencies to implement coordinated
and unified policies. Once agreement is se-
cured at a PC or DC meeting, departments
and agencies execute policy pursuant to
their statutory authorities.

The NSC staff is small and agile.
Pursuant to statute, the NSC staff is
restricted to no more than 200 policy
personnel.® This statute accounts for its
size. These policy personnel cover almost
every national security and foreign relations
matter of national interest. In addition, the
NSC staff is flat and—therefore—agile. To
reach the DNSA or NSA, an NSC direc-
tor reports to an intermediary, typically a
senior director.” Directors interact regularly
with the DNSA or NSA on matters falling
within the scope of their responsibilities.
Consequently, the size and agility of the
NSC staff allows actions to move swiftly
to the DNSA or NSA for decision by one
or more cabinet officials or the President.'
This permits the system to function in a
crisis response setting, as it did during the
attacks on the Saudi oil fields in September
2019. The system also functions well in
routine processes, even for Herculean en-
deavors—such as the 2018 coordination and
implementation of NSPM-13, also known
as the United States Cyber Operations
Policy." National Security Presidential
Memorandum-13 was monumental in that,
for the first time, it allowed the delegation
of certain authorities to the Department of
Defense (DoD) to conduct time-sensitive
military operations in cyberspace.'?

Over its history, the mission and
power of the NSC has waxed and waned.
When the soft power wielded by the
NSC staff wanes, policies implemented by
departments and agencies risk becoming
discordant. Without NSC staff coordi-
nation, each department and agency can
become absorbed in its own fiefdom, caus-
ing friction through competing missions
and resulting in an apparent lack of coher-
ence in the executive branch’s policies. The

Syria troop withdrawal and Afghanistan
troop strategy are two examples of such
friction in the current administration."
The NSC of the Johnson administration,
which resulted in poor decisions about the
Vietnam War, is a classic historical example
of a weak or discordant NSC."

Effective Coordination

The single largest personnel contributor
to the NSC staff during my tenure was

the DoD. Detailees included distinguished
senior uniform Service members and DoD
Civilians. Department of Defense uni-
formed Service members—typically senior

through NSC coordination mileposts.
Organization—including effective cor-
respondence management, meeting
preparation, and time management—is crit-
ical given that staff typically attend three- to
five-hour long meetings a day and manage
several hundred emails across multiple clas-
sified and unclassified networks. A script or
road map for a meeting is an effective tool
to keep participants on task.

Vision

Successful NSC staff have a vision of what
they intend the policy to be and what the
policy is to achieve. They have a passion for

This experience makes DoD personnel well-

equipped to operate on the NSC staff

lieutenant colonels, colonels, and several
general officer/flag officers—are assigned
as directors. These uniformed military
personnel, with decades of experience,
are seasoned in military arts and sciences
including: mission command, logistics,
planning, and coordination. This experi-
ence makes DoD personnel well-equipped
to operate on the NSC staff. Effective mil-
itary and non-military leaders on the NSC
staff exhibit the following traits.

Competence

In this case, competence refers to consum-
mate expertise in a field and a nuanced
mastery of all aspects of a particular topic.
Many of the staff have higher degrees—
PhDs, masters, and professional degrees
were abundant. Such deep knowledge
allows the staff to consider all facets of

a particular policy proposal or national
security problem and to be the undisputed
subject matter experts when dealing with
counterparts, whether at the White House
or in a department or agency.

Organization

The most successful operators are metic-
ulous planners, writers, and organizers.'
Short, but comprehensive writing is

a critical component of an organized,
planned process to move a policy concept
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their work and a plan to move policy from
formulation to implementation. Successful
staff are able to articulate their vision to
others in written and verbal communica-
tions in a rational, fact-based manner.

Energy

Energy, grit, and resolve are traits that cou-
ple a diligent work ethic with the fortitude
to navigate policy through a fraught inter-
agency coordination process. Stewarding
multiple departments and agencies with
varied, sometimes conflicting, interests
towards a coordinated national policy
requires significant energy.

Relationships

Comradery amongst NSC staff is a key
factor in how well they work together at
the director level. Relationships are based
on mutual respect and trust. These rela-
tionships are critical since a policy initiative
may have equities across multiple regional,
issue-focused, and functional director-
ates, as well as departments and agencies.
Stakeholders, both inside and outside

the NSC, can provide input and concur-
rence for a policy to proceed through the
interagency coordination process. Each
stakeholder represents their own depart-
ment and agency mission, perspective, and
power center. Ultimately, these factors
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must align in order to develop coherent
national policy. Successful staff know who
to go to and what coordination is necessary
to implement policy in the future. Building
relationships based on respect, diligence,
competence, and a shared vision are hall-
marks of a successful NSC staff.

are considered the President’s personal staff. They are
not agencies and are not subject to the Freedom of
Information Act. This status ensures that, generally,
advice to the President can be provided without threat
of disclosure to the public or Congress. It allows the
administration to develop effective policy in private
and provide the President time to digest the input
from his closest advisors; after careful deliberation, the
President can make a decision. The intent is to protect

Building relationships based on respect,

diligence, competence, and a shared vision
are hallmarks of a successful NSC staff

Conclusion

Successful NSC staff reach out to the
relevant stakeholders—on the staff and at
departments and agencies—prior to formal
meetings, discuss proposed policies, and
secure concurrence. Only then does a for-
mal meeting take place. This is particularly
impressive given the absence of statutory
authority the NSC exerts throughout the
coordination process. Due to their lead-
ership and management skills, depth of
expertise, experience in building relation-
ships, and coordinating actions, DoD staff
are well-suited to NSC staff work. These
traits displayed by effective NSC staff are
the same traits successful staff officers must
demonstrate to succeed in every military

unit. TAL

LTC Vindman is the Staff Judge Advocate

at the US. Army Combat Capabilities
Development Command in Aberdeen Proving
Ground, Maryland.
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HIV and Converging Policies

(Credit: istockphoto.com/bortonia)

By Major Nicholas D. Morjal

Like a busy intersection, it is difficult

to navigate the varied military policies
that govern medical accessions, standards
of medical fitness for continued service,
separation of non-deployable Service
members, and medically-based assignment
limitations. Soldiers diagnosed with the
human immunodeficiency virus (HIV) lay
at the busy intersection of these converging
areas of law and life. Commanders tasked
to maneuver these areas rely on legal and
medical professionals to provide grounded
advice so they may issue the right orders
and avoid collisions.
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Imagine that you are a brigade judge
advocate in a United States Army Forces
Command (FORSCOM) unit scheduled to
deploy in six months. Medical providers
just notified one of your commanders that
a Soldier in their unit—who is scheduled to
attend the Advanced Leader Course (ALC)
next month—tested positive for HIV. The
medical provider instructed the com-
mander to escort the Soldier to the military
treatment facility for in-person notification.
‘What happens next? What are the com-
mander’s counseling requirements? May the
Soldier still attend ALC? May he deploy?

Is he automatically subject to a medical

evaluation board (MEB)? Must he or can he
be administratively separated from service?
If he can be separated, should he be? If so,
how? Is he subject to the Department of
Defense’s (DoD) and Army’s recent non-de-
ployable Service member policies?

Rules governing HIV-infected Soldiers
are subject to much litigation and debate.
Judge advocates (JAs) dealing with these
cases should—and practically must—work
closely with the Office of The Judge
Advocate General (OTJAG), as well as the
U.S. Army Litigation Division (LITDIV),
and the Headquarters, Department of the
Army (HQDA), G1, Military Personnel
Management (DMPM). What follows is
a short discussion of the basic rules that
will allow JAs to engage in meaningful
discussions as they seek guidance through
these technical channels. This article also
provides the framework and resources to
tackle some of the basic questions posed by
commanders and staff.

Accessions, Probationary Officers,
and Initial Entry Enlistees.
Generally, the DoD medical accessions
policy allows applicants for military service
who do not meet physical and medical
standards to request a waiver.! Waiver
authorities, usually within the military
departments, make determinations based
on “all available information” regarding the
condition, as well as “the specific needs” of
the service.? Having a history of immuno-
deficiency—and in particular the presence
of HIV—is among the list of disqualifying
conditions.” The DoD medical accessions
policy does not explicitly prohibit medical
waivers for HIV.

The DoD has, however, published
stricter guidance in a separate HIV policy.*
Without exception, the DoD HIV policy
denies military eligibility to HIV-infected
applicants. ® It directs testing for all appli-
cants and current Service members® and
defines the standards for evaluating fitness
for continued service.” Similarly, the Army
has published two separate regulations gov-
erning medical accessions and HIV. Both
regulations explicitly prohibit accessions
and waivers for HIV-infected applicants.?

Pursuant to the Army’s HIV reg-
ulation, it will dis-enroll HIV-infected
applicants pending appointment in
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any officer procurement program, in-
cluding the Reserve Officers’ Training
Corps, direct commissioning, and Officer
Candidate School.’ Likewise, the United
States Military Academy will separate and
discharge HIV-infected cadets under its
own regulations.'® Finally, the Army will
separate HIV-infected probationary officers
and enlisted personnel identified within 180
days of their appointment or initial entry
onto active duty, for failure to meet medical
fitness standards.'!

Active Duty Personnel

Policies and Procedures

Moving past accessions and initial entry,
there are specific rules and limitations for
HIV-infected Soldiers who contracted the
virus while in service. According to the
Army’s HIV regulation, “[e]very effort

will be made to ensure that...HIV infected
personnel are treated no differently than
other Soldiers.”* While that remains true as
it relates to their medical treatment, fitness
for duty standards, and physical disabil-

ity processing, the impact of assignment
limitations and additional restrictions for
HIV-infected Soldiers makes equality more
difficult in everyday life.

Medical Fitness Standards, Command
Responsibility, and Additional Rules
Unlike applicants identified during the
accessions process, currently serving HIV-
infected Soldiers are subject to the same
medical fitness standards as other Soldiers.
Unless there is also “progressive clinical
illness or immunological deficiency,”*?
the Army cannot separate HIV-infected
Soldiers based solely on their infection. In
fact, although medical providers anno-
tate Soldiers’ HIV status in the Medical
Protection System (MEDPROS), their
individual physical, upper, lower, hearing,
eyes, psychiatric (PULHES) values remain
the same.! Providers are required to refer
HIV-infected Soldiers for appropriate
treatment and evaluate their fitness for
continued service in the same way they
would for anyone else with a “chronic or
progressive illnesses.”’®

The Army allows HIV-infected
Soldiers determined to be fit for duty to
continue serving and provides them with
appropriate medical care.'® However,
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medical providers must refer HIV-infected
Soldiers who show signs of immunological
deficiency or a progressive illness to an
MEB, regardless of the clinical stage of the
disease.”” Those with “rapidly progressive”
clinical illness or immunological deficiency
do not meet medical retention standards,
and medical providers must refer them for
physical disability processing.'® The Army
will then separate or retire those deter-
mined to be unfit for duty using the existing
procedures under that process."

That said, HIV-infected Soldiers are
treated differently in other ways, beginning
from their initial diagnoses. Following a
positive HIV result, the local HIV “program
coordinator” adds medical deployment
restrictions to their medical profile.” The
program coordinator then notifies the HIV-
infected Soldier’s immediate commander.*!
Under strict instruction not to inform the
Soldier of the test results, the commander
is required to accompany the Soldier to the
military treatment facility, then issue the
Soldier a written counseling.?

In it, commanders are required
to place verbatim regulatory language
imposing various orders and restrictions.
Commanders must order HIV-infected
Soldiers to advise all prospective sexual
partners of their infection prior to engag-
ing in any sexual activity; use condoms
when they engage in oral, vaginal, penile,
or anal sex with a partner; notify medical,
dental, and emergency health care workers
of their HIV infection; and comply with
all HIV medical management directed
by their infectious disease physician.?
Further, commanders must order them
not to donate blood, blood products,
sperm, semen, eggs, breast milk, or tissues,
and to report previous donations to the
HIV program coordinator.? Finally, the
commander must notify them that they
are “non-deployable” and may not go on
temporary duty (TDY) outside of the con-
tinental United States (OCONUS)—subject
to updated guidance discussed below.”

In turn, HIV-infected Soldiers are
required to acknowledge the command-
er’s orders and restrictions using similar
language in the “plan of action” section
of the counseling. * They must agree to
“cooperate fully” with their HIV program
coordinator and “confidentially reveal the

identity of all persons with whom [they]
have had sex or shared needles for the
period starting [three] months prior to
[their] last negative HIV test,” so that con-
tacts may receive counseling and testing
to break the chain of transmission.” In
addition to revealing their identities, HIV-
infected Soldiers must agree to inform
their contacts, including their spouse, of
their HIV infection and recommend that
those individuals seek medical consul-
tation.”® Finally, HIV-infected Soldiers
must agree that potential sexual partners
will not be under the influence of alcohol,
drugs, or prescription medication that
could alter their judgment during any HIV
disclosure discussion.?”

While tied to the mission, it is easy to
see how these restrictions make it hard for
commanders to treat HIV-infected Soldiers
“no differently than other Soldiers.”® To
be sure, the HIV program coordinator
verifies that spouses are informed*! and, as
discussed below, HIV-infected Soldiers may
be subject to discipline for failing to comply
with any of the commander’s written or-
ders.*? While this accounts for some of the
personal restrictions, HIV-infected Soldiers
also face professional restrictions.

Assignment Limitations

The Army’s HIV regulation restricts HIV-
infected Soldiers from deployments or
assignments overseas.* In fact, it prohib-
its them from performing official duties
overseas for any duration of time, and
those confirmed to be HIV-infected while
stationed overseas will have their foreign
service tour “curtailed,” to be “expedi-
tiously reassigned” to the United States.*
Within the United States, the Army will
not assign HIV-infected Soldiers to any
“table of organization and equipment” or
“modified table of organization and equip-
ment” (MTOE) units, which are designed
and structured for combat deployments.*®
Installation commanders may reassign
HIV-infected Soldiers already serving in
those units to a “table of distribution and
allowances” (TDA) unit, designed and
structured for a garrison mission, upon
completion of their “normal tour” (three
years from their report date).* However,
reassignment is limited to an authorized
position for the Soldier’s grade, primary or
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secondary military occupational specialty
(MOS), and other regulatory manage-
ment and assignment criteria.” If no local
assignment is available, commanders will
refer HIV-infected Soldiers to Human
Resources Command (HRC) for new
assignment instructions.*

In addition, the Army precludes
HIV-infected Soldiers from participating
in military-sponsored educational pro-
grams that result in an additional service
obligation.* This includes advanced
civilian schooling, professional residency,
fellowships, training with industry, and
“equivalent educational programs,” re-
gardless of whether civilian or military
organizations conduct the training.*’ For
Soldiers already assigned to such pro-
grams at the time of their HIV diagnoses,
the Army will dis-enroll them at the end
of their current academic term.* Those
Soldiers may, however, retain any financial
support they received through the end of
the term.* Likewise, the Army will not
recoup any money, and it will waive any
additional service obligation incurred due
to enrollment in the program.* Notably,
this does not include professional military
education (PME) schools that are re-
quired for career progression in a Soldier’s
MOS, branch, or functional area—such
as Noncommissioned Officer Education
System (NCOES) schools, Captains Career
Course, or intermediate level education.*

Last, the Army will not assign
HIV-infected Soldiers to any recruiting
command, cadet command, or military
entrance processing command. This is
especially true if their medical condition
requires frequent medical follow-up and
the projected duty station is geograph-
ically isolated from an Army medical
treatment facility capable of providing
it.* Apart from these specific restrictions,
commanders may not change an HIV-
infected Soldier’s assignment based solely
on their infection.* Nor may commanders
group all HIV-infected Soldiers within a
command into the same subordinate unit,
duty area, or living areas unless no other
units, positions, or accommodations are
available.” The majority of the above
are restrictions that the Army has placed
upon HIV-infected Soldiers and do not
come from United States Code or DoD

policy. Therefore, a Soldier may request an
exception to policy, such as serving in an
MTOE unit.”

Administrative Separation of
Enlisted Soldiers and Officers
Section 705(c) of the 1987 National
Defense Authorization Act has been in-
terpreted to prohibit discharging a service
member solely for having HIV.*’ Enlisted
HIV-infected Soldiers who otherwise meet
medical retention standards may still be
subject to both voluntary and involuntary
administrative separation for reasons other
than their diagnosis of HIV. For example,
HIV-infected Soldiers may voluntarily
submit requests for discharge under reg-
ulatory provisions governing unfulfilled
enlistment commitments,* or alterna-
tively, voluntarily under the Secretary of
the Army’s plenary authority.* In such
cases, the Army’s HIV regulation requires
a JA to counsel the Soldiers and, at a
minimum, provide them with information
regarding their post-discharge eligibility
for medical care.”> Commanders may also
use the regulatory provisions governing
the failure to meet procurement medical
fitness standards for Soldiers identi-
fied as HIV-infected within 180 days of
initial entry onto active duty.*® Further,
commanders may involuntarily separate
HIV-infected Soldiers for misconduct if
they violate any of the orders contained in
their preventative medicine counseling or,
like any other Soldier, for other miscon-
duct.** The commander also has the option
to use the secretarial plenary authority if
a Soldier is not complying with their coun-
seling, but the conduct does not constitute
misconduct.®

Similarly, HIV-infected officers may
voluntarily submit an unqualified resigna-
tion or request for release from active duty
(REFRAD).* This includes resignations
for probationary officers who test positive
for HIV but were infected prior to accept-
ing an appointment.” As with enlisted
Soldiers, a JA must counsel these officers.*®
With that said, commanders may also
involuntarily separate probationary officers
identified as HIV-infected within 180 days
of their appointment for substandard duty
performance.” Finally, commanders may
involuntarily separate HIV-infected officers
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for misconduct if they violate any of the
orders contained in their preventative med-
icine counseling.®®

Non-Deployable Service
Members Policy
Recent military retention policies add to
the complexity of issues surrounding HIV-
infected Soldiers.*' The DoD policy requires
military departments to make retention
determinations for Service members who
are non-deployable for more than twelve
consecutive months—or sooner under cer-
tain circumstances.®> Under the Army policy,
permanent, non-deployable Service members
are unqualified to hold any MOS, absent an
exception to policy.”® Notably, this includes
Service members with medical conditions
that permanently prevent their deploymen
Based on a reading of the Army’s
current HIV regulation, this appears to
include HIV-infected Soldiers. Specifically,
HRC places a formal “non-deployable flag”
in their record,®® the HIV program coordi-
nator adds a deployment restriction code
to their file in MEDPROS and changes the
“non-deployment module” to “YES,” and
the commander notifies them that they are
“non-deployable” in a written HIV coun-
seling.”” If true, this would render them
unqualified to hold any MOS, in direct
conflict with the Army’s HIV regulation.
Recognizing the inherent conflict
between these two policies, the Army has
published a memorandum with additional
guidance, which modifies the categorization
of those infected with HIV.® The memo
directs that HIV-infected Soldiers be charac-
terized as “deployable with limitations”—as
opposed to non-deployable—unless there
are other underlying legal, administrative,
or medical reasons that justify the latter.”
This exempts HIV-infected Soldiers from the
Army retention policy and its elimination re-
quirements. However, several questions still
remain: Will the Army update its HIV regu-
lation to match its recent retention guidance?
What about OCONUS duty assignments
and TDY? How will Combatant Command
policies™ and agreements with host na-
tions influence these decisions?”! How do
commanders, HRC, and medical providers
address the deployment issue in a Soldier’s
written counseling, flag, and MEDPROS in
the interim?

£.64
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Conclusion

Soldiers with HIV lay at the busy cross-
roads of converging military policies and
regulations. Active lawsuits and practical
considerations demand a careful, deliber-
ate approach to each of the many complex
issues involved. Current regulations task
unit commanders with some requirements,
and HRC with others. In all cases, JAs
should work through their technical chan-
nels at OTJAG and LITDIV for guidance.
Understanding the basic rules and policies
will enable JAs to engage in meaningful
conversations, protect the process, and
serve as trusted advisors to commanders
who must maneuver through this complex
area of the law. TAL

MA] Morjal is a litigation attorney in the
military personnel law division at the US. Army
Legal Service Agency at Fort Belvoir, Virginia.
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Administrative Actions with a
Counterintelligence Twist

By Major Timothy M. McCullough

When there is a military justice action—
whether court-martial, Article 15, or
reprimand—our Corps is well-versed in the
follow-on actions required. From post-trial
procedures to administrative separations,
judge advocates (JAs) can smoothly guide
our commands through the sometimes-in-
tricate processes to maintain good order
and discipline.

Despite these well-exercised muscle
movements, the process often grinds to a
halt when elements of counterintelligence
(CI) investigations and non-Army agency
equities become intertwined with the
well-rehearsed administrative processes.
While CI investigations are not as routine
as their Criminal Investigation Division
(CID) counterparts, JAs should understand
how to leverage these robust investigations
as well as the multi-agency input support-
ing them. This article will assist JAs in
coordinating within the interagency space
to deliver the right evidence to the right

actor in a usable format while leveraging
the capabilities of other agencies to address
the commander’s concerns.

Counterintelligence Investigations
Executive Order (EO) 12333 directs the
Secretary of Defense to “protect the security
of Department of Defense [(DoD)] instal-
lations, activities, information, property,
and employees by appropriate means,
including such investigations of applicants,
employees, contractors, and other persons
with similar associations with the [DoD]

as are necessary.”! This authority is further
delegated through Army channels to the
Commander of U.S. Army Intelligence

and Security Command (INSCOM); it is
formalized, in part, in Army Regulation
(AR) 381-12, Threat Awareness and Reporting
Program.> In AR 381-12, Tables 3-1 through
3-4 set forth a series of indicators that
Soldiers should report to 1-800-CALL-SPY
or a number of other resources described.’
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Through authorities from INSCOM—
and as described in AR 381-20, Army
Counterintelligence Program—CI agents
examine these tips and generate CI reports
that could serve as the basis for additional
investigation.* These investigations are
designed to: identify activities that may
constitute national security crimes; substan-
tiate or refute allegations or indications of
spying; protect Army personnel, installa-
tions, and property; and acquire evidence
to assist in the prosecution by competent
authorities.®

The collection of information about a
subject of an investigation is further limited
by the procedures outlined in DoD Manual
5240.01.° During a CI investigation, gener-
ally, non-public information about a U.S.
person’ can only be intentionally collected
without consent when the individual is
believed: to be engaged in intelligence ac-
tivities on behalf of a foreign power or their
agent; be engaged in international terrorist
activities; or be acting on behalf of an inter-
national terrorist.® Given the subject matter
and predicate for CI investigations, it is
common for the investigations to include
information, classified at various levels,
from a number of other agencies.

Using CI Evidence for Separation
With the robust quality of CI investiga-
tions, it is tempting to simply use the CI
investigation for a traditional administra-
tive action.” While the CI investigation may
resemble—or in some cases parallel—a CID
investigation, the CI investigation is intel-
ligence driven and governed by intelligence
oversight procedures;'® on the other hand,
the CID investigation is for an express law
enforcement purpose.'! This distinction
most commonly manifests as a JA’s inability
to use all the evidence in the CI file for the
separation process due to intelligence con-
siderations such as the incidental disclosure
of sources and methods."

In originally classifying a piece of
information, the agency head—whether
DoD, Army, or other agency—is making a
determination about the potential harm the
release of that information could have on
the national security of the United States.
These published classification guides'
extend to the derivative classification of
subsequent reports that restate, paraphrase,
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or incorporate the protected information."
Stated another way, the classification
protects the information—including
specific words—rather than the form the
information takes. Since intelligence from
non-Army agencies may carry additional
caveats or limitations on its distribution

or use, derivative classification can make it
difficult to include a summary of classified
material in a separation packet.'®

With the difficulty in sharing intelli-
gence with the target of that intelligence, it
is often necessary to find alternate methods
for separation. One available option is to
use the Cl investigation as a starting point
for a more traditional CID or adminis-
trative investigation.'® Although the CI
investigation provides a highly reliable
roadmap to misconduct, when considering
this path, the JA should work closely with
the CI agent to prevent the inadvertent
exposure of a source who contributed to the
initial CI investigation.

Alternatively, the command could base
the separation on information the subject
is legally entitled to. For example, when a
subject fills out their Standard Form 86,"
or conducts an interview with the Office
of Personnel Management, those files
are accessible by the individual through
the Privacy Act.”® Additionally, if there is
inconsistent data between these sources
and other available sources, such as Federal
Bureau of Investigation or U.S. Customs
and Immigration Service (USCIS) inter-
views, it is possible to justify separation
without referencing sensitive materials."

Finally, when a separation authority
is reviewing the separation action, con-
sider reading that commander into the CI
investigation. In presenting the CI investi-
gation in this manner, the purpose is to give
context to assist the command in choosing
from the range of options available under
the Uniform Code of Military Justice and
regulation, not as a reason for separation.

Sharing Evidence for Action

by Other Agencies

In addition to screening the evidence from
a Cl investigation for use in a separation,
other government agencies may use the in-
formation only as background rather than a
basis for action. For example, in separating
anon-U.S. citizen with identified CI risks,
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CI agents and their servicing JAs may need
to work with USCIS to fully neutralize the
threat through post-separation deportation.
As Cl investigations derive their author-
ity from a component of the intelligence
community, and in addition to the limita-
tions of dissemination above, Procedure 4
limits how U.S. person information may be
disseminated.”

In some cases, CI agents may uncover
evidence of non-national security crimes—
like threats against an investigator, theft,
or the unauthorized use of a government
information system.? In these situations,
with proper intelligence oversight, CI
agents can share this information with the
appropriate federal entity—generally CID.
Through CID’s existing relationships with
other law enforcement agencies—both
federal and local—CID can share evidence
of crimes with other interested agencies.

In a hypothetical situation, CI and CID
agents can compare interview notes on a
subject with interviewers from USCIS so
that all federal agencies are operating from
a common set of facts during the various
interviews of a subject. By including DoD
law enforcement in the investigation of CI
matters, where appropriate, investigators
and their servicing JAs can leverage the law
enforcement sharing agreements to address
both the unit’s discipline issues and larger
national security concerns.

Leveraging Outside Capabilities to
Address Commander Concerns
In addition to the utility of using CI infor-
mation in the administrative process and
communicating relevant information to
other federal authorities, JAs can coordi-
nate with outside agencies to address the
commander’s concerns. For example, if the
subject of a CI investigation makes com-
ments about going absent without leave,
this information can be shared with other
interested federal agencies. In some circum-
stances, these agencies have the authority
to flag the subject’s passport when they
attempt to travel with the document. While
the majority of these flags will not stop
travel, they will trigger a notification to the
requiring agency of the travel—hopefully
with time to act.

Another concern of commanders
separating Soldiers with CI concerns is the

ability of the soon-to-be former Soldier
returning as a federal employee or contrac-
tor. With credible derogatory information
that falls within one of the thirteen adju-
dicative guidelines,? the special security
officer (SSO) or security manager should
report the information through the Joint
Personnel Adjudication System to the DoD
central adjudication facility.” In future
national records checks, correct reporting
of derogatory information ensures future
investigators will have access to the infor-
mation before government employment.*

Conclusion

Separations with a CI twist can be more dif-
ficult to move through the process—not for
a dearth of evidence, but due to the nature
of the evidence. As such, these separations
require JAs to work with non-traditional
partners both inside and outside the DoD.
In working through professional CI agents,
the SSO/security manager, CID, and other
federal agencies, JAs can support their com-
mands with the maintenance of good order
and discipline. These separations also safe-
guard the national security of the United
States by removing people of questionable
loyalty from having placement and access
to sensitive information—or those with the
sensitive information. TAL

MAJ McCullough is a command judge advocate
at 500th Military Intelligence Brigade- Theater
at Schofield Barracks, Hawaii.

A special thank you is owed to the truly profes-
sional Counterintelligence Agents of the 500th
Military Intelligence Brigade- Theater, specifi-
cally the Hawaii Resident Office for talking me
through their investigative procedures so that

we could find ways for the brigade legal team to
assist in their mission to protect national security.
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2. U.S. DEP'T OF ARMY REG. 381-12, THREAT AWARENESS
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20. DoDM 5240.01, supra note 6, para. 3.4(c)(5).
Dissemination to non-DoD federal government
entities is limited to when “the recipient is reasonably
believed to have a need to receive such information for
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zation to a Government computer; shall be punished as
a court-martial may direct.”).

22. AR 380-67, supranote 19, app. 1.
23. Id. paras. 9-1-9-6.
24.1d.
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On Becoming a Versatile Paralegal

By Sergeant Major Anthony D. Rausch

13 March 2020 started like any other day.
I went on a long run that would energize
me. I prepared for my last day of class,
where [ would re-certify as a military in-
structor. Everything was falling into place.
Soon, I would permanently change stations
(PCS) and slowly begin the transition to
the next chapter of my career as a fellow at
the U.S. Army Sergeants Major Academy.
Of course, as the reality of coronavirus dis-
ease-2019 (COVID-19) finally made its way
to the United States, that all changed. The
Army cancelled training, restricted travel,
and delayed PCS moves. Everything I came
to know and expect, as a Soldier and leader
for the last nineteen years, was changing.
Nothing could have prepared me or other
members of the Judge Advocate General’s
(JAG) Corps for COVID-19. The sudden
changes required us to learn new things
while continuously developing expertise

in multiple core legal disciplines. This
article explores the well-known concepts of
expertise and versatility and examines them
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in light of this new, unknown environment
of an ongoing pandemic and its effects. In
this article, I offer ideas on how to instill
these concepts of expertise and versatility
in junior Soldiers to help them now and in
their future JAG Corps careers.

Expertise

First, it is essential to note there is no
cookie-cutter approach to becoming an
expert in a field. Multiple studies have
sought to determine how one best devel-
ops expertise.! Some may have heard of
the 10,000-hour rule, which suggests the
key to success in any field is the amount of
time you practice.” Practice makes per-
fect, they say. Although the 10,000-hour
rule may sound intriguing, psychological
research shows that people achieve exper-
tise through quality training and focused
practice—not the amount of time spent
on a particular task.? The Army defines
expertise as “in-depth knowledge and skill
developed from experience, training, and

U.S. Army paralegal specialists search an apartment
complex floor by floor during a hostage rescue
training mission on Fort McCoy, Wisconsin, during
2019 Paralegal Warrior Training Course, July 22, 2019.
(U.S. Army Reserve photo by SGT James Garvin)

education.” That said, leaders own the
task of developing expertise in themselves
and their Soldiers.® Leaders fulfill their
responsibility of developing expertise in
their Soldiers when they take the time to
create quality training that will keep their
Soldiers engaged and focused.® My first
assignment as a paralegal was a great illus-
tration of how a noncommissioned officer
(NCO) took charge of my development as
a Soldier and steadily advanced me on the
path of becoming an expert.

Be a Mentor/Find a Mentor

When I arrived at my first assignment

in Hunter Army Airfield, Georgia, [ was
assigned the responsibility of processing all
chapters for the installation. I had received
limited instruction in Advanced Individual
Training (AIT) on how to draft adminis-
trative separations, so I had no idea where
to start. Fortunately, my NCO at the time—
Master Sergeant (MSG) (Retired) Billie
Suttles—pointed me to the regulation and
the templates on the shared drive (before
Military Justice Online (MJO)”) and had me
get to work immediately. She made it clear
she was not going to hold my hand but was
willing to guide me through the process of
drafting administrative separations in an
effective manner.

For the next twelve months, then-
MSG Suttles went through dozens of boxes
of red pens as I attempted to master the art
of chapter processing. She never allowed
me to use the excuse of limited knowledge
as a reason to turn in a substandard chapter
packet. She regularly referred me to the
regulation to find answers on why specific
language appeared in the separation packet
memoranda. So that I could understand
why the templates were formatted the way
they were in our shared drive, she sent me
to a class on how to draft Army correspon-
dence properly. Learning how to process
administrative separations did not come
easy for me. Still, through multiple repeti-
tions, quality training, mentoring from my
NCO, and patience, I slowly became the
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expert that commanders, first sergeants,
and attorneys could rely on for guidance on
administrative separations.

Challenge Their Development/
Challenge Your Development

As leaders, we cannot allow our Soldiers

to become data entry clerks—where their
only purpose is to input data into MJO

and generate documents—without helping
them understand the meaning behind
what they are doing. Leaders are responsi-
ble for providing as many opportunities as
possible for their Soldiers. These oppor-
tunities should provide quality training
where they are not constantly distracted
by a first sergeant who needs “just a quick
second of your Soldier’s time to talk about
an Article 15.” My numerous years in a
training environment have taught me that
our Soldiers are able to get the most out of
their training when we keep them engaged
through creative, interactive, and relevant
training. Using the eight-step training
model outlined in Field Manual 7-0 is an
excellent framework for designing relevant
training that will keep Soldiers engaged.®
Just as then-MSG Suttles did for me,
leaders must challenge their Soldiers to
think bigger and dig deeper on the road to
becoming an expert in a variety of subjects.
Although it took a long time, I became
comfortable and confident in my abilities
to process administrative separations. It
was only a matter of time, however, before
[ was required to step out of my comfort
zone and learn new things.

Versatility’

During the initial invasion, my deployment
to Iraq with 3d Infantry Division awakened
me to the need to be versatile. As the 3d
Infantry Division crossed the berm into
Iraq, [ sat in the driver’s seat of the High
Mobility Multipurpose Wheeled Vehicle
during complete blackout conditions.
There, it became clear to me that exper-
tise as a paralegal in any of our core legal
disciplines would not be enough to return
me to my family. Developing expertise is
undoubtedley an important aspect of being
successful in the legal profession. Still, we
cannot let our focus on becoming an expert
hinder our ability to adjust to change or
new responsibilities.'® As paralegal NCOs,

we must be versatile and encourage the
same behavior in our Soldiers.

Leaders must “embrace a variety
of subjects, fields, or skills.”"! Likewise,
Soldiers must follow the example of their
leaders and also be willing to embrace a
variety of skills. Leaders who are capable
and ready to step out of their comfort zone
inevitably influence and encourage their
Soldiers to do the same. Leaders who are
not open to learning a variety of skills fail
to model being a lifelong learner'? and, in
the end, fail their Soldiers. No amount of
experience or expertise in one position
could have prepared me for the challenges
I faced as a young specialist deploying for
the first time. Nor could any amount of ex-
perience or expertise have prepared me for
the changes that took place as COVID-19
arrived in the United States. If leaders lack
versatility and adaptability, discourage their

Corps tied into other staff sections and the
Army as a whole. While I was at the Joint
Readiness Training Center, [ was appointed
as the task force maintenance officer, served
as the knowledge management officer, and
sat on a committee chaired by a former
Sergeant Major of the Army to help identify
deficiencies in Army training and assist in
developing solutions to the training gaps.
My assignment to Fort Polk was, by far,

the most instrumental experience in my
personal and professional growth. Being
assigned to jobs that forced me out of

my comfort zone made me a more well-
rounded Soldier and enhanced my critical
and creative thinking skills.

Be an Agent for Change

There is no doubt that COVID-19 upended
the way we normally conduct business
throughout the Army. Upon the arrival of

Soldiers are able to get the most out of their

training when we keep them engaged through

creative, interactive, and relevant training

Soldiers from offering new ways to solve
problems, or allow themselves and their
Soldiers to become complascent, poor per-
formance and mission failure are the likely
outcomes. To assist leaders in developing
versatility in themselves and their Soldiers,
the following are a few recommendations
based on my personal experience.

Volunteer for Opportunities

to Work Outside of Your

Comfort Zone

I did not have to fight through a long line
when Sergeant Major (SGM) (Retired)
Mark Cook suggested I take the Observer
Controller/Trainer (OC/T) job at Fort
Polk. After I took the assignment, people
often asked me what [ had done to anger
Human Resources Command (HRC). The
fact is, though, I learned the most about the
Army and its capabilities during my time
there. It was not enough for me to know
the responsibilities of a paralegal, I had

to understand how our duties in the JAG
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COVID-19, a number of our Soldiers and
Civilians started teleworking as a result of
social distancing guidelines that were put
in place by our senior leaders." Since it
was no longer business as usual, and there
would be no opportunity to see Soldiers on
a daily basis, many questions arose about
how to conduct accountability and training.
Despite all these challenges, senior leaders
throughout the JAG Corps immediately
took action by creating physical fitness
challenges to keep Soldiers engaged and
connected,' maintained accountability
through the use of technology, and de-
veloped virtual training plans to ensure
Soldiers still received professional develop-
ment opportunities.”® Our leaders quickly
recognized that conditions were changing,
and it could no longer be business as usual;
they encouraged leaders at all levels to
embrace the change and adapt to new ideas
of conducting business by keeping an open
mind. This particular type of versatility has
more to do with a leader’s mindset than
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learned skills, but it is definitely a choice for
a leader to keep that open mind and react to
situations in a versatile manner.

Do Your Best Not to Homestead
When HRC calls and informs you it is time
to move, be ready to move. Discuss the
move with your family and work together
to make it work. This summer, I will have
been assigned to Fort Bliss for three years,
which is the longest [ have been in one
location. I typically move every two or
three years and have never been to the same
duty station twice. The constant moves
have exposed me to a number of different
organizational cultures and new ideas.
Although constant PCS moves have been
somewhat difficult on the family, being
exposed to new environments has made me
more adaptable and capable of meeting new
challenges. “Leaders exposed to different
types of thinking, different people and cul-
tural norms, everyday changes in execution,
and new challenges will learn the value of
adaption.”® Arguably, it may do the same
for your Family, in a less tangible way.

Engage in Lifelong Learning"”

As of this year, [ officially became eligible
for retirement. Even though I am coming
to the end of my career, I am still taking
every opportunity to learn new things. I
recently became certified as a paralegal and
officially earned the civilian title of CORE
Registered Paralegal. Although the creden-
tial is designed for paralegals relatively new
to the profession, I still learned a lot and
feel that—even late in my career—pursu-
ing the paralegal credential was worth the
effort. Becoming a credentialed paralegal
has opened up new opportunities for when
I leave the Service, and it has also made me
a more competent Army paralegal for the
remainder of the time I serve and a better
supervisor in that I can share this experi-
ence with my Soldiers and encourage them
to pursue the same credential.

Change in the Army is inevitable. As
leaders, it is our job to develop versatility in
ourselves and our Soldiers, while contin-
uously building expertise. By doing so, we
gain a competitive edge and improve our
credibility with commanders and other
clients. These are just a few tips leaders can
follow. As TJAG mandates in almost all of
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his communications, as a Corps, we need to
be ready. Pursuing expertise and versatility,
and mentoring those we lead, will help us
to develop the deep knowledge and skills
required to meet TJAG’s mandate.'® As we
navigate COVID-19, expert and versatile
leadership within the JAG Corps is on full
display; luckily, the current generation

of leaders has pursued those two ideals
throughout our careers. We will pass what
we have learned to the next generation of

leaders. TAL

SGM Rausch is a fellow at the US. Army
Sergeants Major Academy (SGM-A) in Fort
Bliss, Texas. He is also pursuing a Master of
Science in Instructional Design Development
and Evaluation at Syracuse University.
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Demystifying the Promotion Review Board

By Major Elizabeth N. Strickland

The Promotion Review

Board Mystery

Promotion Review Boards (PRBs) are not
widely understood throughout the Army.
Unlike other Army actions, for which an
officer can reach out to peers and men-
tors for guidance, most people who have
gone through a PRB do not publicize their
knowledge of the system. Why? Because

it would require them to openly discuss
derogatory information in their file. With
so few people familiar with the process,
officers rely on attorneys to understand the
process and develop successful strategies for
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responding to the board. Legal assistance
and Trial Defense Service (TDS) attorneys
should ensure they are prepared to answer
questions about the process, other effects
of the PRB, and how final disposition will
impact the officer in the future.

What Is the PRB?

During the officer promotion process,
Human Resources Command (HRC) is
responsible for conducting post-board
screenings for derogatory information.'
This screening ensures all officers se-
lected for promotion meet the standard

Army Lawyer
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of exemplary conduct required of them.?
Derogatory information in an officer’s post-
board screening triggers a PRB.> The PRB
assesses the derogatory information, the
officer’s complete promotion file, and any
rebuttal matters submitted by the officer for
consideration. The PRB’s role is to deter-
mine whether the officer should be retained
on the promotion list and attain the rank
for which they were selected or be removed
from the promotion list.”> The PRB process
is lengthy and complex, but begins with

a basic background check of all personnel
selected for promotion.

Where Does the Post-Board Screening

Find Derogatory Information?

The post-board screening pulls records
from Criminal Investigation Command
(CID), Military Police, Department of

the Army Inspector General, the officer’s
restricted file, previous court-martial con-
victions, Army Military Human Resources
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Record (AMHRR) documents that entered
the file after the board, and misconduct
which occurred or was discovered post-
board.® The post-board screening also pulls
records related to special interest situations,
like incidents involving media scrutiny.” A
referred officer evaluation report can also
trigger the PRB.® While the basic triggers
for a PRB remain the same, it is important
to note that some of the effect of screenings
changed with the Fiscal Year 2020 National
Defense Authorization Act (FY20 NDAA).?

Effect of the FY20 NDAA on the PRB
Section 502 of the FY20 NDAA directs that
all derogatory information be provided
directly to the promotion selection board.
This is a departure from the previous rule,
which permitted inclusion of only perma-
nently-filed, non-restricted documents to
selection boards. Once the FY20 NDAA
selection board process takes effect, HRC
will still be responsible for post-board
screenings; however, it will also conduct
pre-board screenings to identify and
provide all derogatory information to the
selection board. The effect of this change
in policy is that promotion boards will
consider derogatory information in the
initial determination of whether selection
for promotion is warranted. Because boards
will be able to consider this information
when making the selections, this same
information does not need to be consid-
ered post-selection. Thus, the majority of
derogatory information that must be con-
sidered post-board would be misconduct
occurring or discovered after the selection
board or derogatory information that be-
comes available after the board. While this
has the effect of reducing the number of
officers subject to a PRB, the PRB process
will still exist and should be understood by
the attorneys who will represent officers
undergoing the process.

Promotion Review Board Process

Screening Board

The process for the PRB begins with the
office of the Army’s Deputy Chief of Staff
for Personnel—the Army G-1—requesting
a post-board derogatory record screening
from CID, the Department of the Army
Inspector General, and HRC.!® If these
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screening agencies discover derogatory
information, HRC flags the officer and
initiates the PRB process.'!

Non-Transferable Flag

The officer will be flagged for “HQDA
delay or removal from promotion list.”?
While this is not a flag for adverse action,
it does have the similar effect of preventing
favorable administrative actions." This flag
prevents the officer from receiving awards,
being considered by another board if it
occurs during the PRB process, attending
schools without an exception to policy, and
requesting retirement or resignation until
the PRB is resolved."

Because the promotion hold is a
non-transferrable flag, the officer is also
prohibited from making a permanent
change of station (PCS) move without an
exception to policy. The HRC Commander
is the approval authority and will deny the
request if the officer has not submitted
response matters prior to the expected PCS
date.®

Notice

Officers typically receive informal notifica-
tion of the impending PRB through their
chain of command. Although this informal
communication may be an oral notification
stating only that the PRB will occur, with-
out any details about the issue giving rise

to the PRB, most officers will know what
incident triggered the PRB. Whether or
not the officer received an informal notice,
a formal notification will arrive. Formal
notice includes written notice, a copy of the
officer’s flag, a copy of the derogatory infor-
mation generating the PRB, and an election
of rights document.'® Usually the officer has
fourteen calendar days to make an election
of rights and submit matters, but they may
request an extension."”

Election of Rights

The officer has three choices: they may
avoid the PRB by declining the promotion,
submit matters for consideration by the
PRB, or request their file be considered by
the board without submitting additional
matters.'® If the officer declines promotion,
HRC will remove them from the promo-
tion list, and the officer will be categorized
as a non-select.”” Officers unfamiliar with

the PRB may find it confusing initially, but
the process is relatively direct once they
understand the concept and the basic steps
from agencies’ screening to final action.

The Board

In either case where the officer chooses
consideration by the board, the PRB pro-
cess takes eight to twelve months for final
disposition.” If officers have later promo-
tion dates, the PRB may be complete prior
to their original promotion date; but, for
officers earlier on the promotion list, the
process will likely continue well after the
anticipated promotion date.

Once the officer submits rebuttal
matters, they are considered in the next
regularly scheduled board that is eligible to
promote the officer.?! This board must have
the same composition as the selection board
for that rank.”> The PRB reviews the pro-
motion board file, derogatory information,
and all matters submitted by the officer.?

Approval Authority and Resolution

Once the PRB is complete, recommen-
dations route through Army G-1 to the
Secretary of the Army for final decision and
disposition. If the Secretary of the Army
finds the officer should be retained on the
promotion list, the name is forwarded

for Senate approval. If the Secretary of

the Army determines the officer should

be removed from the promotion list, the
officer is treated as a one-time non-select
and is eligible to compete for promotion in
the next board.”* Regardless of the decision,
the officer will be notified in writing of the
outcome. If the officer prevails in the PRB
process and is approved for retention on the
promotion list by the Secretary of Army,
the officer’s flag is removed; however, they
may not wear rank reflecting the promotion
until HRC provides promotion orders.”
For field grade officers, all promotions re-
quire confirmation from the Senate.? This
may take weeks or even months to occur;
but, upon Senate approval, the officer will
receive back-pay to their original date of
rank and an adjusted date of rank if the PRB
surpassed the officer’s promotion date.?”’

Practice Notes
While the PRB is a mysterious process,
attorneys may find that the same strategies
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and techniques used for responding to

a memorandum of reprimand, Grade
Determination Review Board, or other
adverse action closely mirror the approach
for responding to the PRB. Being deliberate
about compiling a response packet and set-
ting the right tone will improve an officer’s
chance of success at a PRB.

What Should the Officer Include?

The officer will not be afforded the op-
portunity to appear at the PRB. Anything
they want to convey must be provided in a
documentary submission. Officers should
include anything that either provides
context to the misconduct or shows the
officer’s overall good conduct. The officer’s
packet should include a memorandum from
the officer requesting to be retained on

the promotion list, letters and memoranda
from people who can provide support

of the officer’s good character, and other
documents that are relevant to the case. As
HRC furnishes the PRB with a complete
copy of the adverse information and the
full promotion board file, the packet from
the officer should not include documents
already in the board file.”®

Response Packet Best Practices

The officer should reach out to those who
may be willing to write letters of support
as soon as they receive informal notice of
the PRB. Giving people as much notice as
possible ensures they have time to write
and perfect their memorandum or letter.
When requesting a letter of support, the
officer should be prepared to tell the person
writing the letter of support the under-
lying circumstances leading to the board
and what facts or traits they would like the
writer to concentrate on. As with other
types of responses, officers submitting
matters for the PRB should carefully select
people to write the letters of support. The
letters of support should illustrate the offi-
cer’s character from different perspectives.
Perspectives of peers, immediate supervi-
sors, and more senior leaders demonstrate
to the board that the officer is well-rounded
and adds value to the organization. Letters
of support should be clear, well-written,
and express a message that is in keeping
with the officer’s strategy for responding to
the PRB. Human Resources Command will

not accept letters of support sent directly to
them from the person writing the letter, so
the officer will have an opportunity to read
the letter before sending it to the PRB.”

In most cases, the officer knows they
committed the misconduct and acknowl-
edges its wrongfulness. In such cases,
rather than quibbling about whether the
conduct was really a violation of a rule
or regulation, the officer should be ready
to submit a packet asking for mercy. The
response memorandum should demonstrate
the officer taking responsibility, showing
humility, and exhibiting self-reflection. In
cases where the officer did not commit the
misconduct, the officer must provide evi-
dence to that effect. A memorandum simply
denying the facts behind the derogatory
information may reflect negatively on the
officer and will convey a message that the
officer refuses to accept responsibility.

Creating the most effective packet
possible requires deliberate selection of
documents of support, humility in respond-
ing to the derogatory information, and an
understanding of both the process and the
purpose of the PRB.

Conclusion

The PRB is a lengthy and difficult pro-

cess for officers subject to it. Because of

the small population of people directly
impacted by the PRB, these officers often
only have their attorney to support them
through the process. Attorneys in legal
assistance and TDS should be aware of the
process and tactics for overcoming the PRB
so that they are ready to be of service to this
population of clients. TAL

MA] Strickland is an administrative law
attorney for V Corps at Fort Knox, Kentucky.

Notes

1. U.S. DEP'T OF ARMY, REG. 600-8-29, OFFICER
PROMOTIONS para. 2-12 (9 Sept. 2020) [hereinafter AR
600-8-29].

2. Requirement of Exemplary Conduct, 10 U.S.C. §
7233 (2018).

3. OFFICER PROMOTIONS: FREQUENTLY ASKED QUESTIONS
FOR PROMOTION AND COMMAND REVIEW BoarDs (15 Nov.
2016) (on file with Human Resources Command)
[hereinafter OFFICER PROMOTIONS].

4.1d.
5.1d.

2020 = Issue 5 = Practice Notes = Army Lawyer

6. 1d.
7. 1d.

8. AR 600-8-29, supra note 1, para. 7-2. See also U.S.
DeP'T OF ARMY, REG. 623-3, EVALUATION REPORTING
SYSTEM para. 3-27 (14 June 2019), explaining that “re-
ferred reports” are adverse evaluation reports issued to
rated Soldiers under various circumstances including
failure to meet Army standards, derogatory informa-
tion during a rated period, relief for cause, or other
negative performance indicators.

9. National Defense Authorization Act for Fiscal
Year 2020, Pub. L. No. 116-92, § 1790, 133 Stat. 1198
(2019). See also 10 U.S.C. § 615 (2019).

10. OFFICER PROMOTIONS, supra note 3, para. 3-19.
11. Id.
12.1d.

13. U.S. DEP'T OF ARMY, REG. 600-8-2, SUSPENSION OF
FAVORABLE ACTIONS para. 3-1 (11 May 2016).

14. Id. para. 2-8.

15. Id.

16. OFFICER PROMOTIONS, supra note 3, para. 2-2.
17. Id. para. 3-7.

18. Id. para. 3-4.

19. Id.

20. Id. para. 3-12.

21. Id. para. 3-18.

22. AR 600-8-29, supra note 1, para. 2-4.

23. OFFICER PROMOTIONS, supra note 3, para. 3-13.
24. Id. para. 3-18.

25. AR 600-8-29, supra note 1, para. 3-2.

26. Id. para. 2-10.

27. OFFICER PROMOTIONS, supra note 3, para. 3-16.
28.1d.

29. Id. para. 3-9.

47



(Credit: David F. Morrill, William & Mary)

e = == |

N T Y e L e P
= s i -

L R



No. 1
An Ofhicer and a Dean

William & Mary’s New Law Dean a JAGC Captain

Interview with Sean L yons

ast spring, A. Benjamin Spencer, a judge advocate captain in the U.S.

/Army Reserve and a nationally-renowned civil procedure and federal
courts expert, was appointed Dean of the William and Mary Law School,
the nation’s first—and one of the most prestigious—law schools. Born in
Atlanta, Georgia, and raised in Hampton, Virginia, Captain Spencer
graduated from Morehouse College, after which he attended the London
School of Economics on a Marshall Scholarship, earning a master’s degree
in criminal justice policy. He completed his juris doctor at Harvard Law
School and began his academic career at the University of Richmond
School of Law. After a stint at Washington and Lee University, Spencer
was named the Justice Thurgood Marshall Distinguished Professor
of Law at the University of Virginia (U.Va.) School of Law. For his
excellence in teaching, he was awarded the Virginia Outstanding Faculty
Award, the highest honor for faculty working at the commonwealth’s
colleges and universities.

Spencer is an author of the iconic Wright & Miller Federal
Practice and Procedure treatise, which is devoted to civil procedure.
Last year, the treatise published its first volume under the name Wright,
Miller & Spencer, in recognition of his contributions. He has authored
numerous law review articles, book chapters, and books, including Acing
Civil Procedure and Civil Procedure: A Contemporary Approach,
used widely by professors and students throughout the country.

Spencer recently spoke to The Army Lawyer about his experiences
as an academic, dean, and captain in the Judge Advocate General’s (JAG)
Corps.
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You joined the JAG Corps in 2015 while a professor

at U.Va. School of Law. What spurred that decision?
My dad’s and my grandfather’s service in the Army was the im-
petus. My grandfather, Adam Arnold, was in the infantry during
World War II. He served in Italy and France. My father was in the
JAG Corps full-time and as a reservist for a total of sixteen years.

I had never given the JAG Corps much thought; I was focused on
my academic career. But when I became a professor at U.Va., I
could see the JAG school out my office window. I'd watch the run
groups go in and out, and some of the formations out front, so that
piqued my interest. I talked to my father about his experiences a
little more, and I had a colleague at U.Va., Tom Nachbar, who was
in the JAG Corps reserve, and I finally decided to apply. I thought

I was too old—I was 41 at the time—but I was able to get an age
waiver. And since the school was right there in Charlottesville,
and the OBC was held there, I didn’t have to leave my family, other
than the six weeks at Fort Benning.

Where have you served?

I was first assigned to the 174th Legal Operations Detachment,
where [ had the opportunity to work at United States Central
Command in Tampa. I got to do a lot of administrative and
international law work there. It was a fantastic experience; I was
lucky to learn a great deal about Army leadership, as well as just
learning how the Army worked. During that time, I also edited
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material for The Army Lawyer and Military
Law Review. I then transferred to the 80th
Training Command in Richmond, Virginia,
where I was chief of legal assistance. Then
[ applied for a competitive position at the
government appellate division, which is
where I am now. I am one of three reserv-
ists attached there who assist with writing
briefs on behalf of the Army in appeals of
criminal cases. It’s a great position and fits
with some of my experience, as I've done
appellate litigation before.

‘What has surprised you the

most about the JAG Corps?

There are lots of things I could list. Before

[ joined, when I was talking to the recruit-
ers, I didn’t realize lawyers did so much
soldiering. I didn’t have any appreciation
for that. I quickly learned about the physical
fitness requirements, too, and I had to lose a
ton of weight. I was 237 pounds at the time,
and they showed me the height weight
chart, and I realized I needed to get to work.
So I lost 27 pounds before I joined. I didn’t
have any appreciation for it before, but I am
thrilled it’s a part of it. 'm much healthier
now.

I'm also surprised how small the
organization is, in the sense that almost
everyone knows everyone else. There’s only
about one degree of separation. That means
networking and communication are im-
portant for how the JAG Corps works. It’s
not uncommon to run into our generals—I
don’t think that’s common in most parts
of the Army—and [ have found them to be
very accessible. I've also been surprised at
how much freedom and flexibility you have,
on the reserve side at least, to follow your
career path. 've been able to identify jobs
that interest me and apply for them.

What about the military

justice system versus what
you've experienced in the
civilian legal world?

From what I've learned, the system is,
in many ways, designed to be used as a
commander’s tool, as part of good order
and discipline. That’s a foreign concept
to civilian courts. In some respects, the
military justice system is more stringent
than civilian courts, but in some ways
there’s a broader perspective. The jurors,
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for instance, are military people. They are
not just making a legal judgement. They
are making a legal judgement combined
with a military judgement. When they are
deciding a case, they are looking at what
has been the person’s contribution to the
unit and mission, what would be the impact
on good order and discipline—all the while
keeping people safe and holding the accused
accountable. So you can’t come at it as just
a lawyer, you have to have experience of
being in a formation, being in a barracks,
what happens in a room inspection, etcet-
era. | have had only a limited range of that
experience—I have not been deployed, for
instance—but I can see how important hav-
ing even a small piece of that perspective is.
There’s a unique context and set of values
within the system.

In my current role handling appeals,
I've been surprised by the number of sexual
assault cases. That’s probably what I am
dealing with most. I think that may speak
to the Army not having any tolerance for
that, at least from my sliver of experience.
Those people are dealt with pretty swiftly.
But I acknowledge I only see one piece of
what happens, so people who question that
certainly could have different perspectives.

What, if anything, has the JAG
Corps given or taught you that

you can bring to being a dean?

Some people, whether they are civilians

or in the military, can make mountains
out of molehills—it’s human nature. But
what the military side has reinforced for
me is perspective, that there are often lots
of bigger things happening than what you
see within your own sphere, and lots of
things you can't see from your perspective.
There are leaders leading Soldiers down-
range where they might not come back.
Things of consequence. It helps me realize
that not everything is going to be the end
of the world. But you have to meet people
where they are, and then try to lead them
toward seeing the bigger picture. I've also
learned from the Army the importance of
humility as a leader, and the importance of
teamwork. I have tried to incorporate those
lessons here at William and Mary, although
it’s tougher in these days of Zoom. But

I've been able to see how some of the best

leaders in the Army work and listen, and
have tried to emulate that.

‘What does it feel like to be the first
African-American dean at the alma
mater of Thomas Jefferson, who,

as we know, enslaved people?

From a historical perspective, it is a
testament to the progress we've made in
this country. We have a ways to go, but

I think it’s remarkable the first professor
here was a slaveholder, and his students,
including John Marshall, owned slaves. 'm
the descendant of slaves. I know they never
could have imagined that a person like me
would become the leader of this institution.
So that’s remarkable. But on an everyday
level, I have to be honest, it's not something
that really crosses my mind. William and
Mary has been fantastic about equity, inclu-
siveness, belonging—there’s no sense I get
differential treatment. So while I appreciate
the historical nature to it all, 'm just doing
the work of a law school dean, and doing it
at a wonderful place.

You're not the only member of

the family to have been the “first
first” African-American within
the legal and academic worlds.
That’s right. As I mentioned, my father
was in the JAG Corps, and he later became
the first African-American federal judge

in Virginia. My grandfather, the same

one who was in World War II, was the
first African- American professor at Notre
Dame. He was a finance professor there for
thirty years.

What's your job? What

do you actually do?

There’s a lot of meetings (laughs). Especially
now that Zoom is the chief way to commu-
nicate. You can'’t just walk into someone’s
office. I have eight direct reports, whom I
meet with one-on-one every week, then

Wwe meet as a team once a week. There

is a weekly meeting with the president’s
cabinet, then with the provost, and then an-
other one with the other deans here. There
are meetings with alumni, which is chiefly
about developing relationships. Then there
are meetings with other law school deans,
meetings with law firms to develop oppor-
tunities for students, and meetings with all
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the faculty members to stay connected to
what they need and what the school might
need from them. Then there are meetings
with students and different affinity groups
within the law school. My schedule is

not my own. But I have no regrets. I love
the position, you get to do great stuff for
people.

What's one the biggest

challenges you face as dean?

Planning around COVID takes up an
inordinate amount of time in how the
school functions, so there’s a lot of work

on logistics, planning, and making sure we
are meeting our mission, even if we are all
apart. From an academic perspective, [ don’t
think there’s enough time now for everyone
to think, and plan, and write, including
myself. I still have publications and have to
work on that front, as do the professors.

So between handling the
administrative and academic
work of a dean, being a reservist,
making sure you pass the Army
Combat Fitness Test...

Yeah, there’s not a lot of time. I have to
carve out time in my schedule for myself
and my family.

Yes, family: Nine kids? Did we
read that right in your bio?

Yes (laughs). And the only reason [ am
able to do all of these things is because of
my wife, Marlette. She’s the one who takes
care of all those nine kids. And nowadays,
[ know most Americans are working from
home and helping their kids with Zooms.

I am not. I'm here in my office. She’s doing
it by herself. Only because she does that
am I able to be here. And I have to be here.
Not only because I'm the dean, but she’s got
seven kids on Zoom at home. There’s no
way I could be home, too. Just think of all
the Wi-Fi bandwidth needed in our house.

‘What has having such a large
family taught you about being

in the Army or being a dean?

You have to have patience. It’s also about
recognizing that there are multiple perspec-
tives, and you need to solicit people’s views,
especially that of your partner’s. And you
have to try to lead people, not just from the
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top down. You have to empower them to
manage some of the others. The older kids’
chores are really about being a supervisor.
One daughter is the kitchen supervisor. I
go to her if the kitchen is not clean. I hold
her accountable. I tell her to gather up her
team. We have a laundry supervisor—that’s
a big operation. Same thing. But that’s how
we run it.

Does William and Mary have

a JAG community at all that

you've connected with?

Fred Lederer is here, he’s sort of a legend in
the JAG Corps. He served with my dad, and
they know one another. There are some
Funded Legal Education Program students
here, some prior service students, and we
have a veteran’s clinic supported by retired
vets. But other than that, there’s no real
culture that maybe under normal circum-
stances would exist, because everyone is
remote. Once everyone is back, I hope we
can cultivate that more.

How do you balance being the law
dean at William and Mary—the
leader of one of the most prestigious
law schools in America—but then
for one weekend a month and two
weeks during the year, being a not-
very-high-ranking Army captain?
I started as a mismatch from the outset.

As I mentioned, [ was forty-one years old
when [ joined, held a distinguished chair

at U.Va,, and then I was a first lieutenant
in the Army. But the reason why it wasn’t
awkward is because inside the JAG Corps,
none of it mattered. I didn’t know about
military law. I hadn’t been doing anything
as a Soldier. I am definitely glad I had that
rank, and am glad being a captain now. It’s
easy to be humble when you see people who
are so much more experienced than you. I
am just looking to make a contribution. I
am grateful for my assignments.

What are your goals as dean

at William and Mary?

I want to continue to build on the strengths
we have at William and Mary Law School,
which means enrolling the very best stu-
dents who, in turn, will learn from faculty
who are at the top of their fields. We are in

pursuit of excellence, unparalleled excel-
lence, every day.

Belonging is a core value here, and
one of my main priorities as dean is a focus
on diversity, equity, and inclusion. We've
rolled out a plan called Why We Cant Wait,
An Agenda for Equity and Justice. In addition,
our students have always been good citi-
zens, but [ want to foster and develop them
to become advocates for justice. Finally,

[ want to ensure that we are laying the
foundation for a legal education that both
honors the long-standing traditions of the
institution while preparing our students for
the future of law.

What do you think are the biggest
challenges facing legal education
today, and how do you see that
applying to the JAG Corps, if at all?
One of the biggest challenges is the influx
of partisan and ideological polarization.
Personally, I think that lawyers and other
interpreters of the law should remain inde-
pendent thinkers who can give sound legal
advice as lawyers and deliver true justice as
judges. Another major challenge is reckon-
ing with the impact of technology on the
practice of law. Our students, our graduates,
and members of the JAG Corps all need to
be prepared for an experience that could be
entirely different, from the subject matter
to how and where we practice law. Both
inside and outside the JAG Corps, legal pro-
fessionals need to be prepared to confront
the legal challenges of tomorrow, which
might be quite different from those we have
grown accustomed to addressing.
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No. 2
Revising the Exclusionary Rule

By Major William “Joey” Mossor

Justice Ginsburg’s dissent champions what she describes as “a more majestic conception’ of...the exclusionary rule,” which

would exclude evidence even where deterrence does not justify doing so. Majestic or not, our cases reject this conception,

and perhaps for this reason, her dissent relies almost exclusively on previous dissents to support its analysis.!

A Mundane Explanation?®
To stop law enforcement from violating the Constitution during a
search, the Supreme Court created the exclusionary rule.” This rule
denies the admission of incriminating evidence, which may result
in the guilty going free because of law enforcement misconduct.
Military Rule of Evidence (MRE) 311 implements the exclusionary
rule for military courts; recently, Congress added a balancing test
that must be met before applying the rule.* The new balancing
test limits the application of the rule, but it is not an exception.’
Moreover, MRE 311 does not explain how to apply this balancing
test.®

The MRE 311 balancing test requires exclusion of unlaw-
fully obtained evidence, but only if the exclusion of the evidence
would result in an “appreciable deterrence” of future violations
of the Fourth Amendment and the benefits of the deterrence
“outweigh the costs to the justice system.” Under this test, for
deterrence to be appreciable, the actions that violate the Fourth
Amendment must be “deliberate enough to yield meaningful deter-
rence.” Additionally, the appreciable deterrence must pay the cost
to the justice system of “letting a guilty and possibly dangerous
defendant go free.” In other words, a negligent violation of the
Fourth Amendment is not enough to warrant the harsh results of
exclusion."
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This article explains why MRE 311 should be revised and
recommends modifications to MRE 311 to make it easier for
practitioners to understand. First, there is a discussion of the pur-
pose of the exclusionary rule and the origin of the balancing test.
Second, an explanation that the new balancing test subsumes both
the “good faith” and “reliance” exceptions listed in MRE 311. Last,
a proposed modification makes the rule more comprehensible by
deleting the unnecessary exceptions, adding a discussion section
explaining how to analyze the balancing test, providing guidance
of the proper procedure when applying the rule, and including a
robust analysis of the rule in the appendix of the Manual for Courts-
Martial (MCM)."!

Modest Foundation

Understanding the exclusionary rule requires a basic understand-
ing of the constitutional right from which it derives. The Fourth
Amendment protects “[t]he right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable
searches and seizures.”’? The Fourth Amendment, however, does
not explain how the right is protected or what remedy there is for
violations of that right.”® The Supreme Court of the United States,
therefore, forged the exclusionary rule.
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The exclusionary rule prohibits the use
of unlawfully obtained evidence in a crimi-
nal trial. The Supreme Court acknowledged
that the rule is meant as a “prudential’
doctrine” to “compel respect for the
constitutional guaranty” of freedom from
unlawful searches and seizures.'* Subjects of
Fourth Amendment violations cannot inde-
pendently seek redress for those violations;
but rather, the only remedy is exclusion
of the unlawfully obtained evidence. In
Calandra, the Supreme Court acknowledged
that “the rule is a judicially created remedy
designed to safeguard Fourth Amendment
rights generally through the deterrent
effect, rather than a personal constitutional
right of the party aggrieved.”* In other
words, the rule cannot restore the privacy
rights that were violated; however, they can
help prevent such violations in the future.
As laid out in Supreme Court cases, “the
exclusionary rule serves to deter deliberate,
reckless, or grossly negligent conduct, or in

when the rule should or should not
apply."” Dissenting justices and scholars
have advocated different purposes for the
exclusionary rule, but this article ignores
these majestic concepts and focuses on
Supreme Court precedent from which
MRE 311(a)(3) derives.?

The sole purpose of the exclu-
sionary rule, as repeatedly held by the
Supreme Court, “is to deter future Fourth
Amendment violations.” “The exclu-
sionary rule is not an individual right”*
attached to the Fourth Amendment, “nor
is it designed to ‘redress the injury’ occa-
sioned by an unconstitutional search,” thus
it cannot be used to compensate an injured
criminal.” Instead, excluding unlawfully
obtained evidence is only meant to deter
Fourth Amendment violations. That being
said, applying the rule to exclude evidence
is a “last resort, not [a] first impulse” and
“applies only where it ‘results in appreciable
deterrence.” To that end, the Supreme

In other words, the rule cannot restore the privacy

rights that were violated; however, they can

help prevent such violations in the future

some circumstances recurring or systemic
negligence.”'® The Supreme Court created
the exclusionary rule; one must understand
the purpose of the rule to know when it
applies.

Purpose of the Exclusionary Rule
Determining when the exclusionary rule
applies can be difficult, because even if a
Fourth Amendment violation occurs, i.e.,
an unlawful search or seizure, it “does not
necessarily mean that the rule applies” to
exclude the evidence obtained.'” As one
scholar amusingly explains, “The term
‘exclusionary rule’ is a bit like the canned
cooked pork Spam—virtually everybody

is familiar with it, only a few people are
sure about its precise contents, and most
people can stomach it only occasionally
and in small portions.”® It may be unpalat-
able, but understanding the purpose of the
exclusionary rule is essential to determine
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Court developed and Congress adopted
a balancing test to determine whether to
apply the exclusionary rule.

Origin of the Balancing Test

This balancing test weighs the benefits of
deterrence against the social costs to the
justice system. The 2016 amendment to
MRE 311(a)(3) “incorporates the balancing
test...set forth in Herring v. United States.””
In Herring, the Supreme Court held that
“[t]o trigger the exclusionary rule, police
conduct must be sufficiently deliberate that
exclusion can meaningfully deter it, and
sufficiently culpable that such deterrence is
worth the price paid by the justice system.”*
The Court explains sufficiently deliberate
as “deliberate, reckless, or grossly negligent
conduct, or in some circumstances recur-
ring or systemic negligence.”” Additionally,
the price paid by the justice system is

“something that ‘offends basic concepts of
the criminal justice system.””

The cost-benefit analysis of the bal-
ancing test requires that police conduct be
more than merely negligent, and if police
conduct is sufficiently deliberate, then
deterring such conduct must outweigh the
cost of letting a guilty defendant go free by
excluding evidence.” The appropriateness
of excluding evidence with the exclusion-
ary rule can only “be resolved by weighing
the costs and benefits of preventing the
use...of...evidence.” Put another way,
the possible benefit of the deterrent effect
by excluding evidence “must be weighed
against the ‘substantial social costs exacted
by the exclusionary rule.”*!

The MCM credits Herring with creating
the balancing test amended to MRE 311,
but the cost-benefit analysis language of
the balancing test has been part of Supreme
Court exclusionary rule decisions for
decades.’”” The significance of Herring is the
Court’s clarification that “[t]he pertinent
analysis of deterrence and culpability is
objective, not an inquiry into the subjective
awareness of arresting officers.” Echoing
the good faith examination language from a
1984 case, the Court in Herring held that the
objective analysis of an officer’s conduct is
“whether a reasonably well trained officer
would have known that the search was
illegal’ in light of ‘all of the circumstances.”
The Supreme Court reaffirmed this objec-
tive analysis in Davis v. United States, stating,
“the harsh sanction of exclusion ‘should not
be applied to deter objectively reasonable
law enforcement activity.” Therefore, the
negligent conduct of an objectively reason-
able officer would not merit deterrence,
and any marginal deterrence would not
outweigh the costs—“[i]n such a case, the
criminal should not ‘go free because the
constable has blundered.” Separate from
this balancing test analysis are exceptions to
the exclusionary rule that allow admission
of evidence, even if exclusion would be
appropriate under the balancing test.
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Meager Exceptions and Analysis
Military Rule of Evidence 311(c) lists four
exceptions to the exclusionary rule: (1)
impeachment, (2) inevitable discovery,
(3) good faith execution of a warrant or
search authorization, and (4) reliance on
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statute or binding precedent.” Because

law enforcement conduct that meets the
latter two exceptions would not trigger the
exclusionary rule after a proper analysis of
the balancing test, they are now redundant.
Knowing the exceptions and understanding
how to analyze the exclusionary rule will
make clear the reason why the balancing
test subsumes these exceptions.

The Objectively Reasonable

Good Faith Exception

The “good faith” exception permits
evidence from an unlawful search if law
enforcement acted in good faith while
executing an invalid warrant. Military Rule
of Evidence 311(c)(3) states this exception
as follows:

Evidence that was obtained as a result
of an unlawful search or seizure may
be used if: (A) the search or seizure
resulted from an authorization to
search, seize or apprehend issued by
an individual competent to issue the
authorization under Mil. R. Evid.
315(d) or from a search warrant or
arrest warrant issued by competent
civilian authority; (B) the individual
issuing the authorization or warrant
had a substantial basis for determin-
ing the existence of probable cause;
and (C) the officials seeking and ex-
ecuting the authorization or warrant
reasonably and with good faith relied
on the issuance of the authorization
or warrant. Good faith is to be deter-
mined using an objective standard.*

This addition to the rule in 1986
incorporated the Supreme Court’s holding
in United States v. Leon.* In Leon, the Court
stated that “where the officer’s conduct
is objectively reasonable, excluding the
evidence will not further the ends of the
exclusionary rule in any appreciable way...
unless it is to make [the officer] less willing
to do [their] duty.” The Court concluded
that “the marginal or nonexistent benefits
produced by suppressing evidence obtained
in objectively reasonable reliance on a sub-
sequently invalidated search warrant cannot
justify the substantial cost of exclusion.™! A
few years later, in 1987, the Supreme Court
in Illinois v. Krull extended this principle
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of “objectively reasonable reliance” from
invalid warrants to invalid statutes, and this
generated the reliance exception.*

The Objectively Reasonable

Reliance Exception

The “reliance” exception to MRE 311(c)(4)
states that “[e]vidence that was obtained
as a result of an unlawful search or seizure
may be used when the official seeking the
evidence acted in objectively reasonable
reliance on a statute or on binding prec-

“The basic insight of the Leon line
of cases is that the deterrence benefits of
exclusion ‘var[y] with the culpability of
the law enforcement conduct’ at issue.”?
In Herring, the Court explains that “the ex-
clusionary rule does not apply if the police
acted ‘in objectively reasonable reliance”
and admits, “[w]e (perhaps confusingly)
called this objectively reasonable reliance
‘good faith.”* Accordingly, “when police act
with an objectively ‘reasonable good-faith
basis belief that their conduct is lawful, or

The proper way to analyze an issue under MRE 311 is to

follow the sequence of the rule itself

edent later held violative of the Fourth
Amendment.” This addition to the rule in
2016 adopted the Supreme Court’s holding
in Illinois v. Krull** In Krull, the Court held
that there is no significant deterrent effect
in excluding evidence seized pursuant to

a statute reasonably relied upon in good
faith, prior to the declaration of its inva-
lidity, and the possible benefit of applying
the exclusionary rule is unjustified when
weighed against the social cost.* The
Court’s opinion in Krull is an expansion of
the principles of Leon and applies the same
approach to the exclusionary rule in evalu-
ating reasonableness.*

The Objectively Reasonable Balancing Test
The balancing test of MRE 311(a)(3)

states that unlawfully obtained evidence is
inadmissible against the accused if “exclu-
sion of the evidence results in appreciable
deterrence of future unlawful searches or
seizures and the benefits of such deterrence
outweigh the costs to the justice system.™’
This balancing test derives from Herring v.
United States.*® The “good faith” exception
of MRE 311(c)(3) derives from United States
v. Leon.* The “reliance” exception of MRE
311(c)(4) derives from Illinois v. Krull.*
Herring is a clarification of the principles
laid out in Leon and Krull, and Krull is an
extension of Leon.! Therefore, MRE 311(a)
(3)’s balancing test gleans from the same
principles as both the “good faith” and “reli-
ance” exceptions.

when their conduct involves only sim-

ple, ‘isolated’ negligence, the ‘deterrence
rationale loses much of its force, and
exclusion cannot ‘pay its way.”** This means
objectively reasonable conduct that cannot
yield an appreciable deterrence under the
balancing test is the same as objectively
reasonable conduct that would qualify for
either the “good faith” or “reliance” excep-
tions. Furthermore, the pointlessness of the
exceptions is even more obvious when ap-
propriately analyzing the exclusionary rule.

The Objectively Reasonable

Analysis of the Rule

The proper way to analyze an issue under
MRE 311 is to follow the sequence of the
rule itself.>® Under MRE 311, evidence
against an accused is inadmissible if the
requirements of the exclusionary rule are
satisfied.* First, the “[e]vidence [was]
obtained as a result of an unlawful search or
seizure made by a person acting in a gov-
ernmental capacity.”’ Second, “the accused
makes a timely motion to suppress or an
objection to the evidence under the rule.”®
Third, the military judge decides that:

the accused had a reasonable expecta-
tion of privacy in the person, place, or
property searched; the accused had a
legitimate interest in the property or
evidence seized when challenging a sei-
zure; or the accused would otherwise
have grounds to object to the search or
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seizure under the Constitution of the
United States as applied to members of
the Armed Forces.”

Fourth, the military judge determines
that “exclusion of the evidence would
result in appreciable deterrence of future
unlawful searches or seizures and the
benefits of such deterrence outweigh the
costs to the justice system.”° Lastly, the
military judge must consider any exception
to the rule that may apply to the facts of
the case.®! Simply put, one must first deter-
mine that the rule applies before looking
for exceptions to the rule.

then the rule does not apply, and there is no
need to consider the exceptions.

The Supreme Court also follows
the procedure of analyzing the balancing
test before considering exceptions when
discussing the exclusionary rule.” In Davis,
the Supreme Court addressed the ques-
tion of “whether to apply the exclusionary
rule when the police conduct a search in
objectively reasonable reliance on binding
judicial precedent,” before considering
any exceptions.®® First, the Court analyzed
the balancing test and found the evidence
“iIs not subject to the exclusionary rule.”
Then, the Court acknowledged that even

These modifications will make the rule

more user-friendly for practitioners

To illustrate how a proper analysis of
the rule nullifies both the “good faith” and
“reliance” exceptions, consider the conduct
of two officers who obtained evidence from
unlawful searches, and assume that the
accused made a timely objection.®? Officer
Finkle executed a search pursuant to a war-
rant that he reasonably and with good faith
relied on, but the military judge determined
that there was no probable cause to support
the warrant.®® Officer Einhorn executed a
search pursuant to a statute that she reason-
ably relied on, but subsequently the statute
is held to be unconstitutional in a different
case.* In both examples, the military judge
concludes that the officers did not inten-
tionally violate the Fourth Amendment
and that neither acted in reckless disregard
of constitutional requirements. Thus, the
conduct of both officers was objectively rea-
sonable under that balancing test, and the
evidence would be admissible at trial.®®

Importantly, the military judge never
had to consider the exceptions to the rule,
even though Officer Finkle’s conduct would
have qualified for the “good faith” exception
and Officer Einhorn’s conduct would have
qualified for the “reliance” exception.® In
other words, the objectively reasonable stan-
dard is the same for both the balancing test
and the exceptions. Therefore, if the conduct
of law enforcement is objectively reasonable,
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without the balancing test, the inevita-
ble discovery exception would have been
applicable and “suppression would thus
be inappropriate.””® This procedure is not
readily apparent in MRE 311, and modi-
fications to the rule will make it easier for
practitioners to understand.

Minor Modifications

Military Rule of Evidence 311 needs further
modifications to help military practitioners
better understand the exclusionary rule.
“Judge advocates today are comfortable
with the [MREs], and also accept that the
rules will be modified on a regular basis to
conform to changes in both the [Federal
Rules of Evidence] and case law from the
Supreme Court and Court of Appeals for
the Armed Forces.””! The recommenda-
tions for modification from this article will
simplify the rule and are in accordance with
current case law. These modifications are
no more extensive than changes the rule
has undergone over the past few years.

MRE 311's Evolution

The title of MRE 311 is “Evidence Obtained
From Unlawful Searches or Seizures,” and
it is comprised of five parts: (a) the general
rule, (b) definitions of whose conduct the
rule seeks to deter, (c) exceptions to the
rule, (d) motions to suppress and objections

under the rule, and (e) effects of a guilty
plea on the rule.”” The rule’s current form is
the result of several modifications over the
past few years.

In 2013, the rule underwent its first
major changes in decades, trimming down
from nine parts to the current five parts.”
The most significant change in 2013 was that
the “definitions” section was moved in front
of the “exceptions” section, and it subsumed
many of the previous parts.”* In 2016, besides
the balancing test, the other notable addition
was the “reliance” exception.”” The only
relevant modifications since 2018 include the
language added to the “reliance” exception
and the removal of the analysis of the rule
from the appendix of the MCM.”®

The current exclusionary rule under
MRE 311(a) is:

Evidence obtained as a result of an
unlawful search or seizure made by

a person acting in a governmental
capacity is inadmissible against the
accused if: (1) the accused makes

a timely motion to suppress or an
objection to the evidence under this
rule; (2) the accused had a reasonable
expectation of privacy in the per-
son, place, or property searched; the
accused had a legitimate interest in
the property or evidence seized when
challenging a seizure; or the accused
would otherwise have grounds to
object to the search or seizure under
the Constitution of the United States
as applied to members of the Armed
Forces; and (3) exclusion of the
evidence results in appreciable de-
terrence of future unlawful searches
or seizures and the benefits of such
deterrence outweigh the costs to the
justice system.””

The lone explanation in MRE 311 for
proper analysis of the exclusionary rule is
within the definition section, and it de-
scribes which government actors can make
a search or seizure unlawful.”® Without
providing further discussion on the proper
way to analyze the rule or guidance on the
procedure for applying it, the exclusionary
rule is difficult to digest.
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MRE 311’s Proposed Modifications

Like Spam, only a few comprehend the
contents of MRE 311 and are willing to
consume it, but modifications to the rule
will make it palatable.”” Such modifications
include deleting the unnecessary excep-
tions, adding a discussion section explaining
how to analyze the balancing test, providing
guidance of the proper procedure when ap-
plying the rule, and including an analysis of
the rule in the appendix of the MCM. These
modifications will make the rule more
user-friendly for practitioners.

Discussing the Balancing Test

Deleting the unnecessary exceptions and
adding a discussion section immediately
after the general rule will help explain how
to analyze the balancing test. As discussed,
the balancing test subsumes the “good faith”
and “reliance” exceptions, but the princi-
ples that created them should be part of

the discussion of the balancing test.®*° The
MCM states that a “[d]iscussion [within a
rule] is intended by the drafters to serve as
a treatise” in order to make users aware of
principles or requirements derived from
“Executive Order, judicial decisions, or
other sources of binding law.”' The follow-
ing discussion section should appear in the
rule directly after the general rule subsec-
tion, so that practitioners understand how
to analyze the balancing test:

The balancing test of Mil. R. Evid.
311(a)(3) requires an objective anal-
ysis of the conduct of government
personnel obtaining evidence as a re-
sult of an unlawful search or seizure.
For deterrence to be appreciable, the
conduct must be sufficiently deliber-
ate that exclusion can meaningfully
deter it, such as conduct that is delib-
erate, reckless, grossly negligent, or
in some circumstances recurring or
systemically negligent. Additionally,
the conduct must be sufficiently
culpable that such deterrence is worth
the price paid by the justice system.
The price of exclusion is something
that offends the basic concepts of the
criminal justice system, for instance
letting a guilty defendant go free by
excluding evidence. The pertinent
analysis of deterrence and culpability
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is objective, not an inquiry into the
subjective awareness of government
personnel. The objective analysis is
whether a reasonably well trained
person acting in a government
capacity would have known that the
search was illegal in light of all the
circumstances.

The harsh sanction of exclusion is not
appropriate to deter objectively rea-
sonable conduct. Moreover, negligent
conduct that is objectively reasonable
would not result in an appreciable de-
terrence, and any marginal deterrence
would not outweigh the cost to the
justice system.®?

This proposed discussion will alert
practitioners to the importance of the
exclusionary rule’s balancing test require-
ment.® Even if practitioners understand
how to analyze the balancing test, MRE 311
should also provide the proper procedure
for applying the exclusionary rule.

Delineating the Procedure

Providing guidance in the procedure sec-
tion of the rule will ensure proper use of
the rule. The addition of guidance to practi-
tioners on the procedure of applying MRE
311 will parallel other rules of evidence
that exclude otherwise relevant evidence.*
Rules 311, 412, 513, and 514 have similar
structure—they all include the general rule,

the following additional subsection should
directly precede the subsection discussing
the timing of the military judge’s ruling:

Guidance on Application. Before
excluding evidence under this rule,
the military judge must find that the
evidence was obtained as a result of
an unlawful search or seizure, and
that exclusion would result in an
appreciable deterrence of future un-
lawful searches or seizures, and that
such deterrence outweighs the costs
to the justice system. If the military
judge concludes that the facts meet
the requirements of the rule, evidence
may still be admissible if the military
judge determines that an exception
under Mil. R. Evid. 311(c) applies.®

This new subsection ensures that
practitioners know the proper proce-
dure in applying the rule. In addition to
understanding the balancing test and the
procedure of applying MRE 311, practi-
tioners would also benefit from a detailed
analysis of the principles of the exclusion-
ary rule.

Detailing the Analysis

As previous manuals have done, including a
detailed analysis of the rule in the appendix
of the MCM will guide interpretations of the
law under the rule.¥” The MCM states that an
“[a]nalysis sets forth the nonbinding views of

The harsh sanction of exclusion is not appropriate to deter

objectively reasonable conduct

definitions, exceptions, and the proce-
dure for applying the rule.®> Military Rule
of Evidence 311(d), titled “Motions to
Suppress and Objections,” is the procedure
section of the rule; but, it does not explain
the procedure the military judge should
use when applying the rule.®* Military Rule
of Evidence 311(d)(7) only discusses the
timing of the military judge’s ruling.®” The
title of subsection (d) of MRE 311 should
change to “Procedure to Exclude Evidence
from an Unlawful Search and Seizure,” and

the drafters as to the basis for each rule” and
that it “is intended to be a guide in interpre-
tation.”® The 2019 MCM does not provide
an analysis to MRE 311; it only guides
practitioners to the analysis in the appendix
of the 2016 MCM.*' The analysis of MRE
311 should be restored to the appendix of the
MCM, and a corrected version of the analysis
is an appendix to this article.”> Modifying
MRE 311 and adding an analysis for the rule
will allow practitioners to both understand
and properly apply the exclusionary rule.
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Meaningless Conclusion

The balancing test of MRE 311 is not
another exception to the exclusionary rule,
nor is it a new concept. The balancing test
incorporates principles from a line of cases
that have spawned the “good faith” and
“reliance” exceptions and thus subsumes
these exceptions. The current version of
MRE 311 neither explains how to analyze
the balancing test nor properly applies the
exclusionary rule. The rule modifications
to MRE 311 proposed herein explain how
to analyze the balancing test, explain the
proper procedure for applying the rule,
and put an analysis section back in the
appendix of the MCM so that practitioners
can correctly interpret the principles of the
exclusionary rule. By incorporating these
modifications into MRE 311, the rule will
be more in line with Supreme Court case
law, and it will be easier for practitioners to
understand. TAL

Maj Mossor is the Senior Defense Counsel
for the Marine Corps Defense Services
Organization in Okinawa, Japan.

Appendix A. Military
Rule of Evidence 311°

Rule 311. Evidence obtained from
unlawful searches and seizures

(a) General rule. Evidence obtained as a
result of an unlawful search or seizure made
by a person acting in a governmental capac-
ity is inadmissible against the accused if:

(1) the accused makes a timely motion
to suppress or an objection to the evidence
under this rule;

(2) the accused had a reasonable
expectation of privacy in the person, place,
or property searched; the accused had a
legitimate interest in the property or evi-
dence seized when challenging a seizure; or
the accused would otherwise have grounds
to object to the search or seizure under the
Constitution of the United States as applied
to members of the Armed Forces; and

(3) exclusion of the evidence results in
appreciable deterrence of future unlawful
searches or seizures and the benefits of such
deterrence outweigh the costs to the justice
system.
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Discussion

The balancing test of Mil. R. Evid. 311(a)
(3) requires an objective analysis of the con-
duct of government personnel obtaining
evidence as a result of an unlawful search
or seizure. For deterrence to be appre-
ciable, the conduct must be sufficiently
deliberate that exclusion can meaningfully
deter it, such as conduct that is deliberate,
reckless, grossly negligent, or in some
circumstances recurring or systemically
negligent. Additionally, the conduct must
be sufficiently culpable that such deterrence
is worth the price paid by the justice system.

The price of exclusion is something that

offends the basic concepts of the criminal
justice system, for instance letting a guilty

defendant go free by excluding evidence.
The pertinent analysis of deterrence and
culpability is objective, not an inquiry into
the subjective awareness of government
personnel. The objective analysis is whether
a reasonably well trained person acting in

a government capacity would have known
that the search was illegal in light of all the
circumstances.

The harsh sanction of exclusion is not
appropriate to deter objectively reasonable
conduct. Moreover, negligent conduct that
is objectively reasonable would not result in

an appreciable deterrence, and any marginal
deterrence would not outweigh the cost to

the justice system.

(b) Definition. As used in this rule, a search
or seizure is “unlawful” if it was conducted,
instigated, or participated in by:

(1) military personnel or their agents
and was in violation of the Constitution of
the United States as applied to members of
the Armed Forces, a federal statute applica-
ble to trials by court-martial that requires
exclusion of evidence obtained in violation
thereof, or Mil. R. Evid. 312-317;

(2) other officials or agents of the
United States, of the District of Columbia,
or of a State, Commonwealth, or possession
of the United States or any political sub-
division of such a State, Commonwealth,
or possession, and was in violation of the
Constitution of the United States, or is un-
lawful under the principles of law generally
applied in the trial of criminal cases in the
United States district courts involving a
similar search or seizure; or

(3) officials of a foreign government or
their agents, where evidence was obtained
as a result of a foreign search or seizure
that subjected the accused to gross and
brutal maltreatment. A search or seizure
is not “participated in” by a United States
military or civilian official merely because
that person is present at a search or seizure
conducted in a foreign nation by officials
of a foreign government or their agents, or
because that person acted as an interpreter
or took steps to mitigate damage to prop-
erty or physical harm during the foreign
search or seizure.

(c) Exceptions.

(1) Impeachment. Evidence that was
obtained as a result of an unlawful search
or seizure may be used to impeach by
contradiction the in-court testimony of the
accused.

(2) Inevitable Discovery. Evidence that
was obtained as a result of an unlawful
search or seizure may be used when the
evidence would have been obtained even
if such unlawful search or seizure had not
been made.

3)-Good Faith- Executionof a~Warrant
obtained-asaresultof anuntawfulsearchor

(A) the search or seizure resulted from
an authorization to search, seize or appre-
hend issued by an individual competent
to issue the authorization under Mil. R.
Evid. 315(d) or from a search warrant or
arrest warrant issued by competent civilian
authority;

(B) the individual issuing the autho-
rization or warrant had a substantial basis
for determining the existence of probable
cause; and

(C) the officials seeking and executing
the authorization or warrant reasonably
and with good faith relied on the issuance
of the authorization or warrant. Good
faith is to be determined using an objective
standard.

(4) Reliance on Statute or Binding
Precedent. Evidence that was obtained as
a result of an unlawful search or seizure
may be used when the official seeking the
evidence acted in objectively reasonable
reliance on a statute or on binding prec-
edent later held violative of the Fourth
Amendment.
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(d) Motionsto-SuppressandObfections.
Procedure to Exclude Evidence from an
Unlawful Search and Seizure.

(1) Disclosure. Prior to arraignment, the
prosecution must disclose to the defense all
evidence seized from the person or property
of the accused, or believed to be owned by
the accused, or evidence derived therefrom,
that it intends to offer into evidence against
the accused at trial.

(2) Time Requirements.

(A) When evidence has been disclosed
prior to arraignment under subdivision (d)
(1), the defense must make any motion to
suppress or objection under this rule prior
to submission of a plea. In the absence of
such motion or objection, the defense may
not raise the issue at a later time except as
permitted by the military judge for good
cause shown. Failure to so move or object
constitutes a waiver of the motion or
objection.

(B) If the prosecution intends to offer
evidence described in subdivision (d)(1)
that was not disclosed prior to arraignment,
the prosecution must provide timely notice
to the military judge and to counsel for the
accused. The defense may enter an objec-
tion at that time and the military judge may
make such orders as are required in the
interest of justice.

(3) Specificity. The military judge may
require the defense to specify the grounds
upon which the defense moves to suppress
or object to evidence described in subdivi-
sion (d)(1). If defense counsel, despite the
exercise of due diligence, has been unable
to interview adequately those persons in-
volved in the search or seizure, the military
judge may enter any order required by the
interests of justice, including authorization
for the defense to make a general motion to
suppress or a general objection.

(4) Challenging Probable Cause.

(A) Relevant Evidence. If the defense
challenges evidence seized pursuant to a
search warrant or search authorization on
the ground that the warrant or authoriza-
tion was not based upon probable cause, the
evidence relevant to the motion is limited
to evidence concerning the information ac-
tually presented to or otherwise known by
the authorizing officer, except as provided
in subdivision (d)(4)(B).
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(B) False Statements. If the defense
makes a substantial preliminary showing
that a government agent included a false
statement knowingly and intentionally or
with reckless disregard for the truth in the
information presented to the authorizing
officer, and if the allegedly false statement is
necessary to the finding of probable cause,
the defense, upon request, is entitled to a
hearing. At the hearing, the defense has the
burden of establishing by a preponderance
of the evidence the allegation of knowing
and intentional falsity or reckless disre-
gard for the truth. If the defense meets its
burden, the prosecution has the burden of
proving by a preponderance of the evi-
dence, with the false information set aside,
that the remaining information presented
to the authorizing officer is sufficient to
establish probable cause. If the prosecution
does not meet its burden, the objection or
motion must be granted unless the search is
otherwise lawful under these rules.

(5) Burden and Standard of Proof.

(A) In general. When the defense makes
an appropriate motion or objection under
subdivision (d), the prosecution has the
burden of proving by a preponderance of
the evidence that the evidence was not
obtained as a result of an unlawful search
or seizure; that the deterrence of future
unlawful searches or seizures is not appre-
ciable or such deterrence does not outweigh

the costs to the justice system of excluding
the evidence; or that the evidence would
have been obtained even if the unlawful
search or seizure had not been made, that

excluding-the-evidence:™

(B) Statement Following Apprehension.
In addition to subdivision (d)(5)(A), a
statement obtained from a person ap-
prehended in a dwelling in violation of
R.C.M. 302(d)(2) and (e), is admissible if

the prosecution shows by a preponderance
of the evidence that the apprehension was
based on probable cause, the statement was
made at a location outside the dwelling
subsequent to the apprehension, and the
statement was otherwise in compliance
with these rules.

(C) Specific Grounds of Motion or
Objection. When the military judge has re-
quired the defense to make a specific motion
or objection under subdivision (d)(3), the
burden on the prosecution extends only to
the grounds upon which the defense moved
to suppress or objected to the evidence.

(6) Defense Evidence. The defense may
present evidence relevant to the admissibil-
ity of evidence as to which there has been
an appropriate motion or objection under
this rule. An accused may testify for the
limited purpose of contesting the legality
of the search or seizure giving rise to the
challenged evidence. Prior to the intro-
duction of such testimony by the accused,
the defense must inform the military judge
that the testimony is offered under sub-
division (d). When the accused testifies
under subdivision (d), the accused may be
cross-examined only as to the matter on
which he or she testifies. Nothing said by
the accused on either direct or cross-exam-
ination may be used against the accused for
any purpose other than in a prosecution for
perjury, false swearing, or the making of a
false official statement.

(7) Guidance on Application. Before
excluding evidence under this rule, the
military judge must find that the evidence

was obtained as a result of an unlawful

search or seizure and that exclusion would

result in an appreciable deterrence of future

unlawful searches or seizures and that such

deterrence outweighs the costs to the justice
system. If the military judge concludes
that the facts meet the requirements of the

rule, evidence may still be admissible if the
military judge determines that an exception
under Mil. R. Evid. 311(c) applies.

(78) Rulings. The military judge must
rule, prior to plea, upon any motion to sup-
press or objection to evidence made prior
to plea unless, for good cause, the military
judge orders that the ruling be deferred for
determination at trial or after findings. The
military judge may not defer ruling if doing
so adversely affects a party’s right to appeal

59



the ruling. The military judge must state es-
sential findings of fact on the record when
the ruling involves factual issues.

(89) Informing the Members. If a defense
motion or objection under this rule is sus-
tained in whole or in part, the court-martial
members may not be informed of that fact
except when the military judge must in-
struct the members to disregard evidence.
(e) Effect of Guilty Plea. Except as otherwise
expressly provided in R.C.M. 910(a)(2), a
plea of guilty to an offense that results in a
finding of guilty waives all issues under the
Fourth Amendment to the Constitution of
the United States and Mil. R. Evid. 311-317
with respect to the offense, whether or not
raised prior to plea.

Appendix B. Analysis of Military
Rule of Evidence 311”

Rule 311. Evidence obtained from
unlawful searches and seizures

Rules 311-317 express the manner
in which the Fourth Amendment to the
Constitution of the United States applies
to trials by court-martial, Cf. Parker v. Levy,
417 U.S. 733 (1974).

(a) General rule. Rule 311(a) restates
the basic exclusionary rule for evidence
obtained from an unlawful search or seizure
and is taken generally from Para. 152 of
the 1969 Manual although much of the
language of para. 152 has been deleted for
purposes of both clarity and brevity. The
Rule requires suppression of derivative as
well as primary evidence and follows the
1969 Manual rule by expressly limiting
exclusion of evidence to that resulting
from unlawful searches and seizures
involving governmental activity. Those
persons whose actions may thus give rise to
exclusion are listed in Rule 311(b) and are
taken generally from Para. 152 with some
expansion for purposes of clarity. Rule 311
recognizes that discovery of evidence may
be so unrelated to an unlawful search or
seizure as to escape exclusion because it was
not “obtained as a result” of that search or
seizure.

The Rule recognizes that searches
and seizures are distinct acts the legality of
which must be determined independently.
Although a seizure will usually be unlawful
if it follows an unlawful search, a seizure
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may be unlawful even if preceded by a
lawful search. Thus, adequate cause to seize
may be distinct from legality of the search
or observations which preceded it. Note

in this respect Rule 3 16(dH4HE}(c)(5)(C),
Plain View.

(1) Objection. Rule 311(a)(1) requires
that a motion to suppress or, as appropri-
ate, an objection be made before evidence
can be suppressed. Absent such motion or
objection, the issue is waived. Rule 311{}(d)
(2)(A). See United States v. Robinson, 77 M.].
303 (C.A.AF. 2018).

(2) Adequate interest. Rule 311(a)(2)
represents a complete redrafting of the
standing requirements found in para. 152 of
the 1969 Manual. The Committee viewed
the Supreme Court decision in Rakas v.
Illinois, 439 U.S. 128 (1978), as substan-
tially modifying the Manual language.
Indeed, the very use of the term “standing”
was considered obsolete by a majority of
the Committee. The Rule distinguishes
between searches and seizure. To have
sufficient interest to challenge a search, a
person must have “a reasonable expectation
of privacy in the person, place, or prop-
erty searched.” “Reasonable expectation
of privacy” was used in lieu of “legitimate
expectation of privacy,” often used in Rakas,
supra, as the Committee believed the two
expressions to be identical. The Committee
also considered that the expression “rea-
sonable expectation” has a more settled
meaning. Unlike the case of a search, an
individual must have an interest distinct
from an expectation of privacy to chal-
lenge a seizure. When a seizure is involved
rather than a search the only invasion of
one’s rights is the removal of the property
in question. Thus, there must be some
recognizable right to the property seized.
Consequently, the Rule requires a “legiti-
mate interest in the property or evidence
seized.” This will normally mean some form
of possessory interest. Adequate interest
to challenge a seizure does not per se give
adequate interest to challenge a prior search
that may have resulted in the seizure.

The Rule also recognizes an accused’s
rights to challenge a search or seizure
when the right to do so would exist under
the Constitution. Among other reasons,
this provision was included because of the
Supreme Court’s decision in Jones v. United

States, 302 U.S. 257 (1960), which created
what has been termed the “automatic stand-
ing rule.” The viability of Jones after Rakas
and other cases is unclear, and the Rule will
apply Jones only to the extent that Jones is
constitutionally mandated.

1986 Amendment. The words “includ-
ing seizures of the person” were added to
expressly apply the exclusionary rule to
unlawful apprehensions and arrests, that is,
seizures of the person. Procedures govern-
ing apprehensions and arrests are contained
in R.C.M. 302. See also Mil. R. Evid. 316}
(b).

2016 Amendment: Rule 311(a)(3)
incorporates the balancing test limiting
the application of the exclusionary rule set
forth in Herring v. United States, 555 U.S.
135 (2009), where the Supreme Court held
that to trigger the exclusionary rule, “the
deterrent effect of suppression must be
substantial and outweigh any harm to the
justice system.” Id. at 147; see also United
States v. Wicks, 73 M.J. 93, 104 (C.A.AF.
2014) (“The exclusionary rule applies only
where it results in appreciable deterrence
for future Fourth Amendment violations
and where the benefits of deterrence must
outweigh the costs” (internal quotation
marks omitted)).

2020 Amendment: A discussion section
was added to the rule to explain how to
analyze the balancing test and it is based
on the principles set forth in United States
v. Leon, 468 U.S. 897 (1984), expanded by
Illinois v. Krull, 480 U.S. 340 (1987), and
clarified by Herring v. United States, 555 U.S.
135 (2009).

(b) Nature of search or seizure. Rule
311(eb) defines “unlawful” searches and sei-
zures and makes it clear that the treatment
of a search or seizure varies depending on
the status of the individual or group con-
ducting the search or seizure.”

(1) Military personnel. Rule 311(eb)

(1) generally restates prior law. A viola-
tion of a military regulation alone will not
require exclusion of any resulting evidence.
However, a violation of such a regulation
that gives rise to a reasonable expectation
of privacy may require exclusion. Compare
United States v. Dillard, 8 M.]. 213 (C.M.A.
1980), with United States v. Caceres, 440 U.S.
741 (1979).
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(2) Other officials. Rule 311(eb)(2) re-
quires that the legality of a search or seizure
performed by officials of the United States,
of the District of Columbia, or of a state,
commonwealth, or possession or political
subdivision thereof, be determined by the
principles of law applied by the United
States district courts when resolving the
legality of such a search or seizure.

(3) Officials of a foreign government
or their agents. This provision is taken in
part from United States v. Jordan, 1 M.].

334 (C.M.A. 1976). After careful analysis,

a majority of the Committee concluded
that portion of the Jordan opinion which
purported to require that such foreign
searches be shown to have complied with
foreign law is dicta and lacks any specific
legal authority to support it. Further the
Committee noted the fact that most foreign
nations lack any law of search and seizure
and that in some cases, e.g., Germany, such
law as may exist is purely theoretical and
not subject to determination. The Jordan
requirement thus unduly complicates trial
without supplying any protection to the
accused. Consequently, the Rule omits the
requirement in favor of a basic due process
test. In determining which version of the
various due process phrasings to utilize, a
majority of the Committee chose to use the
language found in para. 150b of the 1969
Manual rather than the language found in
Jordan (which requires that the evidence not
shock the conscience of the court) believing
the Manual language is more appropriate to
the circumstances involved.

Rule 311(eb) also indicates that persons
who are present at a foreign search or
seizure conducted in a foreign nation have
“not participated in” that search or seizure
due either to their mere presence or because
of any actions taken to mitigate possible
damage to property or person. The Rule
thus clarifies United States v. Jordan, 1 M.].
334 (C.M.A. 1976) which stated that the
Fourth Amendment would be applicable to
searches and seizures conducted abroad by
foreign police when United States person-
nel participate in them. The Court’s intent
in Jordan was to prevent American au-
thorities from sidestepping Constitutional
protections by using foreign personnel to
conduct a search or seizure that would have
been unlawful if conducted by Americans.
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This intention is safeguarded by the Rule,
which applies the Rules and the Fourth
Amendment when military personnel or
their agents conduct, instigate, or par-
ticipate in a search or seizure. The Rule
only clarifies the circumstances in which

a United States official will be deemed to
have participated in a foreign search or
seizure. This follows dicta in United States v.
Jones, 6 M.J. 226, 230 (C.M.A. 1979), which
would require an “element of causation,”
rather than mere presence. It seems appar-
ent that an American service member is

far more likely to be well served by United
States presence—which might mitigate for-
eign conduct—than by its absence. Further,
international treaties frequently require
United States cooperation with foreign
law enforcement. Thus, the Rule serves all
purposes by prohibiting conduct by United
States officials which might improperly
support a search or seizure which would be
unlawful if conducted in the United States
while protecting both the accused and
international relations.

The Rule also permits use of United
States personnel as interpreters viewing
such action as a neutral activity normally
of potential advantage to the accused.
Similarly the Rule permits personnel to take
steps to protect the person or property of
the accused because such actions are clearly
in the best interests of the accused.

(c) Exceptions: Rule 311¢b}(c)(1) states
incorporates the impeachment exception
from the holding of Walder v. United States,
347 U.S. 62 (1954), and restates with minor
change the rule as found in para. 152 of the
1969 Manual.

1986 Amendment: Rule 311(b)(2) was
added to incorporate the “inevitable discov-
ery” exception to the exclusionary rule of
Nix v. Williams, 467 U.S. 431 (1984). There
is authority for the proposition that this
exception applies to the primary evidence
tainted by an illegal search or seizure, as
well as to evidence derived secondarily
from a prior illegal search or seizure.
United States v. Romero, 692 F.2d 699 (10th
Cir. 1982), cited with approval in Nix v.
Williams, supra, 467 U.S. 431, n.2. See also
United States v. Kozak, 12 M.J. 389 (C.ML.A.
1982); United States v. Yandell, 13 M.J. 616
(A.F.C.M.R. 1982). Contra, United States
v. Ward, 19 M.]. 505 (A.F.C.M.R. 1984).

There is also authority for the proposition
that the prosecution must demonstrate that
the lawful means which made discovery
inevitable were possessed by the investi-
gative authority and were being actively
pursued prior to the occurrence of the
illegal conduct which results in discovery of
the evidence (United States v. Satterfield, 743
F.2d 827, 846 (11th Cir. 1984)).

As alogical extension of the holdings
in Nix and United States v. Kozak, supra, the
leading military case, the inevitable discov-
ery exception should also apply to evidence
derived from apprehensions and arrests
determined to be illegal under R.C.M. 302
(State v. Nagel, 308 N.W/.2d 539 (N.D. 1981)
(alternative holding)). The prosecution may
prove that, notwithstanding the illegality
of the apprehension or arrest, evidence
derived therefrom is admissible under the
inevitable discovery exception.
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2020 Amendment. Deleted both the
“good faith” and “reliance” exceptions from
the rule because they were subsumed by the
balancing test of Rule 311(a)(3). The “good
faith” exception was based on the holding
United States v. Leon, 468 U.S. 897 (1984).
See also Massachusetts v. Sheppard, 468 U.S.
981 (1984). The “reliance” exception was
derived from the holding of Illinois v. Krull,
480 U.S. 340 (1987). These exceptions re-
lied on an objectively reasonable standard,
which is the same standard of the balancing
test. Therefore, any objectively reasonable
conduct that would have met one of these
exceptions would not have resulted in
exclusion under the balancing test and been
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found admissible without considering the

exceptions.

(d) Motionto-suppressandobjections-
Procedure to Exclude Evidence from an
Unlawful Search and Seizure. Rule 311(d)
provides for challenging evidence obtained
as a result of an allegedly unlawful search or
seizure. The procedure, normally that of a
motion to suppress, is intended with a small
difference in the disclosure requirements to
duplicate that required by Rule 304(d) for
confessions and admissions, the Analysis of
which is equally applicable here.

Rule 311(d)(1) differs from Rule 304(c)
(1) in that it is applicable only to evidence
that the prosecution intends to offer against
the accused. The broader disclosure pro-
vision for statements by the accused was
considered unnecessary. Like Rule 304(d)
(2)(C), Rule 311(d)(2)(C) provides expressly
for derivative evidence disclosure of which
is not mandatory as it may be unclear to the
prosecution exactly what is derivative of a
search or seizure. The Rule thus clarifies the

situation.

(2) Time Requirements. Rule 311(d)
(2) “unambiguously establishes that failure
to object is waiver, and it is not a rule that
uses the term ‘waiver’ but actually means
‘forfeiture.” United States v. Robinson, 77 M.].

303,307 (C.A.A.F. 2018).

(g4) Scope-of motionsand-objectionsc
Challenging Probable Cause. Rule 311(d)(4)
(A) follows the Supreme Court decision in
Franks v. Delaware, 422 U.S. 928 (1978), see
also United States v. Turck, 49 C.M.R. 49, 53
(A.F.C.M.R. 1974), with minor modifica-
tions made to adopt the decision to military
procedures. Although Franks involved
perjured affidavits by police, Rule 311(a)
is made applicable to information given by
government agents because of the gov-
ernmental status of members of the armed

services. The Rule is not intended to reach
misrepresentations made by informants
without any official connection.”””

1995 Amendment: Subsection (d)(4)(B)
was amended to clarify that in order for
the defense to prevail on an objection or
motion under this rule, it must establish,
inter alia, that the falsity of the evidence
was “knowing and intentional” or in reck-
less disregard for the truth. Accord Franks v.
Delaware, 438 U.S. 154 (1978).

(e5) Burden of proof. Rule 311te}(d)

(5) requires that a preponderance of the
evidence standard be used in determin-

ing search and seizure questions. Lego v.
Twomey, 404 U.S. 477 (1972). Where the
validity of a consent to search or seize is
involved, a higher standard of “clear and
convincing,” is applied by Rule 314(e). This
restates prior law.

February 1986 Amendment:
Subparagraphs—{e}t-and{2} (d)(5)(A) was
amended to state the burden of proof for
the inevitable discovery as prescribed in Nix
v. Williams, 467 U.S. 431 (1984)-and-Hmnited-

1993 Amendment. The amendment to
Mil. R. Evid. 311€e}2}(d)(5)(B) was made
to conform Rule 311 to the rule of New York
v. Harris, 495 U.S. 14 (1990). The purpose
behind the exclusion of derivative evidence
found during the course of an unlawful
apprehension in a dwelling is to protect
the physical integrity of the dwelling not
to protect suspects from subsequent lawful
police interrogation. See id. A suspect’s
subsequent statement made at another
location that is the product of lawful police
interrogation is not the fruit of the unlaw-
ful apprehension. The amendment also
contains language added to reflect the“good
897-(1984);and-the “inevitable discovery”
exception set forth in Nix v. Williams, 467
U.S. 431 (1984).

2016 Amendment. Subparagraph (d)
(5)(A) was amended adding the balancing
test of subparagraph (a)(3) of the rule as
prescribed in Herring v. United States, 555
U.S. 135 (2009).

2020 Amendment. Subparagraph (d)(5)
(A) was rearranged, deleting language from
the “good faith” and “reliance” exceptions
and placing the burden of the Rule 311(a)
(3) balancing test before the burden of the
inevitable discovery exception.

(£6) Defense evidence. Rule 311(d)(6)
restates prior law and makes it clear that
although an accused is sheltered from any
use at trial of a statement made while chal-
lenging a search or seizure, such statement
may be used in a subsequent “prosecution
for perjury, false swearing or the making of
a false official statement.”
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(7) Guidance on Application. Rule 311(d)
(7) describes the procedure for military
judges to use when applying the exclusion-
ary rule. Simply put, the proper procedure
of the rule is the military judge answering
the followed five questions. First, was
evidence obtained as a result of an unlawful

search or seizure made by a person acting
in a governmental capacity? Second, did the

must follow the same procedural require-
ments as a motion to suppress derivative
evidence.

This revision is stylistic and addresses
admissibility rather than conduct. See supra,
General Provisions Analysis. The drafters
did not intend to change any result in any
ruling on evidence admissibility

2020 Amendment. Besides the amend-

accused makes a timely motion to suppress

ments to the rule discussed supra, the

or an objection to evidence under this rule?

amendment rearranged the appendix to

Third, did the accused had a reasonable ex-

correspond with the 2013 rearrangement of

pectation of privacy in the person, place, or

the rule and corrected errors left from that

property searched? Fourth, would the ex-

amendment, bring the analysis up to date

clusion of the evidence result in appreciable

with the current version of the rule.

deterrence of future unlawful searches or

seizures and the benefits of such deterrence
outweigh the costs to the justice system?
Lastly, if exclusion is appropriate under the
rule, do any exceptions apply that permits
admission of the evidence over the rule? See
Davis v. United States, 564 U.S. 229 (2011).
2020 Amendment. Subparagraph (d)(7)
was amended to the rule in order provide
practitioners guidance on the proper proce-
dure when applying the exclusionary rule,
that is to analyze whether the requirement
of the rule are met before considering ex-
ceptions. See Davis v. United States, 564 U.S.
229 (2011) (the Court acknowledged that
the inevitable discovery would have applied

to the case, but the evidence was already
admissible under the balancing test).

(h9) Objections to evidence seized un-
lawfully. Rule 311¢h}(d)(9) is new and is
included for reasons of clarity.

(te) Effect of guilty plea. Rule 311{1}(e)
restates prior law. See, e.g., United States v.
Hamil, 15 U.S.C.M.A. 110, 35 CM.R. 82
(1964).

2013 Amendment. The definition of
“unlawful” was moved from subsection
(c) to subsection (b) and now immediately
precedes the subsection in which the term
is first used in the rule. Other subsections
were moved and now generally follow the
order in which the issues described in the

subsections arise at trial. The subsections
were renumbered and titled; this change
makes it easier for the practitioner to

find the relevant part of the rule. Former
subsection (d)(2)(C), addressing a motion to
suppress derivative evidence, was subsumed
into subsection (d)(1). This change reflects
how a motion to suppress seized evidence
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Notes
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Space Law
What It Is and Why It Matters

By Major Joshua J. Wolff

Irresistible to pun lovers and self-styled comedians, the words
“space law” can elicit a variety of reactions: curiosity, humor,
or even confusion. Upon telling fellow Army professionals of
my plans to study space law, I would often hear a version of the
following response: “Oh, space law! So you're going to learn how
to court-martial Spock?” (or Worf or, occasionally, ALF). As
hilarious as the references are contemporary, the good-natured
ribbing—from both within and outside the judge advocate legal
services community—reflects a general knowledge gap regard-
ing the Department of Defense (DoD) and Army’s reliance on
space assets and the scope of associated legal issues. But, from

the creation of the United States Space Command to the nascent
Space Force, the space domain’s role in national defense is rapidly
expanding. National security professionals who understand the
broad principles of space law and related implications on military
operations are better-suited to serve Army and DoD clients. This
article aims to provide that foundation through a brief discussion
of space law’s fundamental rules and the related national security
law implications.

‘What Space Law Is—and Is Not

Space law’s definition depends upon how broadly one views the
field. In the narrowest sense, it is limited to the body of interna-
tional law that addresses outer space directly. This consists of four
widely-subscribed treaties from the 1960s and 1970s, colloquially
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known as the Outer Space Treaty (OST) (1967),! the Rescue
Agreement (1968),” the Liability Convention (1972),® and the
Registration Convention (1975).* These agreements, along with
other equities and interests, led states to develop various domes-
tic legal controls. This added regulation gives rise to space law’s
broader definition: every legal regime with a significant impact on
at least one type of space activity. The broader definition thus in-
cludes both international law and domestic statutory and regulatory
regimes with topics ranging from telecommunications® to export
control® to space resource mining.’

Space law is not maritime or air law “higher up.” The anal-
ogy is tempting: the high seas and air above them are, like space,
areas used by states yet the sovereign territory of none. Some legal
principles from space law even appear to be the same, with the law
of the flag conferring jurisdiction to a state for its vessels on the
high seas and Article VIII of the OST accomplishing a corollary
function for manmade objects in outer space.® These comparisons,
however, are misleading for several reasons.

Chief among the distinctions between air and maritime law
and space law relates to responsibility. In all regimes, states are
obligated to ensure vessels or objects under their registration
comply with and conform to international law.’ Unique to space
law, however, is that states bear international responsibility and
financial liability for internationally wrongful acts or damage
resulting from their national activities in outer space—including
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those produced by non-governmental entities.'
In other words, while a state is obligated
to ensure those conducting activities under
color of its authority are compliant with
international law in all domains, it faces
significantly greater consequences'! for its
nationals’ noncompliance under space law.

Physical differences between the
domains can significantly affect these legal
issues. If two ships or aircraft were to get too
close to each other in a contested situation
in their respective domains, the worst-case
scenario includes damaged property, envi-
ronmental damage, and potentially injuries
or even limited loss of life. While these
consequences are serious, they are largely
contained and relatively discrete (both tem-
porally and geographically)." If two satellites
were to collide—and recent reporting on
Russian satellite activities shows this is a
distinct possibility'*—the debris could prove
hazardous for years as it continues to orbit
the earth. This poses risks to completely
unrelated space objects, including some
that are not even launched at the time of
the incident." Considered in the context
of the unique responsibility and liability
obligations mentioned above and described
in greater detail below, the risks of analogiz-
ing law of the air or sea domains directly to
space become more apparent. Specifically,
a private satellite operator’s negligence
producing a collision in outer space (or even
losing control of the object due to technical
failures) could cause financial uncertainty
for that state indefinitely as the remnants of
that satellite remain in orbit.

Another way space physics affects legal
analysis is in the proportionality rule of
the law of armed conflict, which prohibits
attacks when the expected loss of life, injury
to civilians, or damage to civilian property
is excessive in relation to the concrete and
direct military advantage anticipated."
In space, due to long-lasting debris, the
expected damage from any kinetic strike is
extremely difficult to forecast; this com-
plicates the assessment. Moreover, the
potential that long-lasting debris may inter-
fere with future operations is an important
practical consideration for commanders.

In sum, space is different and far too
much so to extrapolate the law of the sea
or air law directly. From the legal per-
spective, all of its rules developed in a
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world that is post-United Nations (U.N.)
Charter. As a result, there is an amplified
role for states in the supervision of activ-
ities undertaken there. Physically, space
lacks borders and objects behave differently
there. Accordingly, many legal principles
will yield different results when applied in
this domain.

Space Law and National Security
For the national security professional, the
narrower definition of space law, dis-
cussed above, is most applicable and will
thus be the basis of the rest of this article.
Most of the principles relevant to military
operations and other national security con-
siderations are derived from the OST and
elaborated in the other three major space
treaties. The OST incorporates interna-
tional law, including the U.N. Charter, into
all activities in the exploration and use of
outer space.'® Space law’s rules, then, must
be read and understood in the broader
context of other national security law—pri-
marily the jus ad bellum and jus in bello.””
The following is a brief distillation of space
law’s general principles with some illustra-
tions of their impact on national security
matters.

The Core Principles: Freedom of Use
and Prohibition of Appropriation
The first principle of space law, often
referred to as “freedom of use,” is articu-
lated in Article I of the OST: outer space,
including all celestial bodies, is free for
exploration and use by all states without
discrimination of any kind."® Older than
any of the space treaties, this principle arose
in 1957 when the Soviet Union launched
Sputnik in an acquiescent response from the
international community."” Sputnik’s un-
protested passage over other states marked
a monumental change from the traditional
ad coelum doctrine, which held that prop-
erty had an infinite extension overhead.?
Freedom of use appears straightforward
and analogous to the Lotus Principle, which
holds that states may conduct any activity
not specifically prohibited by treaty or cus-
tom.?' The national security significance of
free use becomes more apparent when con-
sidered in the context of the next principle,
the prohibition on national appropriation.
This principle holds that no portion of

space or any celestial body is subject to na-
tional appropriation by claim of sovereignty
or any other means.”” These rules produce a
natural tension: states are generally free to
operate as they see fit in outer space, but
are limited in protecting assets because they
cannot exclude others from occupying posi-
tions deemed threatening (i.e., are unable to
claim territorial sovereignty). This creates
potential for conflict.

The reported 2018 encounter between
Russian and French satellites illustrates
both this tension and the primacy of the
free use principle. In that instance, French
officials alleged that a Russian satellite ma-
neuvered to and operated in close proximity
to a French satellite.”® The French govern-
ment characterized the actions as espionage.
This moniker carries legal significance
because espionage is not prohibited under
international law, even if states regu-
larly condemn it when discovered.?* The
freedom of use and non-appropriation
principles left the French government
without any legal recourse, perhaps leading
them to choose public condemnation as
a response. In other words, France could
characterize the Russian satellite maneu-
vering as irresponsible, but not illegal.
Importantly, the United States has artic-
ulated favoring freedom of use since the
earliest days with President Eisenhower
reportedly viewing the Sputnik’s successful
launch as a partial victory because it con-
firmed the principle in international law.?

The freedom of use rule differs from
air law, which is governed by a separate rule
structure relying in part on territory. This
raises the question: where does territorial
air space end and outer space legally begin?
Two methods to answering this question
dominate the discussion: spatialism and
functionalism. The spatialist approach
proposes a particular altitude (typically 100
kilometers above sea level) as constituting
outer space and, therefore, governed by
space law. Anything below such a level
is subject to air law. Proponents of this
approach argue that a clear delineation will
make rules easier to follow and enforce.
The functional approach argues that the
purpose or use of the object under analy-
sis—whether to operate in outer space or to
be used in the earth’s atmosphere—should
govern which law applies. Functional
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supporters note that some space objects
can enter into relatively low orbits and that
all space objects begin movement with a
negligible altitude, meaning different legal
regimes would apply to the same object at
different stages of its use (or even different
points of an orbit). The overwhelming ma-
jority of state practice—including that of the
United States—is to follow the functional
approach, declaring that any object in orbit
is in outer space.”

Military-Specific Principles

The next few principles of space law apply
directly to military operations. The first
principles restrict the use of weapons of mass
destruction (WMD). Specifically, stationing
WMD in outer space (or installing them
upon any celestial body) is prohibited.”” Such
weapons transiting through outer space, how-
ever, is not prohibited by this rule. Nuclear
explosions of any kind in outer space—an
event with exceptionally hazardous conse-
quences on the earth’s surface®—are also
prohibited during peacetime.?”

The next principles relate to the moon
and other celestial bodies. The OST states
that these may only be used for “peaceful
purposes.”® While the scope of this term is
subject to some debate, the majority view
(and that held by the United States) is that
this term prohibits aggression, but not mili-
tary measures taken for defensive posture.’!
This interpretation is potentially critical
for space entrepreneurs’ plans to harvest
resources from celestial bodies. Recalling
the freedom of use and non-appropriation
principles above, protecting equipment and
facilities of states, or their juridical persons
conducting such activities, may well prove
to be such a peaceful purpose.*

Another rule with potential direct
implication on military space operations
is the declaration of astronauts as “envoys
of mankind.”? This title confers special
quasi-diplomatic status and includes a
pledge (at least among parties to the Rescue
Agreement) to return the astronauts safely
to their state of nationality if found within a
member state’s territory.** Many astronauts
are military officers, which raises a number
of questions in the event of an armed con-
flict. The legal answers to these questions
will rely upon fairly traditional analysis
of protected status (and loss thereof); but,

2020 = Issue5 = Army Lawyer

depending on the nature of and parties to
the conflict in question, the policy implica-
tions are potentially very complex.*®

Unicorn of International

Law: State Responsibility for
Private Activities in Space

One of the most unique features of space
law is how it addresses state responsibility.
Born of Soviet opposition to (and some
may say suspicion of) American enthusiasm
for private activities in space,* the gen-
eral rule is that states are internationally
responsible for “national activities” in outer
space, whether conducted by governmen-
tal or non-governmental actors.” This is

a marked departure from the general rule
that states are only internationally respon-
sible for the actions of government organs
or private actors under the state’s “effective
control.”® The scope of the phrase “national
activities in outer space” is not defined in
any treaty; but, state practice—including
that of the United States—is to view this
broadly. Thus, all space activities conducted
from their territory—and those carried on
by their nationals—are regulated.”

The unusual responsibility rule in
space law raises three critical points for
practitioners to understand. First, the
term “space activities” includes all actions
associated with the operation of a space
object, regardless of whether they occur
on the earth’s surface, in the atmosphere,
or in outer space. The majority of actions
to control and otherwise utilize satellites
are conducted by humans from the earth’s
surface, meaning the term’s applicability
is broader than it may appear at first blush
(i.e., it applies on the earth’s surface as
well as in outer space). Second, beware
conflating international responsibility for
wrongful acts with attribution. Doing so
implies that, if a space object is used to
conduct what would amount to an armed
attack, a private actor from State A could
initiate an international armed conflict
with State B—regardless of whether State
A’s government exercised any control over
the private actor.” Such an interpretation
is contrary to the U.N. Charter’s purpose
of maintaining international peace and
security. The final takeaway is that states
are obligated to require authorization and
continuing supervision of their national

activities in outer space. Thus, as men-
tioned above, states tend to maximize
jurisdiction and control over anything
that could be considered their national
activities.*

As the private commercial partici-
pation in space activities increases, these
responsibility rules can raise some inter-
esting questions. Some of these questions
are straightforward, such as the lawful
targeting of privately-owned equipment in
the event of an armed conflict. Simply put,
in the event of an armed conflict, com-
mercial satellites that provide services to
a government entity are lawful “dual use”
targets by an enemy—if they provide an
effective contribution to military action.*
Other questions are much more difficult.
One of them relates to the law of neutrality,
which—in order to retain protection from
the conflict’s effects—generally obligates
neutral states to refrain from participat-
ing in hostilities; but, it imposes no such
restriction on neutral states’ nationals.**
Would neutral state nationals enjoy this
greater leeway in providing space-based
services to belligerents to an armed con-
flict—such as earth imaging or satellite
communications? Or would space law’s
unique state responsibility for such activi-
ties mean the prohibition on participation
applies? This question is currently unsettled
in international law but may be of growing
importance as governments—including mil-
itaries—are increasingly using commercial
space services.®

A corollary to international responsi-
bility for national activities in outer space
is that states also bear financial liability
for damage caused by space objects.* The
general rule creates a two track system:
launching states are strictly liable for dam-
age to persons or property occurring on
the surface of the earth or to an aircraft in
flight, while liability for damage or injury
in space is fault-based.”” Straightforward in
concept, these rules have remained untested
as a matter of international law. In 1978,
when a nuclear-powered Russian satellite
crashed in Canada, questions arose as to
whether environmental harm constitutes
“damage” on earth.”® Determining fault for
damage caused in outer space is even murk-
ier. International space traffic management
rules do not exist; there is no right of way
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in orbit. Moreover, establishing underly-
ing facts of any collision in outer space is
fraught with challenges. These rules drive
substantial insurance requirements as part
of the licensing process.

The authority to uphold these respon-
sibilities are provided by Article VIII of
the OST and the Registration Convention,
which provides that each space object must
be registered to one state, which will then
maintain jurisdiction and control over the
object. The registration principle is one of
authority, not transparency. These rules
are meant to ensure that no space object
can be stateless, providing at least some
mechanism to identify a responsible or
liable state to enforce those corollary rules.
Registration is not, however, a trans-
parency measure. The only information
required is identifying; its capabilities need
not be described.”

Together, these rules are important for
national security practitioners to understand.
This system—and particularly the ambiguous
term “national activities in outer space”—in-
centivizes states to maximize oversight for
space-related activities conducted from their
territory or by their nationals. The physical
requirements to operate constellations of
satellites often requires a series of stations
around the globe for control functions.*
The result is that several states may have
international obligations (responsibility or
financial liability) at stake for any given sat-
ellite constellation. As militaries increasingly
use commercially-provided space services,
these equities must be carefully considered
from acquisition onward. Planners must
account for other states’ obligations gener-
ally, as in the event of a collision, and how
these obligations may change in the event of
an armed conflict.

Principles of Cooperation

The remaining principles are aimed at

a cooperative approach to the use and
exploration of outer space. One such
principle is the obligation for states to
conduct their activities with due regard to
the corresponding interests of other states.*!
To facilitate this cooperation, states are
obligated to seek consultation with others
when they suspect planned activities (by the
state or its nationals) may potentially cause
harmful interference with the activities of
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another state.” Similarly, states have a right
to request consultation if they believe the
activities of another state (or that state’s
nationals) might cause harmful interference
to its own activities.” This is a relatively
narrow principle because it does not pro-
vide for a dispute resolution mechanism.

A recent example demonstrates both
the purpose and limitations of this rule. In
February 2020, U.S. officials disclosed con-
cerns of a Russian satellite maneuvering near
one of its satellites.>* According to reports,
the United States sought to address this
through diplomatic channels.”® If the United
States perceived the Russian satellite’s
actions may cause harmful interference (e.g.,
potential for collision or interrupting the
satellite’s control), space law would guaran-
tee a right to request consultations with the
Russian government. Should the Russian
government not agree with the assessment
that these actions pose the risk of harmful
interference, however, space law does not
currently provide for any means to resolve
the difference. This principle may seem of
little utility, but some have recently sug-
gested its use as a basis for establishing some
norms in the realm of space traffic manage-
ment. Specifically, this rule may serve as a
basis for states to establish physical zones
around space objects (e.g., 15 kilometers),
and declare that operation by another space
object in such zone (without consultation) as
constituting potential harmful interference.*
Under this approach, the potential harm-
ful interference grants a right to request
consultation from the state responsible for
the other space object). This may prove to
be a solution to the friction described above
between the principles of freedom of use and
prohibited sovereignty in space.

Three other rules on cooperation round
out the principles of space law. First, states
are obligated to consider requests to observe
the flight of space objects.” This rule is
generally unused and was meant to facilitate
reciprocity in extraterritorial construction of
tracking facilities.’® Next, the OST obli-
gates states to share the “nature, conduct,
locations, and results” of scientific studies
conducted in space.” This rule’s weight is
significantly limited, however, by the caveat
that states must only do this insofar as it is
feasible and practicable.® Lastly, the OST
requires “stations, installations, equipment,

and space vehicles on the moon and other
celestial bodies” to be open to representa-
tives from other state parties on a basis of
reciprocity with reasonable advance notice.®
This rule may prove of increasing impor-
tance as both the United States®” and China®
have plans to build research stations on the
moon in the next decade.

1

Conclusion

The rules discussed here are drawn from

a body of international law designed to
harmonize the use and exploration of outer
space and celestial bodies. These constitute
an agreement amongst parties (many have
argued among all states as customary inter-
national law)* on conduct related to space
activities. The above examples provide
context for some of the ways these rules
may affect matters of national security in
peacetime and conflict. Difficult questions
exist beyond the scope of this article, and
many more will arise as technology and use
of space continues to develop. As policies
evolve and norms mature to account for
these changes, national security profes-
sionals will benefit from understanding

the bedrock principles described above,
particularly those related to freedom of
use, appropriation, and responsibility.
Interpretations may evolve and change—
particularly when considered in the context
of an armed conflict—but the rules are likely
to remain, constituting the bedrock for in-
ternational law of the space domain.® TAL

MAJ] Wolff is a national security law attorney
at USS. Space Command in Colorado Springs,
Colorado.
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The Plea of Necessity
and Cyber Warfare

By Captain Katharina J. Rienks

A strict observance of the written law is doubtless one of the high duties of a good citizen, but not the highest. The laws of necessity, of self-
preservation, of saving our country when in danger, are of higher obligation. To lose our country by a scrupulous adherence to written law, would
be to lose the law itself, with life, liberty, property and all those who are enjoying them with us; thus absurdly sacrificing the end to the means.!

he Ballistic Missile Defense System (BMDS) is one of the

most important, yet largely unnoticed, homeland defense
mechanisms operated by the United States. The system is a highly
sophisticated network featuring an integrated, layered architec-
ture that provides multiple opportunities to detect and destroy
incoming missiles and their warheads before they can reach their
targets.? The BMDS protects both the homeland and our deployed
military forces, as well as some of our allies worldwide.® The
system’s architecture includes networked sensors and ground- and
sea-based radars for target detection and tracking; ground-and
sea-based interceptor missiles for destroying a ballistic missile; and
a command, control, battle management, and communications
network linking the sensors and interceptor missiles.* Interference
with the BMDS could have catastrophic effects on the United
States’ capability to detect and destroy various kinds of missiles.?

For the purposes of this article, imagine that—through
continuous monitoring—the Command and Control, Battle
Management, and Communication (C2BMC) system detects a
cyber operation disrupting the various ground- and sea-based
radars and surveillance systems that make up the early warning
systems. United States Cyber Command (USCYBERCOM) traces
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the operation back to a government building within North Korea.
Intelligence suggests that the intent of the operation was to affect
only one of the ground-based radars in an effort to “grandstand”
North Korea’s cyber capabilities. Unbeknownst to North Korea,
the operation is affecting a majority of the early warning systems.
The operation has not caused any physical damage to the BMDS,
but is severely limiting communication within the system.

Diplomatic relations with North Korea are non-existent. Due
to a contentious trade war with China, relations are strained, and
China refuses to mediate between the United States and North
Korea. Allies of the United States unsuccessfully attempted to en-
gage in diplomacy with China and North Korea. While the futile
attempts at diplomacy are ongoing, the cyber operation crippling
the BMDS is progressing. At the same time, attempts to reset and
repair the early warning systems from within the United States are
in progress. However, the only way to neutralize the cyber opera-
tion is to take the source of the operation completely offline.

To prevent a complete loss of all BMDS early warning
capabilities, the U.S. Strategic Command (USSTRATCOM)
Commander is considering a conventional military strike on
the power transformer in North Korea that is supplying the
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building with electricity. In the alternative,
USCYBERCOM recommends a cyber oper-
ation to shut down the power grid in North
Korea, take the source offline, and end the
operation.

In this scenario, there have been no
casualties or damages resulting from the
cyber operation. In fact, most Americans
are going about their days as usual, with
no knowledge of the severely degraded

known as the necessity doctrine. Within
this basic framework, this article examines
the elements of a plea of necessity and
whether either of the proposed courses

of action would be justified. The analysis
shows that the plea of necessity would

not justify an action amounting to a use
of force in response to a cyber operation
that is below the use of force threshold.
Alternatively, under the plea of necessity,

A robust body of advisory, non-binding opinions

altempted to examine cyber operations; but, laws

and international agreements remain lacking

BMDS. Intelligence suggests that the intent
behind the operation of infecting one of the
systems that comprises the BMDS was to
show the United States that it is vulnerable.
Additionally, there is no evidence that any
of the states with Intercontinental Ballistic
Missile (ICBM) capabilities are planning an
attack on the United States or its allies.

The first proposed course of action is
an air strike on the transformer supplying
electricity to the building that controls the
cyber operation, carried out by F-16s from
the 36th Fighter Squadron, Osan Air Base,
Republic of Korea (ROK). This course
of action would destroy the transformer
and shut down part of the power grid for
an extended period of time. The alternate
approach of a cyber operation would not
cause any territorial intrusion or visible
damages. Instead, it would shut down the
entire power grid and cause widespread
power outages in hospitals, schools, public
transportation, and other important infra-
structure. Both proposed courses of action
require causing at least some temporary
power outages.

In the absence of an armed conflict and
its associated remedies under the United
Nations (U.N.) Charter, this article exam-
ines whether the proposed kinetic strike or
cyber operation by the United States would
be a permissible response under the plea of
necessity. This article gives a brief overview
of the current state of international law as it
applies to cyber operations and introduces
the concept of the plea of necessity, also
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the proposed cyber operation has the
potential to be a viable option—if it remains
below the use of force threshold. This arti-
cle then concludes that the plea of necessity
is a limited remedy that may justify an oth-
erwise belligerent act, but only in specific
circumstances.

Background

International Law Applicable

to Cyber Operations

Despite cyber warfare capabilities develop-
ing at a dizzying rate, the jus ad bellum and
the jus in bello of the past century regulate
today’s cyber warfare, just like they have
regulated traditional warfare in the past.®
While the law of armed conflict (LOAC)
and the U.N. Charter are well-established,
cyber operations complicate the traditional
use of force framework.” A robust body of
advisory, non-binding opinions attempted
to examine cyber operations; but, laws and
international agreements remain lacking.
This article examines a remedy outside the
scope of the traditional laws pertaining

to armed conflict, focusing on the plea of
necessity. First, however, a brief review of
the current legal landscape is helpful in un-
derstanding the various categories of cyber
operations.

Article 2 of the Geneva Convention
of 1949 (GC) first introduced the term
“armed conflict” and the laws pertaining
to it.® Despite laying out the rules applying
to armed conflict, GC I does not actually

define what constitutes armed conflict or
the use of force. In an attempt to prevent
armed conflict, Article 2(4) of the U.N.
Charter prohibits both the threat of force,
as well as the use of force: “[A]ll members
shall refrain in their international relations
from the threat or use of force against the
territorial integrity or political indepen-
dence of any state, or in any other manner
inconsistent with the purposes of the
United Nations.”

To fully understand how a cyber oper-
ation might be categorized as a use of force,
it is important to understand the jurispru-
dence that has attempted to define use of
force and armed conflict. The International
Court of Justice (ICJ) held that armed con-
flict involves action by armed forces across
international borders, as well as such armed
actions carried out by “armed bands, groups,
irregulars, or mercenaries.”" Similarly, ac-
cording to conclusions of the International
Law Association’s (ILA) Committee, an
armed conflict requires an intense exchange
of fighting by organized armed groups."!
Under this traditional framework of armed
conflict, it is irrelevant in which domain
the conflict takes place, be it on land, at sea,
in the air, or in cyberspace.? To aid in the
analysis, the U.N. Charter lists specific acts
that generally do not amount to the use of
force. For example, Article 41 of the U.N.
Charter lists “complete or partial disruption
of economic relations and of rail, sea, air,
postal, telegraphic, radio, and other means
of communication, and the severance of
diplomatic relations” as conduct that does
not constitute a use of force."

Applying the Traditional Use of Force
Framework to Cyber Operations

With categorical exclusions on the one
hand, and vaguely-defined concepts on

the other, experts and scholars have long
struggled to categorize cyber operations.'
The Tallinn Manual 2.0 on International
Law Applicable to Cyber Warfare is a good
starting point. While the Tallinn Manual
2.0 is not binding law, it analyzes and
clarifies how concepts of traditional warfare
may apply to cyber operations.

The Tallinn Manual 2.0 defines armed
conflict as a situation involving hostilities,
including cyber operations, whether or
not they meet resistance.'® For purposes
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of defining “hostilities,” a cyber operation
arising to a use of force is a “cyber opera-
tion, whether offensive or defensive, that is
reasonably expected to cause injury or death
to persons or damage or destruction to ob-
jects.”® The Tallinn Manual 2.0 specifically
focuses on the use of intentional violence
against a target in determining whether a
use of force exists."”

Furthermore, the International
Tribunal for the Former Yugoslavia (ICTY)
held in the Tadic case that uses of force
are not limited to activities that release
kinetic force.'® Thus, cyber operations can
amount to a use of force if they are suffi-
ciently violent and cause intended death
or destruction."” Harold Koh, the then-le-
gal advisor for the Department of State,
echoed this sentiment when he stated, “if
the physical consequences of a cyber-at-
tack work the kind of physical damage
that dropping a bomb or firing a missile
would, that cyberattack should equally be
considered a use of force.” Combining the
approaches of both the Tallinn Manual 2.0
and the ICTY, the Department of Defense
and international commentators adopt this
“consequence centric” approach to defining
cyber operations.?!

Contrary to cyber operations that cause
death or destruction, states generally agree
that the term “use of force” does not apply
to political, psychological, or economic
coercion, or to minor cyber operations that
threaten information systems, manipulate
information, or steal data.? Similarly, espi-
onage does not violate public or customary
international law.? These activities fall
below the use of force and would not justify
a use of force in response.?

If a state faces a cyber operation qual-
ifying as an armed attack, it may exercise
its inherent right to self-defense as laid
out in Article 51 of the U.N. Charter.” For
example, a cyber operation that affects the
Supervisory Control and Data Acquisition
(SCADA) controller of a dam and interferes
with its safety mechanisms could be a use of
force. This is because it combines the intent
to cause grave harm with the effect of a
breach, leading to casualties and widespread
damage.?® Under those circumstances, the
victim state could legally respond with a
use of force under Article 51 of the U.N.
Charter.”
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Now, with this general framework
in mind, consider this article’s scenario
of interference with the BMDS. North
Korea’s operation caused no casualties or
physical damage. Furthermore, there does
not seem to be any immediate intent to
cause casualties or damages—either by the
perpetrator, North Korea, or by countries
that could harm the United States—by
exploiting the lack of an early warning
system against [CBMs.

In fact, it seems that the scope of
the interference goes beyond the intent
of the operation, and the full effect is
unknown to anyone except the United
States. Arguably, with the lack of any
scale and effect that would satisfy the
consequence-centric approach, the cyber
operation in our scenario falls just below
the threshold for a use of force.?®

This conclusion eliminates the United
States’ opportunity to lawfully respond with
means authorized as self-defense under
Article 51 of the U.N. Charter. It is clear,
however, that the ongoing cyber operation
causes significant harm to the United States
and is more serious than a cyber operation
intended to influence public opinion, steal fi-

The latest version of the Draft Articles

has been widely applied by the IC]J and,
though not converted into a convention,
courts largely agree that the Draft Articles
form the legal framework for state respon-
sibilities with regards to internationally
wrongful acts.*!

Historically, the central theme of the
plea of necessity was that a state had the
fundamental right to self-preservation.*
Most importantly, a threat to this funda-
mental right justified a state taking steps to
preserve its existence, even if those steps
would be wrongful if there was no threat.*
The Draft Articles describe and distinguish
the plea of necessity as follows:

The plea of necessity is exceptional in
a number of respects. Unlike consent
(art. 20), self-defence (art. 21) or
countermeasures (art. 22), it is not
dependent on the prior conduct of the
injured State. Unlike force majeure
(art. 23), it does not involve conduct
which is involuntary or coerced.
Unlike distress (art. 24), necessity
consists not in danger to the lives of
individuals in the charge of a State

In the already gray zone of cyber operations, an equally

obscure concept known as the plea of necessity may offer an

alternate way of responding to the ongoing threat

nancial information, or hack into the system
of a major movie production company.” In
the already gray zone of cyber operations, an
equally obscure concept known as the plea
of necessity may offer an alternate way of
responding to the ongoing threat.

The Plea of Necessity and Its

Application to Cyber Operations

The Draft Articles on the Responsibility

of States for Internationally Wrongful

Acts (Draft Articles) formulated by the
International Law Commission of the
United Nations (ILC) are the starting point
for any plea of necessity analysis. The Draft
Articles have undergone continuous review
and modification since 1956, adjusting to
the developing field of international law.*

official but in a grave danger either
to the essential interests of the State
or of the international community

as a whole. It arises where there is

an irreconcilable conflict between an
essential interest on the one hand and
an obligation of the State invoking
necessity on the other. These special
features mean that necessity will only
rarely be available to excuse non-per-
formance of an obligation and that

it is subject to strict limitations to
safeguard against possible abuse.*

Despite the use of the concept of neces-
sity for almost two hundred years, redress
under the plea of necessity is rare and
extremely limited.” One of the best-known
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cases of necessity is the case of the Caroline.
In 1837, British armed forces entered U.S.
territory to attack and destroy the Canadian
rebel vessel Caroline, which was carrying
recruits and military material to Canadian
insurgents.* While the case of the Caroline
is often referred to as a case of preemptive
self-defense, much of the justification at the
time also relied on the concept of necessity;
in fact, the two concepts were used inter-

many of the basic frameworks introduced
by Judge Ago have a timeless application.
Considering that states currently apply rules
formulated for the warfare of past centuries
to cyberspace, a forty-year-old analysis of
an almost 200-year-old legal concept does
not seem unduly outdated.

After reviewing doctrines and the deci-
sions of international tribunals, Judge Ago
approached necessity from a slightly dif-

the ILC cautioned against subverting the plea of necessity

into a plea of “military necessity”

changeably during diplomatic exchanges

at the time.”” British statesman and treaty
negotiator Lord Ashburton justified the use
of force in the territory of another state.

He said, there must be “a strong overpow-
ering necessity” that could “for the shortest
possible period” and “within the narrowest
limits” suspend the obligation to respect the
independent territory of another state.*
The strong and overpowering necessity in
the case of the Caroline was that the British
feared another attack from the United
States. The argument for the use of force in
the case of the Caroline was a combination
of self-defense and self-preservation, which
then evolved into a belief that the use of
force was necessary to prevent a potential
future attack.”

Since 1837, customary international
law and the appropriate bases for the use
of force have developed; and, today, many
commentators consider the Caroline an
example of preemptive self-defense rather
than necessity.” However, the ICJ has
repeatedly held that the Caroline was a case
of necessity.*! With this historical under-
standing of necessity as a starting point,
the necessity doctrine developed over the
years to encompass more than just the mere
self-preservation of a state.* This expan-
sion, discussed below, makes necessity an
interesting concept for cyber operations.

To shed light on the more contempo-
rary plea of necessity, the ILC appointed
Judge Roberto Ago to conduct a thorough
study on the necessity doctrine, published in
1980.* While there are certain limitations,
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ferent angle and found that it is not a right
emanating from the right of self-preserva-
tion, but rather an excuse to breach a state’s
international obligation when necessary
to protect an essential interest.* Similarly,
the ILC noted, “necessity is used to denote
those exceptional cases where the only way
a state can safeguard an essential interest
threatened by a grave and imminent peril
is, for the time being, not to perform some
other international obligation of lesser
weight or urgency.” In exceptional cir-
cumstances, necessity could permit a state
to escape liability for belligerent acts that
would normally constitute a violation of
international law.* Interestingly, Judge Ago
recognized that there does not have to be
a link between a state’s very existence and
recourse under the plea of necessity.”” As a
result, the definition of necessity expanded
significantly, to include essential interests
which themselves alone are not linked to a
state’s existence.*®

The Torrey Canyon incident of 1967
best exemplifies the movement toward a
more expansive definition of necessity.*
The Torrey Canyon, a Liberian tanker
carrying crude oil, ran aground off the coast
of Cornwall, England.® The oil began to
leak into the Atlantic Ocean.”! As the Torrey
Canyon continued to leak large amounts of
oil, the British government was facing the
risk of an environmental disaster.*? After
various attempts at containing the spill, the
British government bombed the vessel in
order to burn off the remaining oil.>}

Despite the Torrey Canyon incident
clearly posing an environmental threat, it
was not a threat even remotely linked to the
very existence of Great Britain.** However,
the ILC found that the British government’s
actions were justified under a plea of neces-
sity, even if the Liberian government had
objected to the bombing of the vessel.** In
its opinion, the ILC noted the following:

[W]hatever other possible justifi-
cations there may have been for the
British Government’s action, it seems
to the Commission that, even if the
ship owner had not abandoned the
wreck and even if he had tried to op-
pose its destruction, the action taken
by the British Government would
have had to be recognized as inter-
nationally lawful because of a state of
necessity.>

The ILC’s commentary demon-
strates the development of the plea of
necessity being applied beyond mere
self-preservation.”’

With this general framework created
by Judge Ago and the ILC, it seems possible
to apply this well-established concept of
necessity to a cyber operation that threat-
ens an essential interest of the victim state.
However, the threshold for an essential
interest is high, and the stakes become
higher when the proposed response is an
act amounting to a use of force.*® The ILC
intentionally drafted the plea of necessity
narrowly to prevent abuse by states and
to further the balancing of state sover-
eignties.” In fact, while not specifically
excluding forcible action, the ILC cautioned
against subverting the plea of necessity into
a plea of “military necessity.” To go even
further, Judge Ago clearly excluded the
use of force against the territorial integrity
of a state as justifiable under the plea of
necessity.® Many commentators agree and
argue that exceptions to the prohibition
against the use of force only arise in cases
of self-defense under Article 51 of the U.N.
Charter, or subject to U.N. Security Council
authorization.* Notably, while raising
the issue of use of force under the plea of
necessity, the Tallinn Manual 2.0 leaves the
ultimate question unanswered.*® Clearly,
the limitations for the use of the plea of
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necessity are significant. It is under those
strict limitations that this article analyzes
whether the proposed kinetic strike or
cyber operation could be justified in the
given scenario.

‘Would the Proposed Responses to
the BMDS Scenario Be Justified

by the Plea of Necessity?

Scholars and practitioners must analyze and
apply the elements of the plea of necessity
to answer this overarching question. The
Draft Articles articulate the following ana-
lytical framework:

1. Necessity may not be invoked by a State
as a ground for precluding the wrong-
fulness of an act not in conformity with
an international obligation of that State
unless the act: (a) is the only way for the
State to safeguard an essential interest
against a grave and imminent peril; and
(b) does not seriously impair an essential
interest of the State or States towards
which the obligation exists, or of the
international community as a whole.

2. In any case, necessity may not be
invoked by a State as a ground for
precluding wrongfulness if: (a) the inter-
national obligation in question excludes
the possibility of invoking necessity;
or (b) the State has contributed to the
situation of necessity.**

In the given scenario, the United States
did not contribute to (i.e., provoke) the
situation of necessity; therefore, we will
not discuss the last element. The analysis is
fact-specific and may change considerably
with even only slight variations, particularly
in cyber operations where attribution is
difficult.®® With this in mind, the elements
of a plea of necessity may now be applied to
the scenario.

Is an Essential Interest of a State at Risk?
The threshold question in this analysis is
whether the BMDS constitutes an essential
interest of the United States. The Draft
Articles do not specifically lay out what
constitutes an essential interest of a state.
Rather, the Draft Articles caution that
whether an interest is essential “depends
on the circumstances and cannot be pre-
judged.”® As Judge Ago noted, a threat to
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an essential interest “represents a grave
danger to the existence of the State itself, its
political or economic survival, the contin-
ued functioning of its essential services, the
maintenance of internal peace, the survival
of a sector of its population, [and] the pres-
ervation of the environment of its territory
or a part thereof.” Curiously, there are

a substantial number of cases where the
plea of necessity was invoked based on the
environmental protection of a specific area
or species.®® This suggests a general broad-
ening of the scope of an essential interest
in certain circumstances and forms the
starting point for the BMDS analysis.

Is Ballistic Missile Defense an Essential
Interest of the United States?

In determining whether a working
defense mechanism would constitute an
essential interest, it is best to look to other
incidents where a state invoked the plea of
necessity on a “defense-based” theory. As
previously discussed, although concepts of

BMDS scenario would be a threat to an
essential interest, i.e., the ability to pro-
vide homeland defense. Therefore, the
threshold element is met. The grave and
imminent peril determination is the next
consideration.

Is the Essential Interest Threatened
by a Grave and Imminent Peril?
To satisfy the conditions for a plea of
necessity, the essential interest must be
threatened by a grave and imminent peril.”?
Furthermore, the threat cannot merely
be a possibility—it must be objectively
established by the evidence.” This does not
mean the threat must occur immediately,
as the analysis does not exclude a threat
that will occur in the future, as long as such
future occurrence is certain.”*

In the BMDS scenario, the grave and
imminent peril has already materialized,
as the cyber operation that is degrading
communications between the various early
warning systems is ongoing. For purposes

The analysis is fact-specific and may change

considerably with even only slight variations

self-defense and necessity were used inter-
changeably at the time, the Caroline case is
the most relatable scenario. Nevertheless,
in a way, the underlying analysis is similar.
How? Because the acts were intended to
prevent a potential future attack. In the
BMDS scenario, the United States is facing
a threat to one of its unproven—yet most
important—assets of homeland defense.’
Under the umbrella of a North Atlantic
Treaty Organization (NATO) ballistic
missile defense system, missile defense
is an integral part of homeland defense
worldwide, not just in the United States.”
In fact, missile defense is so important to
peace worldwide that NATO Secretary
General Jens Stoltenberg considers it “an
important tool for NATO’s core task of
collective defense.””! With the threat that
ballistic missiles pose, and the considerable
efforts aimed at defending against them, it
would seem that under the analysis of Judge
Ago—as well as the Draft Articles—the

of the grave and imminent peril analysis,

it is important to recall what the threat-
ened essential interest is. As established
above, the essential interest is not the very
existence of the United States as a nation
state, but rather maintaining a functional
homeland defense system. This essential
interest is in grave and imminent peril
because the operation to degrade this func-
tion is in progress. Therefore, the grave
and imminent peril analysis is relatively
straightforward. The peril is grave by virtue
of the potential for a complete degradation
of the BMDS, leaving the United States
and its allies without a functioning BMDS.
The peril is also imminent because it is
ongoing and continues to affect additional
early warning systems. The BMDS scenario
therefore meets the requirements for an es-
sential state interest in grave and imminent
peril. Consequently, the focus now shifts to
the proposed courses of action.
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Is the Proposed Action the Only Way
to Guard Against the Peril?

How to Determine the “Only Way”

As discussed earlier, the use of force
pursuant to the plea of necessity to justify
otherwise wrongful conduct is extremely
limited. This strict limitation becomes
obvious when engaging in the analysis of
whether a belligerent act is the only way to
guard against the grave and imminent peril.
Judge Ago noted that if a state acts in a way
that violates another state’s rights, it must
“truly be the only means available to it for
averting the extremely grave and imminent
peril which it fears.”® Judge Ago further
elaborated, “[I]t must be impossible for the
peril to be averted by any other means, even
one which is much more onerous but which
can be adopted without a breach of inter-
national obligations.””® Acting under a plea
of necessity is improper if there are other
lawful means available, even if they may be
more costly or less convenient.”” The word
“way” does not only mean unilateral action,
but may be comprised of cooperative action
with other states or international organiza-
tions, such as through diplomacy.” Lastly,
any action under the plea of necessity is also
subject to the concept of proportionality.”

This part of the analysis is by far
the most fact dependent and may change
considerably with any variation of the facts.
The BMDS scenario simplifies the facts
to focus on the analysis of the legality of a
belligerent act under the plea of necessity.
The facts reveal that diplomacy and state-
side attempts at repairing the early warning
system have failed. In this scenario, the
only way to end the cyber operation is to
take the server completely offline. Physical
destruction of the transformer or a cyber
operation shutting down the power grid are
the only ways to achieve the desired result.
While it is—admittedly—simplified, the
purpose of this article is not to determine
whether there are other ways to neutralize
the threat, but to analyze whether either
of the proposed courses of action would
be justified under the plea of necessity.
Therefore, this article accepts the proposed
courses of actions as viable and exclusive
and now moves on to the analysis of the
two courses of action.
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Military Action Invoked by the Plea of
Necessity

With the plea of necessity already
being a limited concept, military action is
even more restricted when invoked under
the plea of necessity. Going back to 1837,
the Caroline incident may be the only true
example of military action invoked by a plea
of necessity. States have invoked military
action pursuant to necessity in the context
of humanitarian intervention, but this
justification was met with strong resistance
by the U.N. Security Council.*

For cyber operations that do not
amount to a use of force, there is no
precedent for using force in response.
Commentators have grappled with the pos-
sibility of justifying forcible action in such
a scenario.’' Some commentators are stead-
fast in their opinion that such uses of force
are only legal pursuant to a U.N. Security
Council authorization, or in self-defense
under Article 51 of the U.N. Charter.®
Other experts recognize this severely limits
states, subjecting them to considerable risk
as they must wait until a cyber operation
qualifies as a use of force; at which point
considerable damage may have already been
done.®

The plain language of the Draft
Articles do not prohibit the use of force
pursuant to necessity, but they do impose
strict limitations and suggest that other
international treaties are better equipped to
regulate the use of force.?* Despite the lack
of a clear exclusion of the use of force as a
remedy due to necessity, the balancing test
discussed as part of the next element likely
renders any use of force in the necessity
context wrongful.

Does the Conduct in Question

Seriously Impair an Essential

Interest of the Other State?

This element necessarily requires a bal-
ancing test between the intended actions

to combat the grave and imminent peril
and the rights of the other state.® In the
end, the protected essential interest must
be of “greater importance than the other
state’s interest that will be temporarily
disregarded.”® The Draft Articles make this
balancing requirement even more stringent
by introducing a standard of “a reasonable
assessment of the competing interests, and

not merely the point of view of the acting
state.” Upon analyzing the limiting factors,
it becomes clear that a response to below-
use-of-force conduct almost automatically
excludes the use of force by virtue of the
necessary balancing of obligations.*

Nevertheless, some experts have de-
parted from this strict reading of the plea of
necessity, especially in cases of humanitar-
ian intervention and counterterrorism.*” In
situations of counterterrorism, some com-
mentators argue that the use of force may
be excusable under the plea of necessity, but
only if the target is a non-state actor operat-
ing out of a state that is unwilling or unable
to prevent its territory from being used
for the purpose of planning and executing
terrorist attacks.” The argument put forth
is that an “anticipatory strike” against non-
state actors in the territory of an “unable”
state can be conceptualized much like the
Caroline case and, therefore, be an excusable
use of force pursuant to the plea of neces-
sity.”" Notably, this use of force only seems
to be excusable against non-state actors in
the territory of another state, and is clearly
distinguishable from the present scenario.
Thus, even though the use of force may be
excusable in those limited circumstances,
it does not change the strict balancing
requirement with regard to a nation—state
adversary.

One scenario where the use of force
has been used against a state actor, despite
the lack of justification due to self-defense
or a Security Council resolution, is in the
context of humanitarian intervention.
However, the legality versus morality
debate of such forceful interventions have
continued to challenge scholars of in-
ternational law.”* A thorough discussion
of Humanitarian Intervention and the
Responsibility to Protect (R2P) is beyond
the scope of this article. Suffice it to say
that the use of force in cases of humani-
tarian intervention is often seen as “illegal
but legitimate” and, in some way, a neces-
sary choice of the lesser evil.” Neither of
the circumstances where the use of force
pursuant to the plea of necessity has been
considered aids the analysis of the North
Korea scenario. The adversary is a state
actor engaging in a cyber operation, not a
humanitarian crime. Therefore, despite the
possibility of applying the plea of necessity

Army Lawyer = Issue5 = 2020



in conjunction with the use of force in cases
of non-state actor terrorism or humani-
tarian intervention, the current scenario
requires the balancing of state interests as
written in the Draft Articles. As a result,
resorting to the use of force becomes in-
creasingly untenable.

Does the Proposed Kinetic Strike Seriously
Impair an Essential Interest of the Other State?
A balancing test of the BMDS sce-
nario quickly reveals an issue with the first
proposed course of action. A kinetic strike

within the borders of another sovereign
state that will likely cause destruction, a
significant power outage, and possibly ca-
sualties, clearly amounts to a use of force.”
Compared to the threat to the United
States, the proposed kinetic strike within
the territory of another state has a signifi-
cantly more serious impact.”®

The kinetic strike course of action
would disregard the basic state obligations
regarding the use of force.” Even after
establishing that an essential interest of
the United States is in grave and imminent
peril, a reasonable assessment of the pro-
posed action would conclude that the use
of force against the territorial integrity of
North Korea would not pass the balancing
test, and is therefore not justified by a plea
of necessity.

Does the Cyber Operation Seriously Impair
an Essential Interest of the Other State?

The second proposed course of action
may offer a viable alternative to a kinetic
strike, but balancing test concerns remain.
Nevertheless, the scales may be slightly
in favor of executing the proposed cyber
operation. The North Korean fundamen-
tal interest that is affected by the cyber
operation is that of having control over
its power grid and providing electricity to
its citizens. If the majority of the country
would be without power, hospitals, and
public services, citizens would surely suffer.
However, upon balancing North Korea’s
interest in its power grid against the United
States’ interest in a functional BMDS, the
viability of this option reveals itself. Both
interests aim at providing essential services
to its citizens—electricity on the one hand
and homeland defense on the other. Both
operations in isolation are internationally
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wrongful acts carried out via cyber means.
However, neither operation has the intent
to cause casualties and destruction. North
Korea’s intent was to grandstand its cyber
capabilities, the United States’ intent is to
shut down power to the server and end the
malicious cyber operation.

Depending on the effects of the
shutdown, the U.S. cyber operation may

Does the Proposed Course of Action Explicitly
or Implicitly Exclude Reliance on Necessity?
Even if a case meets all of the above ele-
ments, a state may not rely on necessity

if such reliance is explicitly or implicitly
excluded.” The ILC states that reliance

on military necessity is excluded in certain
humanitarian conventions that govern
behavior during armed conflict.'” This is

Nevertheless, the scales may be slightly in favor

of executing the proposed cyber operation

barely remain below the threshold of a

use of force under a consequence-centric
approach. Remaining below the threshold
is an important factor given the severe
limitations pertaining to the use of force.”
If the shutdown is short, and the targeted
building has a backup generator, the effects
on the civilian population may be limited
and proportional.”®

If the proposed response can limit its
effects on the population as much as possi-
ble, the cyber operation is now somewhat
comparable to Great Britain’s response in
the Torrey Canyon incident. Just as Liberia
did not intend an uncontrollable oil spill,
North Korea did not intend for the cyber
operation to have such a disproportionate
impact. However, much akin to Liberia
who simply abandoned a tanker gushing oil
onto Cornwall’s coastline, North Korea is
also unwilling to remediate the issue.”

The facts now align with Judge Ago’s
baseline view that the plea of necessity may
justify a state violating its obligations in the
face of grave and imminent peril. When
balanced, the United States’ response im-
pedes on the interest of North Korea; but,
considering the interests sought to be pro-
tected, it does not unduly impede under the
circumstances. Therefore, if it is limited and
proportional, the cyber operation could be
justified under a plea of necessity.'® The last
step is to determine whether either course
of action is explicitly or implicitly excluded
from relying on the plea of necessity.

logical, as necessity should never be relied
upon to violate human rights obligations
established by the Geneva Conventions,
the Hague Convention, and Customary
International Law. Furthermore, the Draft
Articles make it clear that the plea of neces-
sity is not intended to cover conduct that
is regulated by the primary obligations es-
tablished by the U.N. Charter.'® However,
considering that paragraph 19 of the Draft
Articles continues to discuss military neces-
sity and forcible humanitarian intervention,
this assertion is somewhat vague.'®

State sovereignty and the prohibition
of the use of force are cornerstone obliga-
tions regulated by treaty provisions and
international humanitarian law, but they do
not explicitly exclude recourse under a the-
ory of necessity.'” However, based on the
balancing test above, it seems that any use
of force in response to a below-the-thresh-
old cyber operation would be implicitly
excluded due to tipping the scales in favor
of regulation by treaty provisions and
international humanitarian law.!® Thus,
application of this last factor once again
eliminates the kinetic strike option, but
would not eliminate the counter cyber op-
eration if it remains below the use of force
threshold.

Conclusion

On the surface, the plea of necessity seems
to be an advantageous concept for respond-
ing to cyber operations that do not meet
the use of force threshold. Upon diving
deeper into its elements and limitations, it
becomes clear why this seemingly flexible
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and malleable framework has seen limited
use. It is easy to argue that a state interest
is essential and that a peril is imminent and
grave. The built-in safeguards of the plea
of necessity make it difficult to apply, and
rightfully so. With the first two elements
being very malleable, the mandatory
balancing of state obligations—in addition
to explicit and implied exclusions—are
necessary safeguards to avoid the abuse of
this doctrine. It is in the depths of this bal-
ancing test where the kinetic strike option
runs aground. The plea of necessity will
not justify the use of force in response to a
below-the-threshold cyber operation.

However, the proposed cyber op-
eration could be justified by the plea of
necessity under the right set of facts. While
not a straightforward way out of uncharted
waters, the plea of necessity may, after care-
ful analysis and balancing of the available
courses of action, offer a limited option
when responding to below-the-threshold
cyber operations in the future. TAL

Capt Rienks is the Chief, Military Justice at
Ninth Air Force/Air Forces Central Command
at Shaw Air Force Base in South Carolina.
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No. D

Modernizing Through
Innovative Acquisition

By Major Clayton ]. Cox & Major Annemarie P.E. Vazquez

To succeed in the emerging security environment, our Department and Joint Force will have to out-think, out-maneuver,
out-partner, and out-innovate revisionist powers, rogue regimes, terrorists, and other threat actors.'

Opening the Tool Box
Drawing a pair of Colt .45 automatic pistols, and accompanied by
two submachine-gun-wielding mechanics, Captain (CPT) Paul
Irvine “Pappy” Gunn entered a U.S. supply depot in Brisbane,
determined to get what he needed for his unit’s mission.? It was
January 1942, and Manila—where his wife and children were still
living—had just fallen to the Japanese.’ His family was in an intern-
ment camp. He was stuck in Australia, working to patch together
a military force to push the enemy back—or at least stall their
advance toward Australia.* Desperation set in. Frustrated with the
Army Air Force’s struggles to keep pace with Japanese warfighters,
and understanding the need to modify U.S. equipment and tactics
for the fight at hand, he took drastic measures to get what the
mission required: he robbed his own quartermaster.®

Although most military leaders have never resorted to the
drastic measures employed by then-CPT Gunn, many have shared
his dissatisfaction with the process of getting what they need
quickly and effectively for mission success. Not long after becom-
ing president, Bill Clinton quipped that the federal procurement
system “would have broken Einstein’s brain” and indicated that
the White House was “running on Jimmy Carter’s telephone
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system and Lyndon Johnson’s switchboard.” More specifically
related to the Department of Defense (DoD), in 2017 Senator John
McCain—then-Senate Armed Services Committee Chairman—
cautioned, “[\W]e will not be able to address the threats facing

this Nation with the system of organized irresponsibility that the
defense acquisition system (DAS) has become.”” Even the National
Defense Strategy (NDS), with which the DoD aligns its acquisi-
tion priorities,® voices dissatisfaction with the DAS, describing it
as “over-optimized for exceptional performance at the expense

of providing timely decisions, policies, and capabilities to the
warfighter.”

So how did we get here and why should military lawyers care?
First, the NDS says it is important to improve the acquisition sys-
tem to better serve warfighter needs. Due to their problem-solving
skill sets and ability to navigate legal authorities, lawyers are well
positioned to add value to this effort. However, this is true only
when they understand the wide range of available authorities,
their intended purposes, and the agencies empowered to use them.
Second, many of the military’s acquisition activities make the news
headlines. Having a basic understanding of the topic gives context
to DoD’s on-going efforts to find solutions to acquisition system
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deficiencies.!® Third, legal teams are more
effective when they understand their cli-
ent’s priorities, and modernization—which
requires innovative acquisition—is high
on the list. In 2014, Chuck Hagel, former
Secretary of Defense put it plainly,

‘We have always lived in an inherently
competitive security environment,
and the past decade has proven

no different. While we have been
engaged in two large land mass wars
over the last thirteen years, potential
adversaries have been moderniz-

ing their militaries, developing and
proliferating disruptive capabilities
across the spectrum of conflict....I see
no evidence this trend will change....
‘We must take the initiative to ensure
that we do not lose the military-tech-
nological superiority that we have
long taken for granted."!

As our adversaries incorporate and
deploy advanced technologies, the United
States must be prepared to engage in what
Dr. Bruce Jette, the Army'’s top acquisition
executive, calls “a more complicated threat
environment.”? This environment includes
new technology, such as drone swarms and
unmanned aerial vehicles, that utilize arti-
ficial intelligence (Al)-enabled autonomous
weapons.'® Fortunately, unlike CPT Gunn,
we do not have to rob the quartermaster to
get what we need. Over the years, Congress
has modified—and continues to modify—
our acquisition system to provide more
ways to buy things we need now.

As examples of Congress’s efforts, and
on top of DoD’s existing authorities, the
Fiscal Year (FY) 2016 and 2017 National
Defense Authorization Acts (NDAAs)
expanded and added flexible acquisition
authorities." In addition to improving
flexibility, Congress designed this leg-
islation to move procurement faster by
advancing existing capabilities and acquir-
ing emerging technology.”* Many of these
authorities are specifically intended for
research and development projects. All of
them achieve speed as a byproduct of being
flexible, meaning they eliminate regulatory
hurdles, lower approval authorities, and
streamline review processes.'® Congress
has also provided the DoD authorities
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like Small Business Innovation Research
(SBIR) contracts, Partnership Intermediary
Agreements (PIAs), and Technology
Investment Agreements (TIAs) to drive
innovation within the commercial sector.
Federal assistance instruments like grants
and cooperative agreements allow the DoD
to pursue projects with a public purpose
with state and local governments. With
Cooperative Research and Development
Agreements (CRADA), the DoD can share
its own research labs outside the federal
government—including with the private
sector and public institutions.

Many of these authorities are new and
unfamiliar to attorneys, and they may not
know which parts of the acquisition process
they were intended to fix. To truly appreci-
ate what fast and flexible means, one must
have a reference point. To this end, the
section Getting Oriented offers an overview
of traditional acquisition options, and the
section Rapid Acquisition Authorities offers
a glance at ten flexible acquisition author-
ities. Knowing this information will ready
practitioners for opportunities to engage
and contribute to the DoD’s modernization
effort.

Getting Oriented

The DAS is one of three interconnected
systems that comprise what are called “Big
A” acquisitions, which include the Joint
Capabilities Integration and Development
System (JCIDS); Planning, Programming,
Budgeting, and Execution (PPBE) process;
and the DAS." The JCIDS processes govern
how the military identifies capability gaps
across the force and decide whether they
should fill those needs (requirements) with
a materiel solution, as in, equipment.'®

The PPBE process manages funding for
identified requirements, which is often a
multi-year endeavor. Finally, the DAS is the
system that actually acquires whatever was
approved (validated) in JCIDS and funded
by the PPBE process. Planning occurs years
in advance across services and, generally,
takes about sixteen—and—-a-half years from
stating a requirement to it being opera-
tionally capable.” This is due, in part, to
regulatory processes and milestone reviews
associated with programs that will be dis-
cussed momentarily.

While “Big A” acquisitions entail the
triad of JCIDS, PPBE, and the DAS, “Little
a” acquisitions are only done by the DAS,
which, for purposes of this discussion, can
be further separated into two general cate-
gories. The first gives rise to programs and
are for acquisitions with high price tags that
start at $185 million, or $40 million for an
automated information system.?® Programs
can be thought of as business strategies for
carefully managing the entire lifecycle of
the acquisition, setting forth phases, mile-
stone reviews for advancement to the next
phase, measures for ensuring performance
and longevity, and controlling costs.*!

Programs follow what was formerly
called the “5000-series” of directives and
instructions, recently renamed the Adaptive
Acquisition Framework (AAF). The
AAF starts with Department of Defense
Directive (DoDD) 5000.01 and Department
of Defense Instruction (DoDI) 5000.02T,?
which together establish how programs
operate. A program is a management tool
and not a contractual instrument to buy
anything. Programs must work in conjunc-
tion with contractual vehicles to acquire
the needed goods or services. That is to say,
programs must work in conjunction with
the second category of the DAS-contracting
authorities. Put simply, a program is like a
highway: it is unable to deliver goods, but it
provides the pathway for trucks that do.

The second category within the
DAS is the wide variety of contracts and
contract-like instruments.” The Federal
Acquisition Regulation (FAR) is a body of
law found in Title 48 of the Code of Federal
Regulations,* and it supplies a variety of
methods for acquiring goods and services.”
These contracting methods are used in
conjunction with programs as the legal in-
strument with which goods and services are
acquired. They are also used as standalone
contracts to fulfill requirements falling
below program thresholds. This means that
an agency desiring a new projector system
can just follow the FAR and buy one—
within fiscal constraints—instead of having
to worry about DAS milestone review and
approval requirements that would apply
to a high-cost, risky project of producing
the next-generation land combat vehicle.
Similarly, an agency seeking a contract
to research an unmanned aerial projector
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platform upon which they could mount
intelligence, surveillance, and reconnais-
sance (ISR) equipment may pursue it under
the FAR. That said, the agency may wish
to diverge from the FAR in favor of other
methods to avoid the applicability of notice
and timing requirements and statutes, like
the Competition in Contracting Act, 10
U.S.C. § 2304 or the Contract Disputes Act,
41 U.S.C. §§ 7101-7109, which can slow
down or derail projects.®

The two categories of the DAS
converge to create a system optimized
to reduce risk, maximize performance,
and control costs; but, if a person could
describe the pace of a traditional program
acquisition, it would be glacial. Given
the scope and significance of the DoD’s
eighty-eight Major Defense Acquisition
Programs—each at an estimated cost of
$480 million—the process seems almost
necessarily slow.?”” Almost. If operating in a
vacuum, the DoD could take as long as it
liked, but two external factors make “tra-
ditional” unsuitable for rapidly evolving
technology and warfighter needs.

First, the DAS is slow for more than
just the DoD. It is prohibitively slow,
expensive, and cumbersome for all but the
largest defense contractors in the indus-
try.2® When the DoD was the major driver
of research and development (R&D), this
burden did not matter because the industry
relied on the DoD as the main source of
innovation. But the tables have turned, and
industry investment in R&D dwarfs that of
the DoD and leads the way in many areas
of technological innovation—like artificial
intelligence, robotics, and space.” That
means the DoD must adapt its acquisition
processes to the private sector.

Second, the DoD and industry must
partner together in creative ways to
keep pace with evolving technology and,
whenever possible, drive the direction of
innovation in ways that support DoD’s
mission to counter advances made by our
adversaries.” As stated in the NDS, “Today,
we are emerging from a period of strate-
gic atrophy, aware that our competitive
military edge has been eroding.”' This
means the DoD must have and use flexible
approaches to attract industry partners
and collaborate with them. The remain-
der of this article introduces readers to
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alternatives and complements to traditional
acquisition options, along with examples of
how they are currently being used.

Rapid Acquisition Authorities
Authorities abound for speeding up the
advancement and acquisition of technol-
ogy and enticing non-traditional defense
contractors to enter the fray. The following
discussion introduces ten of them, some

of which have gained significant media
attention.*

Middle-Tier of Acquisition—

Section 804 of FY 2016 NDAA

Middle-Tier of Acquisition (MTA), also
referred to as Section 804 authority, is
something of a program-lite; it is intended
for promising technologies and exist-

ing prototypes that do not require much
additional development.® This authority
provides “a streamlined and coordinated
requirements [JCIDS], budget [PPBE],

number of them).** Regardless of cost
threshold, this authority can be used for
everything from developing new systems
to finding innovative ways to maintain old
ones.* However, per DoD guidance, the
Under Secretary of Defense for Acquisition
and Sustainment may determine that a
program is not fit for the MTA pathway.
The major capability acquisition pathway
falls under DoDD 5000.02T. From there,
they may direct the program to follow a
more time-intensive major capability ac-
quisition pathway, which falls under DoDD
5000.02T.*

An example of this option in action is
the B-52 Commercial Engine Replacement
Program (CERP), one of the first Air Force
programs to use the MTA pathway.*
Needing to update the B-52’s engine, the
Air Force decided buying commercially
available engines and modifying them
would best satisfy their need.” The agency
leveraged the MTA rapid prototyping

if a person could describe the pace of a traditional

program acquisition, it would be glacial

and acquisition [DAS] process” for rapid
prototyping and rapid fielding—and stream-
lined indeed, because MTA is exempt from
JCIDS and the DAS program require-
ments.** The rapid prototyping path moves
technologies with a level of maturity to
prototyping within five years, meaning the
MTA program must demonstrate a proto-
type in an operational environment within
five years. If proven technologies exist, they
follow the rapid fielding path and must be
fielded within five years.

Efficiencies are achieved by allowing
planners to alter JCIDS, PPBE, and DAS
processes in ways that can increase speed
and flexibility. For example, lowering
approval thresholds allows periodic reviews
to pass through fewer layers of approval
authorities before moving to the next mile-
stone (a time-intensive process). Similarly,
decision authorities are empowered to
eliminate unnecessary documentation or
approval processes that add little to no
value to the program (there are a surprising

authority to shorten the CERP’s timeline
and reduce the required documentation

by sixty percent of what would have been
required under a traditional program.*
The Air Force acquisitions team set aside
the traditional 5000-series schedule and
created its own, which reduced costs related
to time and unnecessary documentation,
led to early virtual prototypes, and enabled
the release requests for proposals from
industry sooner.*! The agency estimates
that the schedule consolidation enabled by
the MTA pathway saved about $500 mil-
lion.*”? Furthermore, the Air Force elected
to consolidate prototype testing require-
ments that would have traditionally been
required.* Due to the successful implemen-
tation of the MTA pathway, the Air Force
anticipates awarding a CERP contract for
these new engines by July 2021, a huge step
towards its stated goal of keeping the B-52
in service until at least 2050.* The agency
estimates that using MTA instead of fol-
lowing traditional requirements will shave

85



three—and-a-half years off the acquisition
timeline.*

Section 806 FY 2017 NDAA
Prototyping Projects
Similar to MTA authority, Section 806 of
the FY 2017 NDAA provides authority to
pursue rapid prototyping by adapting major
capability acquisition program require-
ments, but it is specifically intended for
major weapon systems.* Through that
authority, prototypes are selected “through
a merit-based selection process that iden-
tifies the most promising, innovative, and
cost-effective prototypes.”™ Prototypes
must be complete within two years, and the
project cost must fall below $50 million.*
Projects must address “high priority war-
fighter needs; capability gaps or readiness
issues with major weapon systems; oppor-
tunities to incrementally integrate new
components into major weapon systems
based on commercial technology, [...] and
opportunities to reduce operation and sup-
port costs of major weapon systems.”

One major benefit of using this au-
thority is the ability to select a project for
a follow-on FAR-based contract, or other
transaction (OT), for production without
competition.*® The promise of a follow-on
contract or OT provides strong incentives
for commerecial entities to meet the required
need, and no competition can make produc-
tion happen sooner.

Urgent Capability Acquisitions

“An 80% solution in seven to eight weeks is
better than a 95% solution in two years.”!
This is the mantra that drives the DoD’s
unrelenting pace for Urgent Capability
Acquisitions (UCAs), which is a specific
program authority found within the
5000-series.” Urgent capability acquisition
requirements originate with Combatant
Commanders, and are those urgent oper-
ational needs (UONSs) that, if unfulfilled,
“result in capability gaps potentially result-
ing in loss of life or critical mission failure,”
and may be joint in nature (JUONs), or
concern joint emergent operational needs
(JEON).** Solutions are fielded in two years
or less by exempting UONs from PPBE,
many program requirements, and many

of the JCIDS requirements. Like MTA or
major capability acquisition (“traditional”)
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programs, UONs may be fulfilled using a
combination of FAR- and non-FAR-based
contractual instruments.>*

One example of the process comes out
of Army units in Iraq that needed a solution
for defeating enemy use of small, unmanned
aerial systems (sUAS), which the enemy
used to surveil and attack Iraqi forces.®
The drones operated so low that the unit’s
only defense was small arms fire. A hand-
picked team of subject-matter experts used
existing contracts together with letter
contracts (also called undefinitized contract
actions, or UCAs),* interagency acquisition
authorities and Military Interdepartmental
Purchase Requests (MIPRs),” and research
labs across the DoD.*® An iterative feedback
loop with warfighters helped shape the final
product: a counter-sUAS (C-sUAS) modi-
fied from commercial off-the-shelf (COTS)
drones that the forward units received in
months, not years. Though urgent capability
acquisitions may seem like a multipurpose
authority, it is only intended for readily
adaptable or mature technology to fulfill the
most urgent needs arising from operational
necessity. If successful, the technology
generated from UCAs could transition to an
MTA program or a major capability acqui-
sition program for full-scale production.

Other Transaction Authority

One available option for rapid acquisitions
gets a fair amount of contemporary press:
Other Transaction Authority (OTA).
Although it has recently become a buzz-
word, the authority has been around for
decades, originating during the Space Race
of the 1950s and 1960s.% Other Transaction
Authority is a flexible option for research
and developing prototypes, especially when
existing technology capable of meeting a
need is non-existent or underdeveloped.
Like the MTA pathway, OTA can provide
shortcuts to the traditional major capability
acquisition pathway in DoDI 5000.02T, and
it can also provide alternatives to FAR-
based contracting vehicles.

Other Transaction Authority—Research

The DoD’s OTA authority empowers
it in two ways: conducting research and
developing prototypes. First, under its
authority derived from 10 U.S.C. § 2371,
the DoD can “enter into transactions (other

than contracts, cooperative agreements,
and grants)...in carrying out basic, ap-

plied and advanced research projects.”
Projects under § 2371 are exempt from the
processes of DoDI 5000.02T and JCIDS.*!
Transactions under this authority are
exempt from most provisions of the FAR,
including most of its statutory require-
ments.®> However, one of the key benefits is
that these agreements are highly tailorable
and may be used in conjunction with the
FAR and other authorities.*> When used for
research, these transactions are generally
called Technology Investment Agreements
(TIAs), discussed further below.%*

Other Transaction Authority—Prototyping

Second, under the authority granted by
10 U.S.C. § 2371b, the DoD may conduct
prototype projects aimed at improving
mission effectiveness, whether that be for
personnel, “supporting platforms, systems,
components, or materials” or improve-
ments of any of these used by the armed
forces.”® Agreements under this authority
are commonly referred to as other trans-
actions (OTs) and may be used on their
own or in conjunction with other acqui-
sitions authorities, such as Middle-Tier of
Acquisition authority or prize authorities.*
For example, a prize competition could be
structured so that the winning solutions
to a pre-defined problem set (e.g., the best
machine learning algorithm for predicting
post-traumatic stress diagnosis) are eligible
for a prototype OT. Proven techniques
could transition seamlessly from competi-
tion to prototyping.” Additionally, under §
2371b, the DoD may also award a fol-
low-on production contract for a developed
prototype without competing the award;
but, this only occurs if certain require-
ments are met.® Offering the possibility of
a follow-on production contract without
competition is a powerful financial incen-
tive for potential contractors to compete
for the initial OT. More initial participation
means more creative solutions for the DoD
to choose from and competitive pricing.

Though speed is often a benefit of
using OTA,* its primary purpose is to
create a flexible way for the private sector
and the U.S. Government (USG) to do busi-
ness.”® Certain sectors of industry avoid the
bureaucratic slog of traditional government
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contracting, and OTA is meant to fix that
by simplifying and streamlining various
acquisition processes and incentivizing
participation.”

In light of OTA’s primary purpose,
those using OTA prototyping authority
should keep in mind that its use comes with
restrictions. The DoD may only use OTA if
one of four conditions have been met:

1. atleast one nontraditional defense con-
tractor or nonprofit research institution
participates to a significant extent;

2. all significant participants other than
the Federal Government are small
businesses or nontraditional defense
contractors;

3. atleast one third of the prototype proj-
ect’s cost will be paid for by someone
other than the Federal Government; or

4. exceptional circumstances justify use of
OTA, as determined by the senior pro-
curement executive for the agency.”

An example of this option in action
is the National Security Space Launch
(NSSL) program, which has been “charged
with procuring launch services to meet the
government’s national security space launch
needs.””® To accomplish this goal, the NSSL
has developed a multi-phase strategy being
implemented from fiscal year (FY) 2013 to
FY 2027.7* The overall program is complex
and uses a variety of acquisition tools,”
including use of OTA to help expand an un-
derdeveloped space launch system industrial
base.” Through OTs, the Air Force has
awarded investment funding for developing
launch vehicle prototypes to United Launch
Alliance (ULA), Blue Origin, and Orbital
Science Corporation.” This OT funding has
enabled more competition when soliciting
for space launch services.”®

Small Business Innovation

Research (SBIR) Program

Another acquisition tool popular in the
R&D community is the SBIR program. Its
mission includes stimulating innovation,
meeting research and development needs,
and fostering socioeconomic development.”
In carrying out this mission, it encourages
small businesses to participate in federal
research and development efforts.®
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The SBIR program has three phases,
each with its own aims. The first thins the
overall number of submissions, awarding
up to $150,000 to cover six months’ of costs
for businesses whose ideas have technical
merit, feasibility, and commercial poten-
tial.®! The second phase focuses on the
scientific and technical merit, awarding up
to $1 million to cover up to two years’ of
costs for those advancing from the first to
second phase.®? The final phase is unfunded,
but advancing businesses benefit through
assistance received in commercializing their
work, and may include follow-on R&D
contracts with the USG.* The government
benefits by having developed new technol-
ogy and a new business partner.

One of many SBIR success stories
involves the Navy’s use of the program
to develop Automated Test and ReTest
(ATRT), created by Innovative Defense
Technologies.* This suite of technologies
started as a Navy SBIR contract nested
within a larger Navy initiative to get “soft-
ware-driven capabilities to the warfighter
as quickly as possible.” Launching sur-
face-to-surface missiles from a Navy littoral
combat ship is a complex task involving
tremendous technical configurations and
interfacing. This capability is enabled by
ATRT.* Furthermore, ATRT provides
an eighty-five percent savings in time and
manpower, increased system quality, and
reduced costs.®” These are promising results
from a non-traditional partner.

Federal Assistance Instruments

Since the Revolutionary War, the USG has
used federal assistance instruments to offer
aid in various forms to states, local gov-
ernments, and even individuals.® Federal
assistance instruments may be used as
contractual vehicles as part of an established
program or as stand-alone agreements.
Though varied in form and substance, a
common thread binds federal assistance
instruments—furtherance of a public
purpose.®’

Grants and Cooperative Agreements

Two of the most well-known federal
assistance instruments are grants under
31 U.S.C. § 6304 and cooperative agree-
ments under 31 U.S.C. § 6305.”! Though
they are considered contracts, they are

not procurement contracts.”” That means
they are regulated by the DoD Grant and
Agreement Regulations (DoDGARs) and
not bound by the FAR.” The Federal Grant
and Cooperative Agreement Act of 1977
clarifies when a procurement contract,
grant, or cooperative agreement should
be used.” Contracts are the appropriate
instrument when the USG seeks to acquire
property or services for its own direct
benefit or use.” However, if the primary
purpose is “to carry out a public purpose
of support or stimulation authorized by
law” then the proper instrument is a grant
or cooperative agreement.’® Grants and
cooperative agreements enable an agency to
develop relationships with companies for
minimal investment and, depending on the
level of USG involvement in the contem-
plated activity, either a grant (no substantial
involvement) or cooperative agreement
(substantial involvement) is appropriate.”
Grants are used for a multitude of
reasons, but most frequently for R&D
with the DoD. A small FY 2020 grant with
the University of Maryland examines the
safety and reliability of artificial intelli-
gence agents used within Cyber-Physical
Systems domains, like self-driving cars.”®
The grant funded a two-day workshop with
subject matter experts whose task was to
produce a report outlining promising areas
of study for increasing safety, reliability,
and resiliency of Al-enabled technologies.
Subsequent spin-offs could pursue the
workshop’s leads with yet another grant or
other agreement.

Technology Investment Agreements (TIAs)

Another type of assistance instrument
is the TIA. The TIA is specifically designed
to increase collaboration and investment by
the private sector in defense research pro-
grams with a view toward innovations that
support future defense needs.” Curiously,
the TIA may use authority under 10 U.S.C.
§ 2358 and take the form of a cooperative
agreement; or, with proper justification, it
may use authority under 10 U.S.C. § 2371
and be fashioned as an “assistance trans-
action other than a grant or cooperative
agreement.”'” The distinction lies in the
extent to which the USG needs to nego-
tiate intellectual property and data rights,
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with § 2371 having the most flexibility for
negotiation.

The benefit of a TIA is not the
payment of money—cost-sharing to the
maximum extent practicable is required;
rather, it is the self-interested potential
for profit on the private sector side and
increased civil-military integration on the
government side.'®! Indeed, recipients must

application process. Through TechLink’s
service, a United Kingdom-based company,
Equivital, Inc., licensed an Army patent for
an algorithm that it used to create wearable
monitoring technology.'” The technology
has expanded worldwide across sectors and
is used in U.S. military hazardous materials
protective clothing to monitor, predict, and
prevent heat-related casualties.

For the DoD, this incorporation increases competition,

which then drives down acquisition costs

include a for-profit partner. Profit-driven
involvement equates to a strong incentive
to invest in order to ensure, for example,
the successful incorporation of the technol-
ogy into the marketplace.'” For the DoD,
this incorporation increases competition,
which then drives down acquisition costs.'®

Partnership Intermediary Agreements (PlAs)

Partnership Intermediary Agreements
(PIAs) are often lumped together with
TIAs, but they serve different functions.
Authority for PIAs flows from a different
source, 15 U.S.C. § 3715, and the overarch-
ing purpose is different, too; PIAs are not
vehicles for research projects.'™ Rather,
their purpose is to facilitate technology
transfer from DoD labs to the private sector
and accelerate licensing.'® Additionally,
while TIAs may be fashioned as cooperative
agreements or “assistance transactions other
than a grant or cooperative agreement,” a
PIA may take shape as a contract, agree-
ment, or memorandum of understanding
between the federal government and a
state or local government.'% This author-
ity is available to federal laboratories and
federally funded research and development
centers.'?”’

Consider Montana State University’s
TechLink, a service that helps “innova-
tion-minded businesses and entrepreneurs
identify, evaluate, and license technology
developed within DoD and [Veterans
Affairs] labs nationwide.”'% Its website
lists over 7,000 technologies available for
licensing and offers free consultation with
licensing professionals to navigate the
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Though not always intended for speed,
federal assistance instruments are flexible,
industry-oriented tools for facilitating
research and development, or speeding up
technology transfer.'® This makes them
attractive options when the DoD wishes
to leverage the private sector’s capacity
for speeding technological advancement
and mass-producing or scaling dual-use
technologies.

Cooperative Research and Development
Agreements (CRADAs)
Another federal assistance instrument
available is a Cooperative Research and
Development Agreement (CRADA),
which is highly tailorable and allows the
Federal Government to collaborate with
universities, the private sector, and state
and local government.'"! Often the level of
collaboration is extensive, with the USG
and non-USG researchers working side by
side in the same lab. As part of a CRADA,
federal laboratories and these non-federal
partners provide personnel, services, facil-
ities, equipment, intellectual property, or
other resources to conduct specific research
and development efforts.!'? The authorizing
statute provides broad authority, limited
primarily by the mission of the agency’s
laboratory.'”* Also, as the FAR does not
govern CRADAs, these agreements can be
tailored easily, adapting them to the needs
of the agency and non-federal partner,
and executed quickly so work can get
underway.'*

Laboratories across the DoD regu-
larly use CRADAs. One example of this is

the Navy’s Naval Surface Warfare Center,
Panama City Division (NSWCPCD) and its
partnership with a multi-national com-
pany.'"® As part of a CRADA, these two
organizations developed technology for
military divers to better navigate under
dangerous conditions."

Federal assistance instruments are flex-
ible, industry-oriented tools for facilitating
research and development, and increasing
technology transfer.'” This makes them
attractive options for leveraging the private
sector’s capacity for speeding technological
advancement and mass-producing or scal-
ing dual-use technologies.

Incentive Prizes and Challenge Competitions
A relatively recent option for acquisitions is
the use of challenges and prizes to pro-
mote innovation and build bridges with
non-traditional private sector partners.'®
There are various authorities that allow
certain agencies to conduct prize contests,
including the DoD.'"” Government-initiated
challenge competitions tend to be modeled
after commercial competitions and pitch
sessions.'® They often have phases, wherein
competitors submit white papers describing
their idea. Those submissions are narrowed,
and the remaining competitors pitch their
innovations in more detail or demonstrate

a proof of concept, which can include sim-
ulated events and attacks, contests, races,

or closed course demonstrations. Selected
entrants may receive seed or prize money to
continue their work, cover costs, and help
further develop the technology. In some
cases, successful competitors will be offered
contracts or other government agreements
to develop and scale the technology. Not

all agencies have authority to sponsor
challenge competitions, but those that do
are increasingly putting them to use.'”!
Agencies across the federal government list
current challenges for the public at chal-
lenge.gov, and they range from redesigning
a government website to searching for
synthetic biology solutions.'*

In 2015, the Air Force Research
Laboratory (AFRL) offered a $2 million
prize “to spur innovation in mid-sized tur-
bine engine technologies.”’?® The Air Force
took lessons learned from that project to
enhance its prizes and challenges in the fu-
ture.'?* Tech hubs across the DoD use SBIR
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contracts together with these authorities
to spark interest in private sector-de-
fense collaboration, spur innovation, and
support small business forays into dual-use
technologies.'

Another example comes from the
Army Rapid Capabilities Office (RCO),
which hosted the Army Signal Classification
Challenge in 2018. Over 150 teams from
universities, laboratories, industry, and gov-
ernment competed for a first place prize of
$100,000 to show “they had the best artificial
intelligence [AI] and machine learning [ML]
algorithms for performing ‘blind’ signal clas-
sification quickly and accurately.”'* The goal
was to find Al and ML solutions to reduce
the cognitive burden on Soldiers engaged in
electronic warfare (EW) and improve the
speed and accuracy of EW operations. The
RCO’s first foray into competitive chal-
lenges was a success: Rob Monto, Emerging
Technologies Director, said, “[I]n a matter
of less than four months...we have a very
accurate, very rapid algorithm for a specific
problem set....[W]e can move forward with
trying to build and integrate it into a real
solution for the Army.”?

Competitions serve many ends: they
stimulate leap-ahead technologies pulled
from the far reaches of people’s garages,
university laboratories, and private sector
tech firms. They pool resources, ideas, and
talent, they encourage usable, transferrable
solutions for immediate implementation,
and they draw attention to problems the
DoD faces in ways no request for proposals
ever could.'®

Conclusion

A wide range of options are available for
quickening the pace of acquisition, reduc-
ing barriers to private sector engagement,
developing and fielding small-scale solu-
tions, and driving innovation. Although
frustration with acquiring the technology,
equipment, and services needed for war-
fighting is not new—it has most certainly
been around as long as war itself. That
frustration need not endure. Yet, the global
race toward advancement of technology
further complicates domestic efforts to
keep the upper hand and compels us all to
find, or better yet, create, opportunities for
modernization and integration of future
technologies into the force. Using fast and
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flexible authorities to overcome that de-
manding challenge requires leaders who can
identify those opportunities, assemble the
right team, and navigate regulatory hurdles.

Considering the mandate of the NDS,
the nature of today’s geo-political climate,
and U.S. adversaries’ pursuit of disruptive
technology, legal practitioners should be
familiar with the reasons for the DoD’s
concerted drive to develop and integrate
technology-enabled capabilities into the
force. Understanding the basics of how the
DoD cultivates, obtains, and shares inno-
vative ideas, systems, and approaches using
flexible acquisition authorities prepares
practitioners for future opportunities to en-
gage and contribute as the DoD modernizes
“a Joint Force fit for our time”—no Colt .45s
required.'” TAL
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Closing Argument

Cross-Functional Teams for the Future

By Major Douglas A. Reisinger

The Army is on the precipice of a funda-
mental shift. Modernization will displace
readiness as the Army’s top priority in
2022.! To be clear, readiness will remain

an important line of effort beyond 2022—
much like how the renewed emphasis on
readiness several years ago did not eliminate
the Army’s focus on stability operations.
Nonetheless, this scheduled reprioritization
will be significant. Force modernization
operates “at the intersection of technology
and concepts.” What this means is that
pivoting to modernization involves more
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than merely developing and procuring
technologically mature systems. This effort
will incorporate new operational concepts—
such as multi-domain operations—and their
associated changes to doctrine and organi-
zational structures. It will combine these
considerations with upgraded and/or new
equipment and capabilities.> Although the
Army stood up Army Futures Command
(AFC) in 2018 to spearhead the Army
Modernization Strategy, the entire force
will see and feel the changes to equipment
and doctrine over the next decade. With

such an all-encompassing push to modern-
ize how the Army fights, is structured, and
leverages emerging technology, judge ad-
vocates advising the modernization mission
often find themselves at the intersection of
several legal disciplines.

Not unlike the Judge Advocate
General’s Corps’s emphasis on versatil-
ity, AFC has sought to obtain innovative
solutions to Army requirements through
multi-disciplinary approaches. The engine
of AFC’s modernization efforts is the
Cross-Functional Team (CFT), which is a
case study in multi-disciplinary versatility.
In 2017, the Army launched a pilot pro-
gram of eight CFTs tasked with identifying,
prioritizing, and developing capabilities the
Army requires to achieve overmatch against
its adversaries in the future fight.* In order
of priority, these eight CFTs are: (1) Long
Range Precision Fires; (2) Next Generation
Combat Vehicle; (3) Future Vertical Lift;
(4) Assured Positioning, Navigation, and
Timing; (5) Air and Missile Defense; (6)
Network; (7) Soldier Lethality; and (8)
Synthetic Training Environment. Once
the CFTs develop requirements for the
future fight (through experimentation and
technical demonstrations where necessary),
they are charged with rapidly transitioning
each capability to the Army Acquisition
System for materiel development, testing,
and fielding to the force.” The CFT pilot
program was made permanent with the
establishment of AFC in 2018.°

The enshrining of the CFTs within
AFC, a new four-star Army Command,
was revolutionary for two main reasons:
(1) it broke down partitioned, stove-piped
requirements development by bringing
all key stakeholders together; and (2) it
provided requirements developers with a
multi-disciplinary team, led by a general
officer or senior executive service civil-
ian, dedicated to specific modernization
efforts. Moreover, the establishment of
AFC brought operational concept devel-
opment (formerly a Training and Doctrine
Command responsibility), capability
development (formerly an Army Materiel
Command responsibility), and overall mod-
ernization strategy under one command.

The CFT, by contrast, is a microcosm
of the consolidated AFC structure due
to its targeting a particular portfolio of
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modernization efforts at this intersection
of technology and concepts. For example,
the Next Generation Combat Vehicle CFT
has a portfolio that includes such modern-
ization efforts as the optionally-manned
fighting vehicle, robotic combat vehicles,
the armored multi-purpose vehicle, and
mobile protected firepower (a light tank).
To bring all subject matter experts together,
the CFTs are manned with personnel from
the Requirements, Acquisition, Science
and Technology, Test and Evaluation,
Resourcing, Contracting, Costing, and
Logistician communities. In addition, the
CFT includes representatives of the end
user—senior noncommissioned officers
who are technical experts in their respective
fields (e.g., infantrymen, armor crewmen,
and air and missile defense crewmembers).
This conglomeration, charged with lever-
aging industry and academia in informing
its modernization objectives, is not the
capability developer of yesteryear.

With all of its various subject matter
experts under one roof, the CFT requires
innovative legal support. One CFT visit
with a defense contractor could raise a
myriad of issues. For instance, observing
a demonstration of a prototype that uses
machine learning in its targeting algorithm
may give rise to no less than seven indepen-
dent legal issues across the spectrum of legal
practice, including:

+ Ethical considerations of engaging
with one defense contractor for a
demonstration;

+ Contract law implications such en-
gagement may have on any pending or
planned procurement;

+ Law of Armed Conflict considerations in
the technology’s use of artificial intelli-
gence and machine learning to inform a
commander’s application of lethal force;

+ Acquisition considerations, such as
whether the maturity of the technology
is sufficient to warrant use of Middle
Tier Acquisition Authority or otherwise
enter the Major Capability Acquisition
pathway at a particular milestone;’

+ Fiscal considerations, such as which bud-
get activity of Research, Development,
Test & Evaluation funds may be neces-
sary to further develop or integrate the
technology;

+ The status of the intellectual property
applicable to the prototype and the ensu-
ing potential for “vendor lock;” and

+ Review of the inevitable gift that Army
leaders will receive for attending the
demonstration.

These routine legal problem sets vary
in complexity; but, the multi-disciplinary
nature of modernization legal advice is
ever-present.

How the CFTs connect with industry
and academia is also unconventional. The
CFTs develop emerging requirements
through both traditional and non-tradi-
tional processes. These approaches include
engagements and demonstrations from
both large and small businesses, partner-
ships with academia—such as the Artificial
Intelligence Task Force’s arrangement with
Carnegie Mellon University, and through
non-traditional startup technology com-
panies seeking seed capital through Army
Applications Lab.

Much like the Army’s recent collabo-
ration with Microsoft to develop the new
Integrated Visual Augmentation System,
force modernization in the high tech era
looks different than it did in prior decades.
This is due, at least in part, to the universal
applicability of emerging technologies. For
instance, if the Army is looking to create
an unmanned ground combat vehicle, it
may make sense to leverage traditional de-
fense contractors for improved armor and
munitions. But perhaps the autonomous
navigation, or “self-driving,” component
may be better fulfilled with modified
software from a commercial company
that has already invested significant time
and research into the technology—such
as Tesla, Apple, Google, or Uber. It is for
this reason that the CFTs (and AFC more
generally) must engage with industry,
academia, and startups, all while pursu-
ing unconventional ways of conducting
market research and experimentation. Yet
throughout these unconventional touch-
points, AFC and the CFTs ensure regular
Soldier inputs to development, modeling,
and simulation by partnering with Army
Forces Command and its various subordi-
nate brigade combat teams.

This innovative approach to research
and development raises novel legal issues,
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which are further compounded with various
arms control treaties and regulations if any
such technology originates from outside

the United States. Despite these complex-
ities, Army modernization efforts possess
sufficient flexibility within existing laws and
regulations to succeed, whether procuring
and developing technology domestically

or from foreign sources. Army Futures
Command’s fresh approach and its challeng-
ing of conventional methods, however, will
inherently raise unique issues that require
adaptable legal advisors. Whether advis-

ing Army modernization efforts directly

as a legal advisor for AFC, or indirectly as

a judge advocate at a brigade or division
fielding invitations from industry to provide
a technology demonstration, the pivot to
modernization will impact the entire Army.
What force modernization requires of its
legal support over the next decade, there-
fore, is wide-ranging advice that rethinks
how we approach traditional problem sets.
The future depends on it. TAL

MA] Reisinger is an acquisition and military
law attorney at Army Futures Command in
Austin, Texas.
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SSG Bambi Parks, South Carolina National Guard,
was the honor graduate from September’s court
reporter course at TIAGLCS in Charlottesville,

VA. The attending court reporters donned their
masks for the socially-distanced graduation
ceremony. (Credit: Jason Wilkerson/TJAGLCS)
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-— In November, TIAGLCS had the honor of hosting
Department of Defense General Counsel,
the Honorable Paul C. Ney, as he and The
Judge Advocate General, LTG Charles N. Pede,

addressed the 212th JAOBC and 69th Graduate
Course. (Credit: Jason Wilkerson/TJAGLCS)
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